@ PLANET

Networking & Communication

_ =\ ‘_i\

= — ————____________

' 7 el W 7 o e |
W R




XGS3 Command Guide

Content

CHAPTER 1 COMMANDS FOR BASIC SWITCH CONFIGURATION ......ccccooiiiiiiinnnee. 1-42
1.1 COMMANDS FOR BASIC CONFIGURATION .....uuuuuuturuunennnnnnnnnnnnnnnsnsnsnsnsnsnsnsnsnsssssssnssssssssssnsssssssssssnsnnsnnnnns 1-42
O O N 1 =T Loz Lo T 11 TSP P RO PU PPN 1-42
0 02 o o To A1 4o [P PSRRI 1-42
IO B oo ARS] r= 4 (1] o Kot o] o T PSRRI 1-43
O o o Yo Q= = PP PU PPN 1-44
SN oo o) o [PPSR 1-45
I Sl =T o T o JRSTS] B Y= Y PSRRI 1-45
O =T T o[ OO PU PPN 1-45
1.1.8 €NADIE PASSWOIT .......eeeeiieee ettt e e ettt e e oo ettt et e e e e e e et aee e et e e e e aa s st be e e e e e e e e anntbe et aae e e e e nbbeeeeaaeeeannnnneaeann 1-46
0 TR = o T PSRRI 1-46
O O 0I5 (T o 11 =T o 1U L PP PP PPN 1-46
O B = P ETU ST 1-47
O O 2 4T | o TP STU TSP 1-47
O O R I 011 1 =T o= PP PU PPN 1-48
001 7 T N T 1 P ERU TSP 1-48
O T T 1Y g T 1= PSRRI 1-49
O KT ol g 110 IR V= P ETUT TSR 1-49
O 0 = g T U= Vo = P RRU P 1-50
0 001 I N (o T 11 o P RRUP SR 1-50
O R N o 7= L1311 o] (o P RRU TSP 1-50
O 2 O I =1 (o = Vo PSP PU PR 1-51
1.1.21 Service PaSSWOIA-ENCIYPION. .....ci ittt ee ettt e e e et e et e e e s e e aebeeeeaeeaaanebeeeaaaeaaanbbeeeeaaeesannsnnneaeans 1-51
1.1.22 service terminal-leNgth ... . ... e e e et e e e e e neneeeans 1-52
1.0.23 SYSCONEACT ...ttt nenen 1-52
2 YL o Tox L1 o [P STU SR 1-52
O A S I 1= o (= = 1 | PP PU PPN 1-53
D028 SEEUP etttk 1-53
L.0.27 SNOW CIOCK ...ttt e et e e et e e et et e e e e e e 1-54
1.1.28 SNOW tEIMPEIALTUIE .....eeiiiei ittt ee e e ettt e e e ettt e e e e e ettt et e e e e e e sae b e e e e e e e eaamnebeeeaaeeaeantbeeeaaaeesansnnneaeans 1-54
24 I oYV =T od o BT U o Lo PSRRI 1-54
1.0.30 SNOW VEISION ....eeeeiiiiii ettt et e e ettt e et e e s et e e et e e e s s e e e s e ere e e e asrn et e nnne e e s nnreeeeas 1-55
O R VT =T 1 F=T TSR PO 1-55
O AT [=T o =g o U= Vo = O ETU TSR 1-56
R R I OO P RO PU PPN 1-56
1.2 COMMANDS FOR TELNET ...uuuuuuuuuuusuunsnnnsnnnnnnnensnsnsnsnsnsssssssnsssssssssssnssssssssssssssssssssssssssssssssssssssssssnssnsnnnnns 1-56



XGS3 Command Guide

1.2.1 authentiCation IP ACCESS-CIASS .....ceiiiiiiiiiiiie ettt ettt e e e e e et e et e e e e e e anbbeeeeaaeeeansnnneeeens 1-56
1.2.2 authentication IPVB GCCESS-ClASS. . ... tiiiiee ettt ettt e e e e e ettt e e e e e e et ee e e e e e e e annnnneeeans 1-57
1.2.3 authentication liNE 1OGIN ...........eeiiii et e ettt e e e e e e ettt e e e e e e antb e e e e e e e e e anenneeeeens 1-57
1.2.4 AULhENtICALION SECUITEYID. ...t ettt ee e ettt e ettt e e e oottt et e e e e e ettt e e e e e e e e aanebeeeaaaeeeantbeeeaaaeesansnnneaeens 1-58
1.2.5 authentiCation SECUILYIPVG .........oiii i ee ettt e et e e e e e ettt e e e e e e s s aebe et eae e e e antbeeeeaaeesansnnneeaens 1-59
O O =T 1 T F= I [T o o | £ o PSRRI 1-59
O A (=T 1T =T 4o L (o OO PU PPN 1-60
R I (= T OO PP PPN 1-60
1.2.9 teINEL SEIVET ENADIE ...t 1-61
1.2.10 telnet-Server MaX-CONMMECTION .........uiii et iieee et e et ss e e e e e e e e s e e s n et e e e nr e e e nnneeesnnreneeas 1-61
1.2.11 ssh-server authentiCAtION-TEIIIES ...........ueiiiiiee it e e e e s nnnee e 1-61
1.2.12 SSN-SEIVET €NADIE ... 1-62
1.2.13 SSh-Server NOSE-KEY CrEaALE ISA......coi ettt ettt e e e e et e e e e e e e enenneeeeens 1-62
1.2.14 SSh-SEerver MaX-COMNECTION ......ccoirriiiireeee it e et e e s e e e e e e e e et e e ssre e e s nere e e e asnr e e e nnneeesnnrenenas 1-63
1.2.15 SSN-SEIVET TIMEOUL .....oeiieeeeiiieee ettt e st e et e e e e e e e et et e s s e e e s nnne e e e e nn e e e nnn e e e s nnneeenas 1-63
R N G IRS1] BN 1= PP PU PPN 1-64
1.2.17 SNOW SSN-SEIVET ...ttt ettt e ettt e et e e e et e e et e e s st e s nre e e e e e e e s e e e s e e 1-64
1.2.18 SNOW SSIN-USEI ...eciiiiiie ittt ettt e ettt e et et e e s et e e ettt e s s e e e e e e e e e e anrn e e e e e e e e s 1-64
2 Ko I (o VIV =1 [ = i (o T 1o PSRRI 1-65
1.3 COMMANDS FOR CONFIGURING SWITCH [P ... .uuutuiiiiiitiiiiniuiunuianntntnrnrernrnrnrnrennrernsnsnnsnensnnssrerersrnnersnnnnnes 1-65
1.3 L INEEITACE VIAN......eeieiie ettt e et n e e 1-65
1.3.2iNterface EtNEIMET O ...t e e e e s e s e e e 1-66
S TR B o J=To [ |13 PSRRI 1-66
S IR 0 1Y I= Vo [ [ (=TSRRI 1-66
1.3.51p DOOP-CENE ENADIE ...ttt e e e ettt e e e e e e et b e e e e e e e e e annnnneeeans 1-67
1.3.6 ip ANCP-ClIENT ENADIE ...ttt e e e e e ettt e e e e e e e s ntb e e e e e e e e e annnnneeeens 1-67
1.4 COMMANDS FOR SINIMIP..... ittt eeeeetete e tetsts s ets s es s st s s ts st sss s e sssesesesnsnsnnnsnnnnnnns 1-68
o e =Y o T o R T2 ] o I 41 o T PSRRI 1-68
1.4.2 debug SNMP KEIMEI ...ttt e ettt e e e e e e ettt e e e e e e anbb et e eaaeeeannnnneeaans 1-68
R I 1 aTo =] o =T o OO P TS PU PPN 1-69
] To V] o ] o PSRRI 1-69
SR o To Y R] oTo g oJ=T Vo 1 1= T PSRRI 1-71
Y G RE]  To LV RS] oTo g o Jo [ (o 10 o TP RTU TSP 1-72
o ] To VRS oo ] o N 411 o PSRRI 1-72
O B g To VRS o ] o ) = (0[PSR 1-73
e IR g To V] oo o o T U= PSRRI 1-74
O K0 ] (o1 0 ] Y [= P ETUT TSP 1-74
1.4.10 SNMP-SEIVET COMIMUNITY ...eeetieiieee e ettt ee e e e ettt e ee e e e s s e taeeeeeaeesaasaebeeeeaaeaaanneaeeeaaeeaaansbeeeeaaaasaansnnneaeens 1-75
1.4.12 SNMP-SEIVEL ENADIE ...t e e e ettt e e e e e ettt e e e e e e e e nnebeeeaae e e e e nbbeeeaaeeesansnnneaeans 1-76

1-3



XGS3 Command Guide

1.4.13 SNMP-SEIVET ENADIE TFAPS .....eeeiiiee ettt e ettt e ettt e e e e e ettt eeeaeeaaaanebeeeaaeeaaantbeeeeaaaesaansnnneaeens 1-77
O I Y 0T o Y=Y AT =T T 1 L= o P ERU P 1-77
1.4, 15 SN -SEIVET IOUD ....tttututttututuentnenenesesssesesesesese skt s 1-78
L1.4.26 SNMP-SEIVEE NOST ...ttt e e e oottt et e e e e e e et b e ee e e e e e e anntbe et e e e e aeantbeeeaaaeesansnnneaaens 1-78
O T 00 o BT =T AV Y=ol 14 SRR 1-79
1.4.18 SNIMP-SEIVET SECUIMEYID 1ot ieettetteee e ettt e e e e e et teeee e e e e e e taeeeeeeeesaasaebeeeeaeeaaamnebeeeaaaeeaanbbeseeaaeasaansnnneaeans 1-80
L1409 SNIMP-SEIVEE VIEW .....eeeiieet ettt ee e e ettt e e e e e e ettt eeeea e e aaasaeeeeeee e e aansae e e e e e e e e e e amntbeeeaaeeeeanntbeneeaaeesansnnneaaens 1-80
1.4, 20 SIUMIP=SEIVET USEI ....eutututuitiutttutututststsesesesese stk s8££kt n 1-81
1.5 COMMANDS FOR SWITCH UPGRADE .......uuuuuuuuututuunnnnnnnnnnntnnnsnnnnnsnnssnsnsnnssnssssnsssssssssnsssssmensrsmsmsmnmmmnmmmnnes 1-81
B30 o )V G i I 2 TSRS 1-81
ST oo o) VA G I i 1 3 T USRS 1-83
5B D0l ettt 1-84
L1.5.4 fEP-SEIVEEN ENADIE ...t e ettt e e e e e e bttt e e e e e e e n b e et e e e e e e e ntb e et e e e e e e nnnnneeaans 1-85
ST 11 o B Y= T AT g (10 0 =T 0T | PRSP 1-85
58 T T ettt 1-85
T ] To 1V 11 o TP RRU TSP 1-86
TR IR To TV 111 o T PSRRI 1-86
L1.5.9 tP-SEIVEE @NADIE ...ttt e e e e ettt e e e e e et et e e e e e e e et e et e e e e e e nranneaaans 1-87
1.5.10 tftp-server retranSmiSSION-NUMDET ..........oii it e e e e sttt e e e e e e antbeeeeaaeesaneneneeeens 1-88
1.5.11 tftp-server tranSmMiSSION-TIMEOUL ............uiiiiieai it iee e ettt e e e ettt e e e e e e e st et e eae e e e anbbeeeeaaeesansnnneeeens 1-88
CHAPTER 2 FILE SYSTEM COMMANDS ... 2-89
2 ] PP PP PPPPPPPPP 2-89
2.2 COPY ettt ettt ettt e e et e e e e e R e E ettt oo e e oo E e e ettt et e e e AR E R e e et e e e e e e bR r e et e e e e e e e b nrrereeeeaean 2-89
2 = = 2-90
P o ]| TP P PP PPPPPPPPP 2-90
2 D FORM AT ittt ————— 2-91
220 1 1 2-91
0 10T 2-92
R S =TT PP P PP PPPPPPPPP 2-92
B2 = N 2-93
P O Y ]| SO PP PP PPPPPPPPPN 2-93
22000 I LU 11 T T 2-93
CHAPTER 3 COMMANDS FOR CLUSTER ...t 3-95
Tt o I = 3 o I 1 =13 1T =1 3-95
G T o I 0 1S 1= YU 1 @ Y 3-95
3.3 CLUSTER COMMANDER.....ccettttitieieieieteteteaeseteieaeaeaeseaaaeaaseaeaeaaaaaaaaaeaaaaaaanaeaeaeanananananananananananananananananannns 3-95
G o I LS 1= B = T 3-96
3.5 CLUSTER KEEPALIVE INTERVAL ...cceiiieiee e e e e et e e et e e e e et et et e e e s e s e ae s s aaaeaeanseananananananananananansnanananananananananananannnnns 3-97



XGS3 Command Guide

3.6 CLUSTER KEEPALIVE LOSS=COUNT ..ciiiitieieeeeeieee i e e et e s e s e sa s e sesasasssssaseanaasasnsasnananasanansnsnanananananansnsnanananannns 3-97
A o I 1o = Y= = 3-98
3.8 CLUSTER MEMBER AUTO-TO-USER .....ccititieteteieieie s e e e ieie s et e se s e aessaeaeaeaassanansesnsnanasanananananananansnananananananannns 3-99
3.9 CLUSTER RESET MEMBER ....ccttitititteieie it i et et et e e e e e te s e teae s e s e s e ae s s aaaeaaaeaeanaeananaeananseanananananananananananananananananns 3-99
1 200 I 0 o I 1S 1= 3 3-100
3.11 CLUSTER UPDATE MEMBER ....cciiiiii it ittt e et et e e et et et et et et et et et et e s et e s e an s e ae s e s e anananaeansnananananananananan e e e e an e e e an s 3-100
G 00 I o= =T U o U L 1 =1 3-101
3.13 DEBUG CLUSTER PACKETS ..iiitiiitieieie e et et et et et e e e s e s et e s s aese s s s e aaassaasanaeseaeseaaanaesnananananananananananananananananannns 3-101
00 T VA o U 1= 3-102
3.15 SHOW CLUSTER MEMBERS ....iiiiiiieieie e e e e e e e e s et e s e s e e et et et e ae s e s e s e s e s e s e s e ae s e s e anananananananananananananananananananan e e ans 3-103
3.16 SHOW CLUSTER CANDIDATES....citttitteteieieieteeeieaeseseseaeaesasasaaasaasaaaesaaaaaasaasssessssanananansnsnanananansnsnsnananans 3-104
3.17 SHOW CLUSTER TOPOLOGY ...ceieieieieieieseeeeeeeeeieaesaaesasasesasasssasasssnaasaanaaaasnsesnsnanassnansnananansnsnansnanananannns 3-104
3.18 RCOMMAND COMMANDER .....cceitieieieieeese e e e e e et et e e e e e e e s e e e s e s e s e s e s e s e aaaeaeaeaeaeaeaeaeanananananananananananananananananannnn 3-106
3.19 RCOMMAND MEMBER ....cciiiiiiiei e i e ee e e e e e e e e e e e et e e e e e e et et e s et e s e e e e e s e s e s e s e s e s e aean e e s e anaeanaeananananan e e anananananananan e an s 3-106
CHAPTER 4 COMMANDS FOR NETWORK PORT CONFIGURATION .........cccuuunneee. 4-108
4.1 COMMANDS FOR ETHERNET PORT CONFIGURATION ....citttiiiiiiieieieteieteteteteteteteseseteseteteteteseteeetereeeaeeeen 4-108
4.1 DANAWIALN. .. e 4-108
4.1.2 cOMDBO-TOrCEA-MOUE.......ooiiiiiiii e s 4-109
4.1.3 clear COUNLEIS INTEITACE..........c.oi i s 4-111
4. LA TIOW CONIOL.....ei e s s s s s 4-111
4.1.50nterface EtherNet....... ..o 4-112
o LG (o T o] o= o] o TP E RO URRTPN 4-112
R 43T PP PPPR PRI 4-113
L R < 4T 0 TN 4-113
e I g T=Te o] i = i {o o LU U TSP URRTPN 4-114
o O o (RS o] o] (=27 T I TP U RO URRTRN 4-114
4.1 11 rat@-VIOIATION. ... 4-115
4.1.12 SNOW INEEITACE ... s 4-116
.1 A3 SRULHOWN. ... e bbb 4-119
o T o 1T To B (U] o] (= P U RPN 4-120
CHAPTER 5 COMMANDS FOR PORT ISOLATION FUNCTION.......ccooiiiiiiiieeieiiee. 5-122
5.1 ISOLATE-PORT GROUP.....iiititttttit e et teetttti e s e eeteetbat s e e e teetasbaaaaeeetee s bbbt eeeeeeeeebaa s aeeeaeeeebbnnnnaeeaaees 5-122
5.2 ISOLATE-PORT GROUP SWITCHPORT INTERFACE ....cceiiieieie e e i e e e ee e e ee e e e e s e s e ae s e seseaeseananananananananananananan s 5-122
B 3 ISOLATE-PORT APPLY .. iiiiiie et et ettt et et et et et e e et et e e e e e e e s et e s e e e s e s e e e e e s e s e e e e e ae s e aeanananaeanananaeanananaeanananananananananann 5-123
5.4 SHOW ISOLATE-PORT GROUP .....uuuiieiiittttttiiaaeeestetttuuaseeeseesastaaaaeeaateestasataeeteeeentaanaeeeaeeeetennnaaaaaeees 5-123
CHAPTER 6 COMMANDS FOR PORT LOOPBACK DETECTION FUNCTION.......... 6-125
6.1 LOOPBACK-DETECTION CONTROL ..cieiiieieieieeeeeieeese e e sesese s e s e aeaeseasasaesaanassaanaasnsnsnansnanansnsnananananansnanananans 6-125



XGS3 Command Guide

6.2 LOOPBACK-DETECTION SPECIFIED-VLAN .....euttuteutaseeteaseateseesseseeseesesseasessessessessessesessessessessensensensensasens 6-125
6.3 LOOPBACK-DETECTION INTERVAL=TIME ....cuttutesteueeseatesneateseesseseeseesesseasesseasessessessesessessessessensensensensasens 6-126
6.4 LOOPBACK-DETECTION CONTROL-RECOVERY TIMEOUT ...vuviuteuteseeseesearestesseseesseseeseesessessessesseseessensesens 6-127
6.5 SHOW LOOPBACK-DETECTION ....uttteteeeeeneeseeseeseesessessessessessessesesseasessessessessensessessssessessensensesensasens 6-127
6.6 DEBUG LOOPBACK-DETECTION ....ttttteteteseeseeseeseesessessessessessassesesseasessessessensensesessessessessensensessensasens 6-128
CHAPTER 7 COMMANDS FOR ULDP ....ui e 7-128
7.1 ULDP ENABLE ...ttttttestesteteeeseeseeteseeateseesseneeseeseeseebeaaeatene e s enseseeseemeabesee b e neeneeneeseeneasenbeseeteneeneeneareas 7-128
7.2 ULDP DISABLE «.uttutttttetesteseeseeseasesseaseseessessesseseaseasesseatessessensaseeseaseaseseeasensenseneeseaneaseateseenseneeneeneasens 7-129
7.3 ULDP HELLO-INTERVAL 1. .ttuteuteueaseatesseetessesseseeseeseaseasesseasessensessassesesseasessesessessensessssessessessensensensensasens 7-129
7.4 ULDP AGGRESSIVE-MODE ... .teututateateatestesseseseeseaseasesseasessessessassesesseasessessessensensesessessessessensensensensasens 7-129
7.5 ULDP MANUAL-SHUTDOWN ....cutetteteateateseesseneeseeseesessessessessessessassesesseasessensessessensesessessessessensensessensasens 7-130
7.8 ULDP RESET ..uttttetestetesteseeseeseasesseaseseensenseseeseaseaseaaeasessessessaneeseaseaseaeesensenseneeseaseasesbessenseneeneeneasens 7-130
7.7 ULDP RECOVERY-TIME ....ttuteuteueastatesseateseesseeeseeseaseasesseasessessessassesesseasessessessensensesessessessessensensesensasens 7-131
7.8 SHOW ULDP ...ttt steeesteseeseeneeteseesteseeeeseeseeseaseebesaebene e s en s eseesees e et e ae et e neen e eneeseeneanenbeste e eeeneeneareas 7-131
7.9 DEBUG ULDP FSM INTERFACE ETHERNET w..vtuteuteueeseatesteateseesseseeseeseeseasesseasessessessesessessessessensensensensenens 7-132
7.10 DEBUG ULDP ERROR ....uttuttueeueaseatesteatestessenseseaseaseasesseasessesessasseseaseasessensessessensesessessessessensensensensasens 7-132
7. 11 DEBUG ULDP EVENT 1..ttutiuteueeseeseatesseateseesseseeseeseasessesseasessesessasseseaseasessensessessensesessessessessensensensensasens 7-133
7.12 DEBUG ULDP PACKET w.uttuttuteueeseasesseateseesseseeseeseaseesessessessessessassesesseasessessessensensesessessessessensensensensasens 7-133
7.13 DEBUG ULDP INTERFACE ETHERNET .....ttuttutesteseeseatesseateseessesseseesesseasessessessessenseseesessessessensessesensasens 7-133
CHAPTER 8 COMMANDS FOR LLDP FUNCTION ... cccuiiiiiiieeiie e 8-1
TR I o = N = RSP 8-1
A W o]l = Y= T i (0 ] ) PR 8-1
TR I 0] Y oo SRS 8-2
B2 LLDP TX-INTERVAL 1..uttuttutentestaseeseeseaseaseseessessessaseeseasesseasessensessensassaseaseaseasessesensenseneasessessessessensensnneanens 8-2
SR o) Y EY 5 o T o RSP 8-3
8.6 LLDP TRANSMIT DELAY ....teuteuteuteseaseaseatestessesseseaseaseasesseasessessessansassassssessessessensensessensesessessessessensensensenens 8-3
8.7 LLDP NOTIFICATION INTERVAL ...utettttatesteeeseeseeseeseesesseasessessessensessaseasessessessensensessessnsessessessessensensensenens 8-4
TR I 0] N RSP 8-4
8.9 LLDP TRANSMIT OPTIONAL TLV....ttttttatesteteeeseeseeseesesseasessessessenseseaseasessessessesessessensasessessessessessenseneenens 8-5
8.10 LLDP NEIGHBORS MAX-NUM.....uteutteteseeseneeseeseaneasesseasessessessensaseassesessessessensensessensasessessessessensensanseneans 8-5
8.11 LLDP TOOMANYNEIGHBORS .....ueutttatesteteteseaseeseeseaseatessessessesseseeseaseasessessessessesseneasessessesseseensessnneenens 8-6
ST 12T 1 o RSP 8-6
8. 13 SHOW LLDP TRAFFIC ...uttuteuteueaseaseaseatestessesseseeseaseasesseasessesessensassaseaseaseasessensensessensasessessessessensensaneenens 8-7
8.14 SHOW LLDP INTERFACE ETHERNET ....vtttttutesteseeseaseaseatessessessessessesessessessessessessessessesessessessessensensensensns 8-8
8.15 SHOW LLDP NEIGHBORS INTERFACE ETHERNET ....cevtittteiteteeeeeseeseesessessessessessesseneeseesessessessensessenseneans 8-8
8.16 SHOW DEBUGGING LLDP.......cueeueateseatesaesseeeseaseeseasesseasessessessessassaseasessessessensensessessasessessessessensensensenens 8-9
ST )= U I o RSP 8-9
8.18 DEBUG LLDP PACKETS ...uttuteuteueateaseatessesteseseeseeseasesseasessesessesseseaseasessessessensessensasessessessensensensensaseanes 8-10



XGS3 Command Guide

8.19 CLEAR LLDP REMOTE-TABLE ..ciiiii ettt et e e et oottt et e et e e et e e e s et et et et et e s e e n s e s nana e s e anan s s ananan e e ananananananan e e an e an e ans 8-11
CHAPTER 9 COMMANDS FOR PORT CHANNEL ... 9-12
9.1 DEBUG PORT-CHANNEL ..ctiiieieeei e e e e e e e e e e e e e e et e e e e e e e aet e s et e s e s s e e aaaeaa s s aaanaeanaeaaananaesnananananananananananananananananananns 9-12
9.2 INTERFACE PORT-CHANNEL ...cettititieee et e e e et e e e e et e e et et et e s et et e s e s e s e se s e aeaeseansaaaanaeananananananananananananananananananananns 9-12
1S IR R Y i o =TT = = @ I, 9-13
9.4 LACP SYSTEM-PRIORITY 1iiiiiiieieieieeee e e et et e s et et e e et et et et e s et e s e s e s et et e s s s e aa s s aeaaaeaaaeaeaeanasananananananananananananananananns 9-13
0.5 LOAD -BALANCE ..o i i e e et oottt ettt e et et 9-14
LS BT 2T ] T T 9-15
9.7 PORT-GROUP MODE .....ccciiiiiiiiesee et et e e e s et et et et et et et e s e s et e s e e e s e e e s e s e s e s e e e aeaeanae s e ananananananananananananananananananan e annnnn 9-15
9.8 SHOW PORT-GROUP .....coiiiieieie e e ettt e e e e e s e e e e et et e e e e e s e e et e e e e e s e e e s e e e e e e e e e ae s e e e s e e e e e aeaeanananananananananananananananananannnnn 9-16
CHAPTER 10 COMMANDS FOR JUMBO ... ..o 10-18
D10, 1 JUMBO ENABLE ..uuuuuuuuuuuutunnuununnnnsuensnnnsnsnnnsnsnsnsssssssssnsssssssssssssssesssssssssssssssssssssssssnsssssssssssssnnssssnnnnnnns 10-18
CHAPTER 11 VLAN CONFIGURATION ....uiiiiie e 11-19
11.1 COMMANDS FOR VLAN CONFIGURATION ......uuuuuuutususunnnnnnnnnnnnnnnnsnsnsnsnsnsssnsssnnnssssssssssssssnsnsssnsnsmnmnnnnes 11-19
T o =Y o T o 0 Y o I ERPT SRR 11-19
11.1.2 dOtLg-tUNNEl @NADIE. ... ettt e e e e et e e e e et e e e e e e aeeeaaeas 11-19
e o o] o T (0 1= I 1 o o RO 11-20
I 0 Y o PPN 11-21
SN0 = g o i1 0 =T o o o PSPPSR 11-21
B SR o =T g o i1 0 =T o o TP 11-22
O Ao o g o I 110 =T g (= Y= RO 11-22
11.2.8 garp tIMEr IEAVEAIL......ccoe ittt e e e ettt e e e e e e et e et e e e e e e antbneeeaaeeeannnnneeaaas 11-23
e I 1 =T 0TS OO PPPR 11-23
I KO o] 1V (ST = o USROS 11-24
11.1.20 Private-VIan @SSOCIALION ........eeiiie et e ettt e ettt e e e e e ettt e e e e e e antbeeeeeaeesansbeeeeaaeesaannnnneeaens 11-25
T 2] oYV o o i o I 0 o o 1= RO 11-26
I e 3] o1V o =T o USROS 11-26
T I ] oYLV 0 Y o PP 11-26
I I RS T 1Y o o PSP PP 11-27
11.2.16 ShOW VIAN-TrANSIALION. .....eeiiiiiie it e e e e s e nnnneas 11-28
11.1.27 SWItChPOIt ACCESS VIAN ... ...ttt e e ettt e e e e e ettt e e e e e s e ntbe e e e e e e e s annnnneeaens 11-29
11.1.18 switchport hybrid @llOWed VIAN.............ooiiiiii e e e e e e 11-30
11.1.29 switchport hybrid NALIVE VIAN ...t et e e e e e s neaeeeeeens 11-31
2 O IS ) (o] oo 0 (=] = Lo SO S 11-31
2 S L o] o T 4T Yo [ RO 11-32
11.1.22 switchport trunk alloWed VIAN .............eiiiii e e e e ee s 11-33
11.1.23 SWitchport trunK NALIVE VIAN ..ot e e e e et e e e e e e e ennaneeeeeas 11-34

1-7



XGS3 Command Guide

2 - T o PP 11-34
I A SR = 10 B 1 = 1 1 oo PSP P ORI 11-35
11.1.26 vIan-translation ENADIE ...........oooiiriiii e 11-36
11.1.27 vIan-transIation MISS AIOP .....eeeieei oottt ettt e e e e ettt e e e e e e e ntbee e e e e e e s antbeeeeaaeesannnneeeeans 11-37
11.1.28 VIaN INQIESS ENADIE ...t e e e et e e e e e et r e e e e e e aeneaaeas 11-38
11.2 COMMANDS FOR DYNAMIC VLAN CONFIGURATION .....uuuuutueuenennnennnennnnnnnnnnnsnnnsnnnsnsnsnnnnnmnmnmnmsmsmnmnmnnes 11-39
11.2.1 dynamic-vlian mac-VIan Prefer ... et e e as 11-39
11.2.2 dynamic-vlan subnet-vian Prefer ... ... e 11-39
R B ¢ T To Y - 1 o PSP PP 11-40
R ¢ o oY F= 1 Y o o PSPPI 11-40
i Sl o o] (o Tolo ] LY F- 1 o D SRR 11-41
I SRR To Ve 1Y/ P= Vg Y[V = T I o] = =] SRR 11-42
I A1 1oLV 4 = Lo o o PSPPSR PP 11-42
11.2.8 ShOW MAC-VIAN INTEITACE....... . eeiiiiiiie et e e e e nnneas 11-43
e I o To 1V o] f] (o oo B F- T o I ERPT SR 11-43
11.2.10 SNOW SUBDNET-VIAN ...tttk e st e e e e s e e e e nennees 11-44
11.2.11 ShOw SUDNE-VIAN INTEITACE ......coiiiii it 11-44
R =TT o g 1= Y - o PSP P PP 11-45
11.2.13 switchport Mac-vlan ENabIe..............uiiiiii e e e e e e e e ee s 11-45
11.2.14 switchport SUBNEt-VIAN @NADIE ............o e e e e e 11-46
11.3 COMMANDS FOR VOICE VLAN CONFIGURATION .....uuuuuruuurusnsnnnnnnnnnnnnnsnnnnnnnsnnnsssnsnsnnnnnmnmnmnmnmsmsmnmnmnnes 11-47
11.3.1 SNOW VOICE-VIAN ...ttt ettt et e ek e e et e e s e e e e n e e e enne e e e nnnnees 11-47
11.3.2 switchport VOICE-VIAN ENADIE ..ot e e e e e e e s nnnneeee s 11-48
TR Yo (o1 =T o PSPPI 11-48
11.3.4 VOICE-VIAN VIAN ..ciiiiiiiiiei ettt e ek e e et e e s e e e e e e e e e e e es 11-49
CHAPTER 12 COMMANDS FOR MAC ADDRESS TABLE CONFIGURATION ......... 12-50
12.1 COMMANDS FOR MAC ADDRESS TABLE CONFIGURATION ......uuuuuurururnrnnnnnnnrnnnnnnnnnrnnnnnnnnnnnsnmnmnmnmnmnnes 12-50
12.1.1 mac-address-table agiNg-tIME..... ... .uuiiiiii et e e e e et e e e e et e e e e e s annaeeeaaaas 12-50
12.1.2 mac-address-table statiCc|DIACKNOIE ...........ooo e 12-50
12.1.3 ShOW MacC-addreSS-tabIe ..........ccoiiiiiie e s 12-51
12.2 COMMANDS FOR MAC ADDRESS BINDING CONFIGURATION ......uuuuuuururnrnnnnnnnrnnnnnnnnnnnnnnnnnnnnnsnmnsnmnmnmnnes 12-52
12.2.1 clear pPOrt-SECUILY OYNMAMIC ......cuiii ittt e ettt e e ettt e e e e ettt e e e e e e e ntbeeeeeaeesantbeeeeaaeesannnnneeaens 12-52
12.2.2 SNOW POM-SECUIEY ...eeeeie ettt ettt e e ettt e e e e e ettt e e e e e e s atb et e eeaeeaamntbeeeeeaeaeansbeeeeaaeesansnnneeaans 12-52
12.2.3 SNOW POIM-SECUILY QUUMESS ....eeiiieei ittt e ettt e e e e e ettt e e e e e e e nbbee e e e e e e s antbeeeeaaeesaannnnneeaens 12-53
12.2.4 ShOW POIt-SECUILY INTEITACE ....eeiiiii ittt e et e e e e e st e e e e e e e ennaneeeeens 12-54
Sl ) (o] ] oL T i Gt =T o U | APPSR 12-56
12.2.6 SWItChpOrt POrt-SECUNLY CONVEIT ... ..eiiiiiiie ettt ettt e e e ettt e e e e e et e e e e e e e s e ntaeeeeaaeesannnneeeeans 12-56
12.2.7 SWItChpOrt POrt-SECUNILY TOCK.......iii ittt ettt e e e e ettt e e e e e s et e e e e e e e ennaneeeeeas 12-56
12.2.8 switchport port-SeCUrity MAC-AAUINESS .......coiiiiiiiiiiie ettt e e e e e s e be e e e e e e s aannaneeeeeas 12-57



XGS3 Command Guide

12.2.9 switchport POrt-SECUNLY MAXIMUIM.......uuiiiiia ittt e e e ettt e e e e e e atbeeeeeaeaaanteeeeeeaeesaantneeeeaeeasaannnnneeeens 12-57
12.2.10 sSwitchport POrt-SECUIILY tIMEOUL ..........coiiiiiiiiiiie et e e e et e e e e e s et e e e e e e s annaneeeeens 12-58
12.2.11 switchport port-SECUNtY VIOIATION ..........oiiiiiiiiiiiii et e e e et e e e e e e eneneeeeeeas 12-59
CHAPTER 13 OMMANDS FOR MSTP ..o 13-60
13.1 COMMANDS FOR IMSTP ....uitiuuuititititutititetatatatatataeata ettt tetst s st s st s ts s s es st s et s e e sssesnsnnnsnsnnnnnnns 13-60
R 200 001 = oo PP 13-60
R B0 N = | USROS 13-60
R JR I I 1 =T (o = = o PSPPI 13-60
0 R g T T o OO U TP PPR 13-61
L1315 TEVISION-IBVEL .....ceeei ettt e e e e 13-62
R I Ol o= T o [T oo [ £ (=T RO 13-62
13.1.7 Spanning-tre@ fOrWAIA-TIME ..........oo ittt e e e e et e e e e e e s et e e e e e e e e s ennanneeeans 13-63
13.1.8 Spanning-tre@ NellO-tIME...........ooi ettt e e e et e e e e e e s e e e e e e e ennnneeeeens 13-64
13.1.9 SPANNING-TrEE lINK-TY PO P2 - etieetieei ittt e e e e ettt e e e e e e et et e e e e e e s antaeeeeaeeesaannnnneeaens 13-64
13.1.20 SPANNING-TIEE MAXATE -....ueeeeeeeieeeiaiuteieteaesaaiutteeeeaaaaaaatbeeeaaaeaaaantbeeeaaaeaaaantseeeaeaeasaansneeeeaaeesaansnnneeeans 13-65
13.1.11 Spanning-tre@ MAaX-NOP .......u ettt e e e e et e e e e e e e et e e e e e e e annnnneeeens 13-65
13.1.12 SPaNNING-trE8 MCNECK........ueeiiiiee ittt e e e e e e et e e e e e s st bt et e e e e e s annaeneeeeas 13-66
R B I RS o - T LTl To B (=T ' o o [PPSR 13-66
13.1.14 spanning-tree Mst CONfIGUIALION ... .......oiii it e e e e e e e e e ee s 13-67
13.1.15 SPANNING-TIEE MSE COSE ... ..ttt ittt e ettt e e e e e e e bttt e e e e e e s atbeeeeaaeesansbeeeeeaeesaannnneeeaaas 13-68
13.1.16 Spanning-tre@ MSt POIt-PrIOIILY ......c..eeeiei ettt e ettt e e e ettt e e e e e e s et e e e e e e e s anebeeeeaaeesaannnneeeeans 13-69
13.1.17 SPANNING-trEE MSE PIIOFILY .....eeeiie ettt e e e ettt e e e e e e et e e e e e e e e s snrbeeeeaaeesaannnnneeeens 13-70
13.1.18 Spanning-tre@ MSt FOOTGUAINT ........ooueeieieiee ettt e e ettt e e e ettt e e e e e e et e e e e e e e e s sntbeeeeaaeeeannnneeeeans 13-71
13.1.19 SPaNNING-tre@ POITAST ........eeiiii ittt e e e e e et e e e e e e e e e e e e e e e e e e nnaeneaaaas 13-71
R I O o= T LTl To B (=TI o] o] 113 ERPT SRR 13-72
R I 4 S o = T LTl To B (=T (0] 4P | RO 13-73
13.1.22 spanning-tree digeSt-SNOOPING ......c.uueeeiieae ittt e e e e ettt e e e e e s atbee e e e e e e e antbeeeeeaeasaansaeeeeaaeasaansnnneeeens 13-74
13.1.23 spanning-tree tcflush (GIobal MOAE) ........ooiiiiiiiii e 13-74
13.1.24 spanning-tree tcflush (POrt MOAE) ........cooo i a e e 13-75
13.2 COMMANDS FOR MONITOR AND DEBUG .....uuuuuuuututurututnnnnnnnnnnnnnnnennnrnsnsnnnsnsnsnnnsssssnsnssssnnnsnnssmsmsmnmnmnnes 13-76
13.2.1 SNOW SPANNING-LIEE.....ceie ittt ettt e e e ettt e e e e e ettt e e e e e e s atb e et eeaeeaantbeeeeaaeasansaeeeeaaeesaansnnneeeans 13-76
13.2.2 show sSpanning-tre@ MSt CONFIQ .. ...oouuiiiiiieei ettt e e e e et e e e e e e e ennaneeeeens 13-79
R e B oY1V 0 ) o 1= o [ o PP 13-79
13.2.4 debDUQ SPANNING-IIEE .ottt e e e ettt e e e e e e e bttt e e e e e e antbeeeeeaeaeantbeeeeaaeesaannnnneeaans 13-80
CHAPTER 14 COMMANDS FOR QOS AND PBR ....ouiiiiiiieeee e 14-82
e o 1 PSSP P PP PPPPPPPPPPPPPPPPPPINE 14-82
I o XL SO PPPPPPt 14-82
Y 1 OO PPPPPt 14-83



XGS3 Command Guide

Y [ @ 1 PRSPPI 14-84
L4.5 MLS QOS COS .nveeeeeeeeeeeeeeeee st e sateese e e et e et eaeneeeneee st esaneeeateeeareee et eneteeeeneenereeeareeenneenaneeenneen 14-84
14.6 MLS QOS AGGREGATE-POLICY ...uuuuuuuuuuuuuuunnnnnnnnnnnnnnnnnnnsnnnsnsnsssssnsnsssssssnsssnssssssssssssssssssssnsnsssnsnsnnnnnnnes 14-85
LA.7 MLS QOS TRUST .t eeeeeeeteeeeeeee st esateeeseeesaeeeaeeesaseeeaeseeseneesaneeenneeeaneeeaneenereeeenneenereesareeenneenaneeenneen 14-86
14.7.1 MIS QOS ASCP-IMULATION ...t e ettt e ettt e e e e e ettt e e e e e e antbeeeeaaeesantaseeeaaeesaannnnneeaans 14-87
o g 40 o (o L3 g = T o PP 14-88
o G o To ] o3 RO 14-89
oy g oTo ] o VA= To o £=To F= = RO 14-91
oy R oTo ] o3 V21 T o PP 14-91
14.8 PRIORITY-QUEUE OUT ..uvveeeereeseeeseeeseeesaeeeseeesaseesseseeseneesaneeesenessaneeeseeesareeeaneesereesaeeeneneenaeeenineen 14-92
14,9 QUEUE BANDWIDTH et veeeeeeeseesaeeeeseeesaeeeaeeesaseeesseeseneesaneeesenessaneeesneesereeesseesereesareeenereenaneeenineen 14-93
0= = PP PTRR P 14-94
14,11 SERVICE-POLICY ..tttttuuuaeeeettettiutiaeeeseeeestusasseeeteeetsba s aeeaeeeesbaa s s e e et eeeses bt e eeeeeees bbb nseeeeaeesnnbanes 14-94
D4, 12 SHOW CLASS-MAP ....uuuuuuuuuuunnnnnnnnnnnnnnnnnnnnnnnsnsnsnsnsssesssssssnssssssssssssssssssssssssssssssssssssssssssssssssnssnsnsnnnnns 14-95
L4, 13 SHOW POLICY=MAP......uuuuuuuuunnnnunnnnnnnnnsnsnnnnnensnsnsssnsesssssssssssssssssssssssssssssssssssssssssssssnsssssssssssnnssnsnnnnnnns 14-96
14.14 SHOW MLS QOS AGGREGATE-POLICY ..ttttttuuiseeetteettutiseeeaeteestunnseeeseessnsaaeeseseestannnseeeseesssnnnnns 14-97
14.15 SHOW MLS QOS INTERFACE ..cettutuuieeieetttttutnsseeeteettstuseeeaeseestanaasaaeteeetess e eeaeseestannaseeeseeessnnnneees 14-97
14,16 SHOW MLS QOS MAPS ..eeeeeeeeesaeeeseeeseeesaeeesaseeeseseesereesaeeeseeesaeesaeeesereeesreeneeesareeeaeneesareeeanes 14-101
LA, 17 SHOW MLS-QOS .. eveeeteeeeeeeseeesaeeeseeeseee s st eseeeee st esereeseneee s e esareeeaseeenereeenrseenereesaneeenneenareeeanes 14-101
14.18 WRR-QUEUE BANDWIDTH «.veetuveeteeeeseeeeeeesaeeeseeeeeseseesereesaseeeseeesaeesaeeeseresesseeseeesareesseneenereesanes 14-102
14.19 WRR-QUEUE COS-MAP .. .eeeeeeeeeeeeseeeseee e st eseteee st esereeseseee s eesareeeaseeenereee s eenereenaneeenneenereeennes 14-103
CHAPTER 15 COMMANDS FOR IPV6 PBR ... 15-104
LS Tt I N PSP 15-104
L5.2 CLASS-MAP ...ceiuitutuunuuununuea aeaaeaeaeeaaeaeeeae ettt st e ts st st st s st st st s st st st s e s et st n et st st st s et et e nnnnnnnnrnnnrnnnnen 15-104
L5.3 MLS QOS 1.t itieee ettt ettt e et e et e e e e e e e e e e e e R e e e e R e e e e e e a e e e s e e 15-105
15.4 MATCH IPVE ACCESS-GROUP ......uuuuuuutuuunuuunnnnnnnnnnsnsnnnnnsnnnsnssssssssssssssssssssssssssssnsssssssssssnsssnsnsnnnsnnnnnns 15-105
L5.5 POLICY-MAP et eee ettt ettt e e e ettt ea b e e s e e et et e te b s e e e e e e e et bab s e e e e e et ee b b e e e e e et eeteb e e e e e e e eerraan 15-106
L TG0 i PO PRP 15-106
15.7 SERVICE-POLICY ...itttttttis e et eeeetettttas s e e et ee ettt s s s e e et eeebab s e e e e e et eebea s e e e e e e e ee b b n e e e eeeeee bbb b e eeeeeeeenennn 15-107
CHAPTER 16 COMMANDS FOR FLOW-BASED REDIRECTION.......cccooiiiiiiiiiiiiieee. 16-1
16.1 ACCESS-GROUP REDIRECT TO INTERFACE ETHERNET ... .uuuuutuuuuutnrsrnsnennnsnnnsnnnsnnnsnsnnnnnnnnsnnsnnsssmnmnmnmnnnnes 16-1
16.2 SHOW FLOW-BASED-REDIRECT ...uuutuuututuuususnsnsnsnsnnnnnsnsnsnsnsnsssssnsssssssssssssssssssssssssssssssssssssssssssssnnsnsssnnnns 16-1
CHAPTER 17 COMMANDS FOR LAYER 3 FORWARDING .......ccooiiiiiiiiii e 17-3
17.1 COMMANDS FOR LAYER 3 INTERFACE ... .uuuuuuuuututuuunnnnnnnnnnnnsnnnnnsnnnsnsnsnnnsnsnssnsssssssssssssssnsssssssssssnsnnnnnnnes 17-3
17. 0.1 DANAWIALN. ... 17-3
17.0.2 SNULHOWN. ... e s sae e s 17-3
17. 1.3 0INEEITACE VIAN...... .o s 17-4

1-10



XGS3 Command Guide

R g =T g = o= (o To] o] o F- Tod QPSRRI 17-4
17.2 COMMANDS FOR IPVA/VE CONFIGURATION.......uuttetreeeeessssuntsnesesesssassssnnesesesssasssnsssseeessssnssssseneeeessnnnnes 17-5
17.2.2 Clear iPV6 NEIGNDOT . .......ooi ettt oottt e e e ettt e e e e e e ant e et e e e e e e antbeeeeaaeesansnnneaeens 17-5
A o =] o T8 o T o o 7= Tod (=] SO STUT TSP 17-5
17.2.3 dEDUQG IPVE PACKET ... .ottt e e ettt e e e e e e et e et e e e e e e anbbeeeeaaeeeannnnneeaans 17-6
i N o =Y o TH o T oY/ S Tod 1 4 SRR 17-7
Sl o =] o T8 o T 1Y/ S o o EP PSRRI 17-8
17.2.6 debug ipV6 tUNNEI PACKEL ... .ooiie ettt e e e e e st e et e e e e e e antb e e e e e e e e s ansnnneeeans 17-9
i T oY SR =T g - o TP RTU SR 17-9
17.2.80PV6 PrOXY ENADIE ... oo et e e e e e et e e e e et r e e e e e e nnanneeaans 17-10
e BT o I Vo [0 | (=T RO 17-11
O (O oLV To (o | (=T TSRO 17-11
7 N R Y S o 11 (= PSPPSR 17-12
A W o)V =T [ (=T o RO 17-13
O R o)V o To o F= T = L 0= ] o] £ RO 17-14
e oV Vo I SR 1 =] V7= | PSPPSR 17-14
A oLV Lo S 0] o o TSI o RO 17-15
17.2.26 IPVO NA Fa-lIfEHIME. ...ttt e e e e et e e e e e e s et e e e e e e e annanneeaens 17-15
17.2.27 ipv6 N MIN-TA-INTEIVAL ..ottt e e e e ettt e e e e e s et e e e e e e e e e ennanneeeeas 17-16
17.2.18 ipV6 N MAX-TA-INTEIVAL ...ttt e e e e e et e e e e e e s e nt e e e e e e e e s annnnneeeaas 17-16
K oLV 0T I o ) RO 17-17
N o)V o To I =T o] o] L1 o 11 F PSPPSR 17-18
A oLV o To I = T 1 1 (RO 17-18
17.2.22ipv6 NA re@Ch@able-TiMe. ... ... ittt e e e e et e e e e e e e et e e e e e e e ennaneeeeans 17-19
N B oLV Lo ] (=Y g T 1 1= RO 17-19
17.2.24 ipv6 Nd Other-CoNfig-flag.........cooaii e e e e e e ee s 17-19
17.2.25 ipv6 nd managed-Config-flag.........cc..ueeei oo 17-20
)V 4 11T | o] oo PP 17-20
17.2.27 ipv6 rthdr-type0 €NaDIE .........cooi e e e e a e e e e eeeas 17-21
17.2.28 INLEITACE TUNNEN ...t e e et e s e e e e e e e e enne e e nnnneas 17-21
e I g o1V AT oI (= 1 o ERPT SR 17-22
17.2.30 SNOW IPVB INEITACE ...ttt e e e e ettt e e e e e s et e e e e e e s annnnneeeans 17-24
A R o o1V AT oY S {11 (= PP 17-26
17.2.32 ShOW IPVB NEIGNDOTS ...ttt e e e et r e e e e e s ennnneeeeens 17-27
17.2.33 SNOW IPVB TrAFFIC ....eeeeeeeei ettt e e e et e e e e e e s et e e e e e e e e annneeeeeeas 17-29
17.2.34 SNOW IPVB ENADIE ..ottt e e e e ettt e e e e e e et e e e e e e s antbe e e e e e e e e annnnneeaaas 17-30
17.2.35 SNOW IPVB FEAITECT ....cei ettt ettt e e e e ettt et e e e e e e s ntbe e e e e e e e s antbeeeeaaeesaannnnneeaens 17-31
17.2.36 SNOW IPVB TUNMNE .....eiiiie ettt ettt e e e e ettt e e e e e e s nt et e e e e e e e antaeeeeaaeeeannnnneeaans 17-31
R Al o ST o T TSRO 17-32

1-11



XGS3 Command Guide

17.2.38 TUNNEI SOUICE ...ttt et ettt s ket e e e st e e s e e e s R e e e e st e e e e e e e et r e e e e nnne e e e nnnneas 17-32
17.2.39 tUNNEL AESTINALION .....eeeieie ittt e sk e e s st e e s e e e s n e e e e anne e e e nnnneas 17-33
17.2.40 tUNNEI NEXENOP «...eeeeeeei ettt e e e ettt e e e e e e e at et e e e e e e s e ntbeeeeaaeeeannnnneeeans 17-34
A I (8 | o 1= G o = F- | ERPT SR 17-34
A (0 | o T I o oo [ PSP PP 17-35
17.3 COMMANDS FOR [P ROUTE AGGREGATION ....uuuuuutususunnrnnnennnsnnnnnsnsnnnsnsnsnsnsnsnsnsssssnssssssssssnsssnsssnnnnnnnes 17-36
e T R T o i o I o o 1] 10 = RO 17-36
17.4 COMMANDS FOR URP ...ttt ettt ettt st st s et s et s e te e ss e sesnsnsnsnnnnnnns 17-36
O o o T o TR ol 2o 1V U o) RPN 17-36
O S« V[ o) =T 0= o[ TSRO PR 17-37
17.4.3 ShOW UFPF FUIE TPV NUM ...ttt e e e e ettt e e e e e e ettt e e e e e e s antbeeeeaaeesannnnneeeans 17-38
17.4.4 ShOW UFPF FUIE TPV NUIM ...ttt e e e e ettt e e e e e ettt e e e e e e e antbeeeeaaeesennnnneeaans 17-38
17.4.5 SNOW UIPF FUIE TPVA ..ottt e e e ettt e e e e e e st e et e e e e e s antbeeeeaaeesaannnnneeeeas 17-38
17.4.6 SNOW UFPF FUIE TPVB ..ottt ettt e e e ettt e e e e e ettt e e e e e e s ntbe e e e e e e e e annnnneeaeas 17-39
S ] 0V U ) PP 17-39
R U ) =T 0 = o] [ PR O SPR 17-39
17.5 COMMANDS FOR ARP CONFIGURATION .....uuuututututusntnnnnnnnnnsnssnnnnsnsnsnsssnnssnsssssnsssssnssssssssssnssnmsnsnnmnnnnes 17-40
ST A 1 o TSP 17-40
17.5.2 ClEAI @IP-CACKNE ...ttt e e e oottt e e e e e e et et e e e e e e e nt e e e e e e e e e annnnneeaaas 17-41
17.5.3 Clear @rp traffiC ........eeeiiiee et e e e et r e e e e e aneeeaaas 17-41
R N o [T o 1H o = Vg RO 17-41
STl ol o] fo A Y- L o USROS 17-42
17.5.6 13 NASNSEIECT.......ceiiiii et 17-43
ST ] 01TV Vg o IS RP TR 17-43
17.5.8 SNOW AP traffiC. ...ttt e e e e e et e e e e e e et ae e e e e e e e e nnneeeaaeas 17-45
CHAPTER 18 COMMANDS FOR ARP SCANNING PREVENTION........cccoviiiiiiiiee. 18-1
18.1 ANTI-ARPSCAN ENABLE .. ..uuuuuuuututuuuuusutnnnnnnnensnsnensnsnnnsnsnenensssssesssssesssssssssssssssssnsssssssssssssssssssssnnnnsnnnnnns 18-1
18.2 ANTI-ARPSCAN PORT-BASED THRESHOLD.....uuuuuutuuuuuturuenrntnennnnnnnnnsnsnsnnnsnnnsnnnsssnsnsnssssssnsnsssmssssnnnmssnnnnes 18-1
18.3 ANTI-ARPSCAN IP-BASED THRESHOLD......uuuuuuuuututusuunsnsnnnsnnnsnnnnnsnnssnsnsnsnsnsnssssssssssssssssssnsssssnsnsssnsnssnnnnns 18-2
18.4 ANTI-ARPSCAN TRUST ..uuuuuuuuuuuunsunnnnnnnnsnnnnnsnsnsnsnsnsssnsssssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssnssssnnnnnns 18-2
18.5 ANTI-ARPSCAN TRUST IP ...uuuuuuuuuuununnnnnsnnnnnnnnnsnsnsnsnsnsnsssnsssnsssssssssssssssssssssssssssssssssssssssssssssssssssnnnnsnsnnnns 18-3
18.6 ANTI-ARPSCAN RECOVERY ENABLE ... .uuuuuuuuututususununntnnnnnensnsnnnsnsnnssnssssnsssssssssssssssssssssssssssssssssssnsnnnnnnnns 18-4
18.7 ANTI-ARPSCAN RECOVERY TIME .. .uuuuuuutuuuuneuennnnnnnnnnnsnnnsnsnsnssnnsnsssssnssssssssssssssssssssssssssnssssssssssnssnsnnnsnnnns 18-4
18.8 ANTI-ARPSCAN LOG ENABLE ... .uuuuuuuuuuutuunnnnunnnnsnsnnnnnsnnnnnsnsnsssnsssssssssssssssssssssssssssssssssssssssssnsssssnnsnsssnnnns 18-5
18.9 ANTI-ARPSCAN TRAP ENABLE ....uuuuuuuuuutuuuuuuuennusnsnsnnnnnnnsnensesssssnsssssnsssnssssssssssssssssssssnsssnsssssssssssnsnsssnnnns 18-5
18.10 SHOW ANTI=ARPSCAN ... . uuuuuuuununnnnnnnnennnnnnnnnnnsssnsnsnensssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnnnnnnnnnnns 18-6
18.11 DEBUG ANTI-ARPSCAN ....uuuuuuuuuununnnnnnsnnnnnnnnnnnsnsnsnsnsssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssnnssssnnnnns 18-7
CHAPTER 19 COMMANDS FOR PREVENTING ARP, ND SPOOFING ..........ccccuuunne.e. 19-8

1-12



XGS3 Command Guide

19.1 IP ARP-SECURITY UPDATEPROTECT ..uuuuuuuuuuuuuusnsnnnsnnnnnnnnnnnnnsnsssnsnsssnsssnsssnssssssssssssssssssssssssssssssssnsnsssnnnns 19-8
19.2 IPVE ND-SECURITY UPDATEPROTECT ....uuuuuuuutususnsnsnnnnnnnnnennnsnnnnnsnsssnsssnsssnssssssssssssssssssssnsssssssnsssnsnsssnnnns 19-9
19.3 IP ARP-SECURITY LEARNPROTECT ...uuuuutuuusususnsnsnsnnnnnsnnnnnsnsnsnsssnsssssnsssnsssssnssssssssssssssssssssssssssssssnsnsssnnnns 19-9
19.4 IPV6 ND-SECURITY LEARNPROTECT ...uuuuuuuuuuuunnnnsnennnnnnnnnnnnnnnsssnnnsssssnsssnssssssssssssssssssssssssssssssnssssnnnnnnes 19-10
19.5 IP ARP-SECURITY CONVERT ...uuuuuuuuuuuuunsnsnnnnnnnnnnnsnnnsnsnnssnsnsssssssssssssssssssnssssssssssssssssssssssssssnssssssssnnnnnnes 19-10
19.6 IPVE ND-SECURITY CONVERT ....uuuuuuuuuunnunnnnnnnnnnnnnnensnnnnssssnsnsnsssssnsssssssssssssssssssssssssssssssssssssssssssssnnsnnnes 19-11
19.7 CLEAR IP ARP DYNAMIC ....uuuuuuuuuuunuennnnnensnnnsnsnsnsnsssnsnsnsssssssnsssssssssssssssssnssssssssssssssssssssssssssssssnssssnnnnnnns 19-11
19.8 CLEAR IPVO ND DYNAMIC ....uuuuuuuuuuuenunnnnnnnnnnnnnsnsnsnsnsnsnsssnsnsnsssssssssssssssssnsssssssssssssssssssssssssssssssssssnnnnnnes 19-11
CHAPTER 20 COMMAND FOR ARP GUARD ... 20-13
2O TR Y R U 7Y 2 o | 20-13
CHAPTER 21 COMMAND FOR ARP LOCAL PROXY ..ot 21-14
A N | 0 107 Y 1 ) QY 21-14
CHAPTER 22 COMMANDS FOR GRATUITOUS ARP CONFIGURATION.................. 22-15
A R 1 U £ TS Y 2 22-15
22.2 SHOW IP GRATUITOUS-ARP ....ccieieie e e et e e e et e e e et et et et et e s e e e s e e et et e s e s e s e s e s e s e s e s e anan s e e s an e s an e e ananananananananananans 22-15
CHAPTER 23 COMMANDS FOR ND SNOOPING .....ccoiiiiiiiiiiiii e 23-17
23.1 CLEAR IPV6 ND SNOOPING BINDING .....ceeieieieieieieieieseieieiesesesesesesasesssasssssssssnsssnsssssssnsssnsssssssnsnsnsnsnsnans 23-17
23.2 DEBUG IPVE ND SNOOPING ...ceeieeeieeeieeeeeeeieeeeeiesesaaessaaaasassassaaassaaaasaaasasaassesnaesesssnsnansssnanananansnanansnannns 23-17
23.3 1PV6 ND SNOOPING ENABLE (GLOBAL MODE) ......utviieeiitieeeeiitteeesstaeeesstneeessstaeaesssteeessssseeesssssesesansnes 23-18
23.4 1PV6 ND SNOOPING MAC-BINDING-LIMIT ..ceteteieieieeeieieeeieeeeeseseseseaeseseaeasssasaesesesnansnananananananananansnanananans 23-18
23.5 IPV6 ND SNOOPING MAX-DAD-DELAY ....cceiieieieieieeeieieieieteeeseseteteaesessasssssaaseseseananasasanseanansnananansnanananans 23-19
23.6 IPV6 ND SNOOPING MAX-DAD-PREPARE-DELAY ....ccceiitieieieieieieieieeesesesesaseseseseaessseaesnanasanananansnsnanananans 23-19
23.7 IPV6 ND SNOOPING MAX-SAC-LIFETIME......ccettieieteeeieieieieeeseseieieseseaeasssssassasssessasssasanseananssananansnsnsnsnans 23-20
23.8 1PV ND SNOOPING POLICY ...cieieieieeeee e e e e e et e e e e et e e et e e et et e e e s e e et et et e s e s e an s e s e e e s nanaeananananananananananan e s e e an e an e anans 23-21
23.9 IPV6 ND SNOOPING PORT-BINDING-LIMIT...ceteteieieieeeeeieeeieeeseseieseseseseaeaeaeassesnsesnasanananssananananansnsnanananans 23-21
23.10 IPV6 ND SNOOPING STATIC-BINDING ...eeeeeeeeeeeeeeeeeieiesesesesesesesesesesasesssasssesasesnssssssaasssssssssssssnsnsnsnsnans 23-22
23.11 IPVE ND SNOOPING TRUST ..eieieieieieieeeieeeieieeeieeeaeaasesasessaasssaseasasaesaaaaasaansesnaeseananasanseanansnananananansnanans 23-23
23.12 IPV6 ND SNOOPING USER-CONTROL ...ceeeieieieieieieieieseseseeeaessseseaesesaassasssesesnsesnssssasansnsnassnansnsnsnsnsnsnans 23-23
23.13 SHOW IPVE ND SNOOPING .....ceeitieieieieieeeieeeieieiesesssesaaesasaaaaasassaasasasaassaassasassaasssssssnsssssnsnssansnsnanansnans 23-24
23.14 SHOW IPV6 ND SNOOPING MAC-BINDING ....cceieieieeeieieseeeieeeseseseseseseaeassesssesesesnsssnasanansnansnansnansnsnananans 23-24
CHAPTER 24 COMMANDS FOR DHCP ... 24-26
24.1 COMMANDS FOR DHCP SERVER CONFIGURATION ...ceeeitieieieieieieee e e s eeeseaeaeseseaeseseaeansnanansnanansnanansnannns 24-26
P I I o To T 1 OO USSP PR PPPTPPROPIN 24-26
P2 ol (== T T o o g Tod o I o] o 1 o [ U UPUSPTIIN 24-26
24.1.3 cle@ar ip dNCP CONFIICT .....eeiieeie ettt e ettt e e e e e s et e e e e e e s nnreeeeaaeeeannnees 24-27
24.1.4 clear ip dNCP SEIVET STALISTICS ......eeteeei ittt e ettt e e e ettt e e e e e s ettt e e e e e e aantbebeeeaeesaanneeeeeaaesaannnens 24-27



XGS3 Command Guide

P RS o =T o T [T o 1= PP PTPRP PP 24-28
P NG ol =T o = T PP PTPRP PPN 24-28
P2 o 1= oW o I T o o g o] o Y= Y U P SO USPRIN 24-29
24,18 AEfAUI-TOULET .......eei ettt et e et e s st e e et e e e s nne e e s nnr e e e e annreeennee 24-29
24,09 UNS-SEIVET ...t it et ettt e et e ket e et e e e et e e s et oo eR et e e e s R et e e R et e e e R et e e e R e e e e R e e e e e e e e e n e e e nnee 24-30
P N O o o] g = 0 T TP RP PPN 24-30
24.1.11 NArdWArE-8UAIESS .....ceiicireieiiieee ettt e st e e e e st e e et e e e s st e s ne et e e ann b e e e s nne e e s nn e e e e anreeennee 24-31
2 12 £ 0 1= RO USUTIIN 24-31
P27 S S A T o I | o Tox o] o od o o o |1 o RSO URRTIIN 24-32
24.1.14 ip dNCP EXCIUAEA-AAAIESS ......eeeeieeei ettt e e e ettt e e e e e s e tbe e e ee e e e s aanneeeeaaaeeaannnees 24-33
P2 R o I | T o I o To Lo | PP URPRIIN 24-33
24.1.16 ip dhcp conflict ping-detection €NADIE ..........oo i 24-34
24.1.17 ip dNCP PING PACKELS ....ceieeiiiiiiiit ettt e e e e ettt e e e e e e tb ittt e e e e e e aanbaeeeeeaaesaanneseeaaaesaannnens 24-34
24.1.18 ip dNCP PING LIMEOUL.....ceiiiiiiietiit ettt e ettt e e e e ettt e e e e e e s abbeeeeeaeeeaansbeeeeeaeesaanneseeeaaesaannnens 24-35
N R B 1= TP PP PTPRP PP 24-35
24.1.20 NETDIOS-NAMIE-SEIVET ......eeeiiiiteie et et et e et e et e st e e e b et e s nre e e s nane e e e et r e e e sanne e e s nnnneeeannreeenanee 24-36
24.1.21 NELDIOS-NOUE-TYPE ....eeeeeiieei ittt ettt e ettt e e e e e e ettt e e e e e e e atbeeeeeae e e aantaeseeeaeesaanneseeaaaeeaannnens 24-37
24.1.22 NEIWOTK-BAAIESS ... .ceiieiiieie ittt et e e et e e st e s s et e e et e e e s nne e e s nnneeeaannreeenanee 24-38
24,123 NEXE-SEIVEN ...ttt e oot e e e oot e e e e e e e e e e e e e e e e e s n e e e e e e e e e e e e e e e e e e e e ae e n e e e e e e e e annnnes 24-38
P2 2 N o o] 1T o IR P TSSO URPTSIIN 24-39
24.1.25 SEIVICE TRNCP ..ttt e e oottt e e e e e e bttt e e e e e e et beeeee e e e e aanneeeeeaaeeaannnane 24-39
24.1.26 ShOW Ip ANCP DINAING ..ceiieii ettt e e e e e e e s e nne e ee e e e e eannnees 24-40
24.1.27 ShOW IP ANCP CONTIICT....oi it e e et e e e e e e et e e e e e e e e enneees 24-41
24.1.28 ShOW Ip ANCP SEIVET SEALISTICS ....eeiieiiiiiiiiii ettt ettt e sttt e e e e e ettt e e e e e s senne e eeaaeseannnees 24-41
24.2 COMMANDS FOR DHCP RELAY CONFIGURATION ...ceieieieieieeeieeeiese e e s e seseseaeseseaeasasaesnanananananananananananans 24-44
24.2.1 ip forward-protoCol UdP DOOIPS.....coii et e e e e 24-44
24.2.2 1P NEIPEI-AAUIESS ... .ottt e e e oottt e e e e s e a bttt ee e e e e e s taeeeeeaaeeaanneseeeaaeeaanneens 24-44
CHAPTER 25 COMMANDS FOR DHCPVG ... 25-45
25.1 CLEAR IPVE DHCP BINDING ...ceeeeieieieiee e e e e et e e e e et e s e s e e e aesaae s e s s aesesaasasaesaanaasaanaesnananananananananananananananananannns 25-45
25.2 CLEAR IPV6 DHCP SERVER STATISTICS ..oieieteieieeeeee et e e e e e e e s e s et e e e s s aesa s e s e aeaaananananananananananananananananananananans 25-45
25.3 DEBUG IPVB DHCP CLIENT PACKET .iiie it e et et et et et e e e e et et e te e et et et e ae s e aese s e s aananananananananananananananananananananan e ans 25-46
25.4 DEBUG IPVB DHCP DETAIL .eeieieieieieeeieeeee e et e s e e e e e s e s e e e se s e aesaasseassaananaesaanansnanaesnananananananananananananananananannns 25-46
25.5 DEBUG IPVE DHCP RELAY PACKET ..itieieitiesee e e e ie e e se e e s e seae s e s e s e sasassassasaaeanananansnsnsnananananananananananansnanananans 25-46
25.6 DEBUG IPVB DHCP SERVER .....cciiiiii it e e et e e e et e e e et e e e e e e et et et e s e e et et e s et e s e s e s e s e ansnananananananan e e anananananananan e an e e s 25-47
A T A 5 NS = 25-47
2 = 1510 Y1 N 25-48
25.9 EXCLUDED-ADDRESS ....ciitiiiiiei et et et et e e et e e et et et et et et e e e s e s e s e s e e e s e e e s e s s s e ae s e aeaaaeanaeanananananananananananananananan e annn 25-48
25,10 IPVB ADDRESS .. .ci i it e ettt e ettt et et e e et et et et e e e e e e e e e e e e e e e e e e e e e e 25-49
pA T N Al T T = o I =\ = L 25-49



XGS3 Command Guide

25.12 IPVG DHCP CLIENT PD HINT ..tttttttteetsauutteeteaaeesaasstsseeeaesssasssteeeaeeesssansssseeeaeessssnsrsseeesesssaannnrneeeeeesss 25-50
25. 13 IPVEO DHCP POOL ...ttetteeetaiaiittteeete e e s e sttt e e e e e s aabs b e e et e e e e a4 s b e e et e e e e e e san s b e et e e e e e e s e annb b e e e e e e e e e s nnbnneeaeeaeas 25-51
25.14 1PV DHCP RELAY DESTINATION ..ciiiiutttiteeeeesaasstrseteeessaasssteeeeeessssassssnseeseessssnnssseeesesssasnnnnenesesess 25-51
25.15 IPVB DHCP SERVER ..cttieitiuutttittteeesaaaittsseteaeeesaassbe e et e e e e e s s b e e e e e e e s e s a s b e bttt e e e e aaanbb b e s et e e e e e aannnrneeeeeeens 25-52
25.16 IPVBO GENERAL-PREFIX .tiuuttttttteeesaaaittsseteeesesaasstsseeeaesaaasssbeeeaeeesssanssaneeeaeeesaannbbeseeeaeeeaannnnrnneeeeenss 25-52
25.17 IPVBO LOCAL POOL ...ettteeieiuitteeeeteeesa st te et e e e e e s et e et e e e e e a4 st et e e e e e e e an b e bt e e e e e e saannb b e e et e e e e e aannnrneeeeeaeas 25-53
25. L8 LIFETIME .ettteitiiutttitetee e e e ettt e e e s e ettt e e e e e e 4 e s b e e e et e e e a4 4R R e et e e a2 e e e aan bR e ettt e e e e e e an bbb e e e e e e e e e e nnbnneeeeeeeas 25-54
25.19 NETWORK=ADDRESS ....cetiiuuttttttteeesaaaittreeteaesssaasstsseteaesaaasbsbeeeeeeessaans b e eeeeteeeaaannbbeseeeaeeesaannrrneeeeeenns 25-54
25.20 PREFIX-DELEGATION ....citiuittttetteeesaaaustsseteeesasaaassbsseteaesaaasssbeeeaeeesssannbee e e eeeeeaaansbeseeeeeeeaannnnnnneeeeenas 25-55
25.21 PREFIX-DELEGATION POOL ...ttttttteeiiiittteeteteeesaasstseeteaessaasssbseeaeeesssanstaneeeaeessasnsbsseeeeesssaannnrneeeeeeess 25-56
25.22 SERVICE DHCPVB ....cciieeieiiitteet et e e e ettt et e e et ettt e e e a4 4ttt e e e e s e s s e bt e e e e e e s e s sab b e e e e e e e e e s nnbnneeaeeeeas 25-56
25.23 SHOW IPVB DHCP ....eeiteeieiiitteee et e e e s e sttt ettt e e e s e bttt e e e e e 4 sttt e e e e e e s n b e b e et e e e e e e annb b e e e e e e e e e s nnnnneeeeeeeas 25-57
25.24 SHOW IPVG DHCP BINDING ....ttttttteesaiaitttnteeeaeasaasstsseeeaesasastsbeseaeeesssanstaneeeeeeessansrsseeeaeessannnnrnneeeeeens 25-57
25.25 SHOW IPVB DHCP INTERFACE ...cetieeiiiittteetetaeesaasibsett e e e e e st eeae e e s s ans b an et e e e e e s s snnbbsseeeaeeesannnrnneeeeeens 25-58
25.26 SHOW IPVEG DHCP LOCAL POOL ..eeeeiiiuiitteeteeeeaaaasstsseteaesasastsbeeeeeeessansbaneeeaeessaansbsseeeaeesaaannnnnneeeeenns 25-58
25.27 SHOW IPVB DHCP POOL ....uuitttieeieeesaaiitte et e aeeasaassbs et e e e e e sasbe et e e e e s s sssbas et e e e e e s e annsbeseeeeeeeaannnnrnneeeeaens 25-59
25.28 SHOW IPVB DHCP STATISTICS ..eetteeeiiiittteeteeeeasaasstseeteaessaastsbeeeeeeesssansraseeeeaessasnsbereeeaeesaannnnrneeeeeeess 25-59
25.29 SHOW IPVB GENERAL-PREFIX ..ettteeiiiiuutttrteteeesaasstseeteaessaasssteeeeeeesssassaseeeaeessssnsssseeesesssasnnnrnneeeeesss 25-62
CHAPTER 26 COMMANDS FOR DHCP OPTION 82......covtiiiiiiiieiiiiiiiii e 26-64
26.1 IP DHCP RELAY INFORMATION OPTION.....uttttttteeiiitttreeteaesssaussteeeeeeessaansnsseeaeessssnsssseeesesssasnnnnnnesesesss 26-64
26.2 IP DHCP RELAY INFORMATION POLICY ....utttttttieeiiaittteeeeeeessasssteeeeeeesssassbnsseeaeessssnnbsseeeaesssasnnnnnneeesesns 26-64
26.3 IP DHCP RELAY INFORMATION OPTION SUBSCRIBER=ID.....cciiutttieeieeessiaitineeeeeeesssnnnnnneesesssasnnnneeseseens 26-65
26.4 I1P DHCP SERVER RELAY INFORMATION ENABLE .....uuttiiiiiieeiiiiteeiieee e s ssitnneeeee e e s s siibeneeeaeessssnnnnneeeeaens 26-66
26.5 SHOW IP DHCP RELAY INFORMATION OPTION 1..tiiuttttieteeeeesasttteeeeeeesssastsneeeeeeesssnnrnseeesesssasnnnnnneeesesss 26-66
26.6 DEBUG IP DHCP RELAY PACKET ..etttetiiiittteiteteeesaasstsseteaesssasssbeesaeeesssnsbnseeeeeessasnsbeseeeeeesaannnnrneeeeeaens 26-67
CHAPTER 27 COMMANDS FOR DHCP SNOOPING ........cuuciiiiiiiiiiiiiiee e 27-68
27.1 DEBUG IP DHCP SNOOPING PACKET INTERFACE ... ..ttttttteetiiinttetteeessaastnneeeeeeesssnnrssneesesssasnnnnnesesess 27-68
27.2 DEBUG IP DHCP SNOOPING PACKET ....uiutttiteeeeesaasstseeteaesssasssbeeeteessssamstsseeeaeeessannbsseeesesssaannnrnneeeeesss 27-68
27.3 DEBUG IP DHCP SNOOPING UPDATE ......uuttttttteeesaasstrseteaesssassssesseesessaanssssseeaesssssssssseeesesssasnnsnnesesess 27-68
27.4 DEBUG IP DHCP SNOOPING EVENT ...uittttiteeeeesaisstreeeeaesssasssbeseeeeesasanstnnseeaaesssansbsseeesesssasnnnrnneeeeeess 27-69
27.5 DEBUG IP DHCP SNOOPING BINDING .....uuttttteteeesiasttreeteaessaaststseeeeeesssanssnnseeaeessssnsssseeesesssaannnnnnesesesns 27-69
27.5 IP DHCP SNOOPING. .1ttt eetttuutttetetaeesaaaustsseteaesasaaassbeseeeaeaeaasbebeeeeeeeaaaan s b e eeeeeeeeaaasnb b e seeeeeesaannnrneeeeeeess 27-69
27.7 1P DHCP SNOOPING BINDING ...tttttteeessiuutreneesasesaasstssetesessaasssteseeeessssansssseeesesssssnsrsseeesesssasnnneneseesss 27-70
27.8 1P DHCP SNOOPING BINDING USER......uuuttttteteeeiaatttreeteeesssanssteeeaeeesssanssnseeeeeessssnsssseeesesssasnnnnnneaesesns 27-70
27.9 IP DHCP SNOOPING BINDING ARP ....ciiiutttttteteeesaasttseeteaesssasssteeeeeeesssastaseeeaeessaansbeseeeeesssaannnreneeeeeens 27-71
27.10 IP DHCP SNOOPING BINDING DOTLX. . .uuttttteteeeiiiittrieeeeeessaissieeeeeeessssnnneeeeeessssnnbnseeeaesesaannnnneeeeeeens 27-72
27.11 1P DHCP SNOOPING BINDING USER-CONTROL ....uuutttirtteeesiautntneeeeeesssasrnsseeeeessssnnrsseeesesssassnnnnesesess 27-72
27.12 I1P DHCP SNOOPING BINDING USER-CONTROL MAX-USER.......utttttteeesiiirnrreeieeessanirnnneereessnannnnneeesess 27-73

1-15



XGS3 Command Guide

27.13 1P DHCP SNOOPING TRUST ...vvtutttisesttesesestsesesesssesesessssesesessssesesessssasessssssasessssssesesessssesesessssesesens 27-74
27.14 1P DHCP SNOOPING ACTION ....vuvettesestatsesesesesesessesesesessssesesassssesesessssasessssssasessssssesesessssesesessssesesens 27-74
27.15 1P DHCP SNOOPING ACTION MAXNUM .....ceuiuiietiriietetesesieieseseststesesesessesese s sesessssssesesessssesesessssesesens 27-75
27.16 IP DHCP SNOOPING LIMIT-RATE ...vviutuetetesesessesesessesesesessssesessssssssesessssasessssssesessssssesessssasesesessssesesens 27-75
27.17 1P DHCP SNOOPING INFORMATION ENABLE «.....veutevtesesetteseseseesesesessssesessssssesessssssesesessssesesessssesesens 27-76
27.18 IP DHCP SNOOPING OPTIONS2 ENABLE .....vvuvvetisisietesesettesesessstesesessssasessssssesessssssesessssssesessssssesesens 27-77
27.19 ENABLE TRUSTVIEW KEY w..vvtututtetesestatesesesessesesessssesesessssesessssssasessssssasessssssasessssssesesessasesesessssesesens 27-77
27.20 1P USER HELPER-ADDRESS .......vvetiutsttetesestesesesessesesesessssasessssasesessssssasessssssesessssssesesessssesesessssesesens 27-78
27.21 SHOW TRUSTVIEW STATUS ...vvtuvavetesesetesesesessesesessssesesessssesessssssesessssssasesessssasessssssesesessssesessssssesesens 27-79
27.22 SHOW IP DHCP SNOOPING .....veuvevteseseatesesesessesesessesesesessssesesessssasesessssasessssssasessssssesesessssesesessssesesens 27-80
CHAPTER 28 COMMANDS FOR DHCPV6 SNOOPING........cccooieiiiiiieieeeiiiiee e, 28-84
28.1 CLEAR IPV6 DHCP SNOOPING BINDING.......vevtuvvetesesetesesessssesesssssesesessssasessssssesessssssesessssssesessssssesesens 28-84
28.2 DEBUG IPV6 DHCP SNOOPING BINDING .....vevtuvveseseseasesesesssesesessssesesessssasessssssesessssssesesssssesessssssesesens 28-84
28.3 DEBUG IPV6 DHCP SNOOPING EVENT ......vvittatatetesetetesesestssesesessesssesessssesessssssesessssssesessssssesessssssesesens 28-85
28.4 DEBUG IPV6 DHCP SNOOPING PACKET .....vettuttetesestetesesestssesesessssesesessssesessssssasessssssesessssasesessssssesesens 28-85
28.5 IPV6E DHCP SNOOPING ACTION ... vuvtesestatsesesesesesessasesesessssesesessssesessssssasessssssesessssssesesessssesessssssesesens 28-87
28.6 IPV6 DHCP SNOOPING ACTION MAXNUM ......cuvititiriieietesiiieietisesteietese s sesese st sese st sesessssesenens 28-87
28.7 IPV6 DHCP SNOOPING BINDING ENABLE ....vcvtuvvetesisteteseseisesesessssesesessssasessssssesessssssesessssssesessssssesesens 28-88
28.8 IPV6 DHCP SNOOPING BINDING ND ..v.vvuvevtesiseateseseseesesesessssesesessesesessssssesessssssesessssssesessssssesessssssesesens 28-89
28.9 IPV6 DHCP SNOOPING BINDING USER......ecueresetesesiseetesesesessesesessesssesessesesessssssesessssssesesessssesessssssesesens 28-89
28.10 IPV6 DHCP SNOOPING BINDING USER-CONTROL ......veverisietesesesetesesesessesessssssesesessssesessssasesessssssesesens 28-90
28.11 IPV6 DHCP SNOOPING BINDING=LIMIT ....vvevtevteteseseesesesesisesessssssesesessssesessssssesessssssesesessssesessssssesesens 28-90
28.12 IPV6 DHCP SNOOPING ENABLE ......vcvtuetetesiststesesestssesesessssesesessssesesessssesesessssasessssssesesessssesessssssesesens 28-91
28.13 IP DHCP SNOOPING TRUST w..vvtutetatisesitesesesessesesessssesesessssesesassssesesessssesessssssasessssssesesessssesessssssesesens 28-92
28.14 SHOW IPV6 DHCP SNOOPING .......vveseseatesesesessasesessssasesessssesesasssesesessssasessssssesessssssesesessssesesessssesesens 28-92
28.15 SHOW IPV6 DHCP SNOOPING BINDING .....vtuvvesesesetesesesssesesessssesesessssasessssssesessssssesessssssesessssssesesens 28-94
28.16 SHOW IPV6 DHCP SNOOPING INTERFACE .....v.vevesisetesesetsesesesssesesessssasessssssesessssssesesessssesessssssesesens 28-94
CHAPTER 29 COMMANDS FOR ROUTING POLICY ...t 29-96
29.1 IP PREFIX-LIST DESCRIPTION. ....0uttetiststtetesesessesesessesesesessssesesessssasessssssasessssssasessssasesesessssesessssssesesens 29-96
29.2 1P PREFIX-LIST SEQ 1.1.veveututtesesetssesesessssesesessssesesessasesesessssesessssssesessssssasessssssesessssssesesessssesesessssesesens 29-96
29.3 IP PREFIX-LIST SEQUENCE-NUMBER .......0eteututtesesestetesesessesesesssesessssssasessssssesessssssesessssasesessssssesesens 29-97
2.4 MATCH AS=PATH ....vtuttetesestetetesestssesesesssesesessssesesessesesesessssesesessssesese s et esese s s sesese s e sesesesensesese e sseserens 29-98
29.5 MATCH COMMUNITY ...vteuteietetesetsteseseestesese s sesesesesesese s sesesessesesese s asesese s sesese s asesesessssesese e ssesesens 29-98
29.6 MATCH INTERFACE ©....vveueutvetesesesseseseessesesessssesesessesesesessssesesassasasesessssesesesssasessssnsesesessssesesessssesesens 29-99
2.7 MATCH IP ..ttt tese sttt se e e et ese e e e s ese e s et e se et e s e s e e e e s a8 e e e e e b e s et s e s e s e e s e b e se e e st e s e et sene e s s er e 29-99
29.8 MATCH IPVB ADDRESS .....cuvuvvitisestasesesetesesesessssesasessssesesessssesasessssesesessssasasessssasesessssssasesessesasessssnes 29-100
29.9 MATCH IPVB NEXT-HOP ....eutuvtetisistetesesestesesesessssesesesssesesessssesesessssesesessssasasessssasesessssssasesessasasesesnns 29-100
29.10 MATCH METRIC ...vtvtuvvetesestetesesestesesesessssesasessssesesessesesesessssesesessssesese e ssasesesessasesesessesesesessssasesessnes 29-101
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29. 11 MATCH ORIGIN ..veutavvetesesteteseseteseseseeesesesesessesesessesesese e ssesesesessesese e ssasesese st asesesessesesese s esesereneen 29-102
29.12 MATCH ROUTE-TYPE ....utututetetestststesesesesesasessssesesessasesesessssesasessssasesessssasesessssasesessssesasesessssasesesnns 29-102
20,13 MATCH TAG ..+ vvtesesetesesesetesesessesesesesssesesessssesesessesesese e st et esese s e s e s e e ss et eses et et e sese st esese s esesene e ee 29-103
20.14 ROUTE-MAP ......cettututeteseststetesesestssesesesssesesessssesesessasesese e st et esese s et ese e es et esese et asesesessesesese s esasene e ee 29-103
29.15 SET AGGREGATOR ....vcuiutsttesesestssasesessssesasessssesasessasesesessssesasassssesesessssasesessssasesessssssasesssssaseseses 29-104
2018 SET AS-PATH....uetiriietetesttetesesestssesesesessesesesssseseseseesesese e ss et esese s esese e es et esese s et e sesess et esere s esesene e ee 29-105
29.17 SET ATOMIC-AGGREGATE ....vviututtesesestasesesessssesesessasesesessssesasessssesesessssasasessssasesessssssesesessssesesesses 29-105
20.18 SET COMM-LIST 1.vtututetereseseetesesesessesesessssesesessssesesessssesesessssesasessssesesesessasasessssasesessssssesesessssasesessnes 29-106
20.19 SET COMMUNITY .vutuvteteststetesesesessesesesssesesessssesesessesesesessssesesessssesesessssasesessssasesessssssasesessssasesessnns 29-106
29.20 SET EXTCOMMUNITY w..oviutettetiststetesesesesesesessssesesessssesesessssesasassssesesesessasasessssasesessssssesesssssasesesnns 29-107
2021 SET IP NEXT-HOP ....c.veteteuitetetesestesesesessssesasessssesesessssesesesessesasessssesese s ssasesesessasesesessesesesesasesesessnes 29-107
29.22 SET LOCAL-PREFERENCE .....vtututtetesestatesesesessesesessssesesessssesesessssesesessssasasessssasesessssssasessssssesesessnns 29-108
20.23 SET METRIC 1...vvevestsetesesetetesesessesesesesessesasessssesesessesesese e ssesesese s esese e ss et esese st esesesess et esese s esesene e ee 29-108
29.24 SET METRIC-TYPE ....vtcttuttetetesetetesesestesesasessssesesessasesesessssesasessssesese e st asesesessesesesessesesesesasasesessnes 29-109
20.25 SET ORIGIN ¢...vvevestaetesesetetesesesssesesesessesesesssseseseseasesese e ssesasese s esese e ssesesese s esesese st et esese e esesene e ee 29-109
29.26 SET ORIGINATOR D .....veututtetesestasesesesssesasesessesesessssesesessssesesassssesasesessasesessssasesessssssesesessssasesessnes 29-110
20,27 SET TAG i ii e i e e e e ettt ettt ettt e e —————— 29-110
29.28 SET VPNVA NEXT-HOP ...uuititisiietetesetetesesessseesesesssesesessssesasessssesesesessesesessssssesesessesasessssasasesssnes 29-111
20,20 SET WEIGHT ...vetesttetetesetetetesestssesesesessesesesessesese s e sesese e ssesesese s esese e ss et eses et esesese et eses e s et esere e en 29-111
29.30 SHOW IP PREFIX-LIST SLIST-NAMES .. ..0veteuisisteseseseeseseseessesesessssesesessssasesessssasesessssssesessssesesesessns 29-112
29.31 SHOW IP PREFIX-LISTSDETAIL|SUMMARY .......oetiuiiieteseiiesesesessesesesessesesessssesesessssssesessssssesesessns 29-113
20.32 SHOW ROUTE-MAP ......cutuiuttetiseseesesesesssesasessssesesessasesesessssesesessssesesessssasasessssasasessssesasessssssasesesnes 29-114
29.33 SHOW ROUTER-ID ..vvvesesetetesetstesesestssesesesessesesessssesesessssesesassssesesesessasesessssnsesessssesasessssssasesessnns 29-115
CHAPTER 30 COMMANDS FOR STATIC ROUTE.......cccviiiiiiiiiie e 30-116
301 IP ROUTE w1.vtttttteteseeetesesessetesesessssesesessesesesesessesese e et esese e es et esese s e b e s e e ns et e s es et et et ese st esese e esesene e ee 30-116
30.2 SHOW IP ROUTE ...vtutuvatesesesetesesessssesesessssesasessssesesessssesesessssesasessssasesessssasasessssnsesessssesesesessnsasesensnns 30-117
30.3 SHOW IP ROUTE VRF.....ucutuistetetesestesesesessssesasessssasesessssesesessssesasessssasesessssssesessssasesessssssasesssssasesesns 30-119
30.4 IP ROUTE VRF 1..vvitistatetesesetetesesesessesesessssesasessssasesessssesesesessesesessssasesesessasesessssasesessssesesesessssasesessnes 30-119
CHAPTER 31 COMMANDS FOR RIP....uuiiiee e 31-120
31,1 ACCEPT-LIFETIME.c.utuviteteststetetesesessesesessssesasessssesesessssesesesessesesesessesese e ssesesese et asesesessesesese s sseseseees 31-120
31.2 ADDRESS-FAMILY IPVA.....c.tutiuitiniieiesesestetesasessssesesessssesesessssesasessssesese e st asesesessesesesessesesesesasasesesses 31-121
3L.3 CLEAR IP RIP ROUTE ....tettututtetesetstesesestssesesessssesesessasesesessssesasassssasesessssasesessssasesessssssasessssssasesesnns 31-121
SL.A DEBUG RIP..viuiattetesttetesesessetesesessssesesessssesesesssseseseseetesese e s et esese s e s e s e e s et e s ese et et e s e se st esese s et esene e e 31-122
31.5 DEBUG RIP REDISTRIBUTE MESSAGE SEND ......vvitesisitetesesitesesesessesesesessasesessssesesessssesesessssesesesessns 31-123
31.6 DEBUG RIP REDISTRIBUTE ROUTE RECEIVE .......ueuiuiitetesesisiesesesessesesesessesesessssesesessssssasessssssasesessns 31-123
31.7 DEFAULT-INFORMATION ORIGINATE.....c.tutevetesesesesesesssesesessssesesessssesesessssasesessssasesessssesesessssssesesensns 31-124
3L.8 DEFAULT-METRIC ..vutuvveteseseetesesessssesesessssesasessssesesessasesesessssesasessssesesesessasesessssasesessssssesesessssasesessnns 31-124
BLLO DISTANCE ..tuvttattetesetetesese st tesese st e s et ese e e sesese e s et ese st et e s e s e e s et e s e se s et e s e e s e s e s e s et eeesese st es e s e st et ene e e 31-125
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L. L0 DISTRIBUTE-LIST .tttttteeesiiuttteeteaaseaassstseeteeesaassbsseeeaeeesaass s be e et e e e e e s s bnbeeeeeeeeaannbbeeeeeeeesaasnbrnneeeeenas 31-125
3111 EXIT-ADDRESS-FAMILY ...uittttetteeeeeaittteeee e e e s s st et et e e e s e asb e be e et e e e e e s s b e b e e eeeeeaesnbbese et eeeeaannnbrnneeeeenas 31-126
31.12 IP RIP AGGREGATE-ADDRESS ....ceettiiiuttttttteeesaiaittsrteteessaassbeeeteaessaaasbabe e et eeeassassrereeeeeessasnnnreneeeeeass 31-126
31.13 IP RIP AUTHENTICATION KEY=CHAIN ....ctttittteeesiaitttreeteeesaasnteseteeesssasnsreseeeeesssnnnnnneeeeessasnnnrnneeesesss 31-127
31.14 IP RIP AUTHENTICATION MODE.....cettsuttttteteeesaaauuttsneeteeesaasnbsseseaesssasnnbeeeeeeesssssreneeeeeesaasnnnrnneeeeeeas 31-128
31.15 1P RIP AUTHENTICATION STRING «.eettiutttteeteeesaaauittnneetaeesaasntseeteaesssasssseseeesesssansrnseeeaesssasnnnrnneeesesns 31-128
31.16 IP RIP AUTHENTICATION CISCO-COMPATIBLE .....uuttttieieeesaaiitreeteeeeesassteeeeeeessssnnnneeeeesssasnnnnnneeeeeeas 31-129
3117 IP RIP RECEIVE-PACKET ... utttttttteeasaitsteeeteeessasatseeeeaeeesaass s be e et e e e s e s sb e b e et e e e e e e snbbese et eeesaannbrnneeeeenas 31-130
31.18 IP RIP RECEIVE VERSION .....cttttttteetiaitttteeteeesssustssseeteeesaasssbsseteaesssasbabeeeeeeeaasnnsbnseeeaeesaannnnnnneeeeenas 31-130
1.1 IP RIP SEND-PACKET ..ttt ttitttttttteeeeetaitstee et e e e s e assbseeeeeeeesaasb e be e et e e e e e s s be b e e et e e e e e sanbbeee et eeesaannbrnneaeeenas 31-131
31.20 IP RIP SEND VERSION....cttiuutttttttteeaaautsteeeteeesaasstssseeteeasaasssbeseteaeaesasbs b e e eeeeeaasnsbese et eeesaannbrnneeeeenas 31-131
31.21 IP RIP SPLIT-HORIZON ..ctttteeteeeeesstste et e e e s e sttt e e e s e ams e et e e e e e s s bn e e e e e e e e e sannbeee e e e e e e s nnnrnneeeeeeas 31-132
BL.22 KEY . atttte e ittt ettt ettt e e e e e aR e oo aR e e e e aR e e e e e e e e e an e e e e e anne e e e nanre e e e nanreeeenan 31-132
BL.23 KEY CHAIN et iietttteete e e e ettt e e e e e skttt e e a4 e s s b e e et e e e e e 4a kb b Ee e et e e e e e e R R e e e et e e e e e e ann b be e e et e e e e aannbnneeeeeeean 31-133
3L.24 KEY-STRING ... uuttttteteeesaaauttteeteaasssasts et eeeee s e s s sbe e et e eeeesaas b e R e e et e e e e e s bR e b e et e e e e e e annbbeee e e e e e e s nnnbnneeeeeenan 31-134
3125 MAXIMUM-PREFIX ...t tttetttiuttteeteeessaaussteeeteeesaassbsseeeaeeesaass s be e et e eeeesassb e b e e e e e e e e e s nbbese et eeesaannbrnneeeeenas 31-134
O B Gl N =l (e o =T = PP PP ERP PP TURPPPPPP 31-135
SL.27 NETWORK ettt ete e e e ettt et e e e e e sttt e e o4 a4 s b e ettt a2 e 4R b bR e e et e e e a4 1R R e e e et e e e e e e aan b be e e e e e e e e annbnneeeeeeean 31-135
O A S o] i s = N 1y TP PP U PP TPTPPPPPPN 31-136
31.29 PASSIVE-INTERFACE .....cciitttteeteeeeetatste et e e e s e assbeee e et e e e s e e b be e et e e e e e s s b e b e e et e e e eesanbbese et e e e e aannbrnneeeeeeas 31-137
31.30 RECV-BUFFER-SIZE ....ceeiiiuuttttteeaeeaatsteeee e e e s e st ettt e e e s e ass e e et e e e e e s sb e b e et e e e e e e sanbbere et eeeeaannbreneeeeenas 31-137
31.31 REDISTRIBUTE ...uttttttteeeiaiuttteeteaeesaasssteeeeeeesaassbsseeeteeeaaass e be e et e e e e e s s b e b e e e e e e e e e sanbbebe e e e e e e s snbrnneeeeenan 31-138
13 77 Lo U 1 PP PU PRI 31-139
BL.33 ROUTER RIP...uiitttiteteeesaiitte et e e e e e s st sttt e e e s e aas s be e et e e e e a4 e as bbb e e et e e e e e s R R e b e et e e e e e e annb b e e et e e e e s e nnbnneeeeeeeas 31-139
31.34 SEND-LIFETIME ...ttttttteeesaauttteeteeessaausstseeeeeesaassbsseeeeeeeaaass e be e et e e e e e s s b e be e et e e e e e sanbbebeeeeeeeaannbrnneeeeenas 31-140
31.35 SHOW DEBUGGING RIP ....uuiitiieieeeeeiattiseeteeesaasitsseeeeeeasaasss e e et e e e s e s sba b e et e e e e ae s nbbese et eeeeaannnrnneeeeenas 31-141
31.36 SHOW IP PROTOCOLS RIP ....ttitittieeiiittiteeteaesaaaustsseeeteeesaasssbeeeeeaesssasbn e et e e e e e e snnbene et eeesaasnnnrnneeeeeeas 31-141
3L.37 SHOW IP RIP «.iitttteeeeeese ettt e e e e e sttt e e e s e sas bttt e e e 4k bbb e e et e e e e e e R bR b e et e e e e e e annb b e e e et e e e e nannbnneeeeeeean 31-143
31.38 SHOW IP RIP DATABASE ....uuutteeteeeeeiaitttteetaeesaaausttsseeteeesaas s be e et e aesesasbe b e e eeeeeae s nbbereeeeeeesannnbrnneeeeeaas 31-143
31.39 SHOW IP RIP INTERFACE ....uuttttteteeeiaitstteeteeessaasstssseeteeesaassnbseeteaesesassbabeeeeeeeaasnsbereeeeeeeaannnnrnneeeeenas 31-143
31.40 SHOW IP RIP AGGREGATE ....ttttttttetiaiututteetaaesaaasssssseetesssaassbseeeesessaaasssbeeeeeeesssansbereeeeeessassnnreneeeeeeas 31-144
SL.AL TIMERS BASIC ...uuttttteteeeiaiuttteeteeeessastste e et e e e s e aas s be e et e e e e e aaass b be e et e e e e e s R R e b e e et e e e e e ann b beee e e e e e s s nnbrneeeeeeeas 31-145
O Y = ] [0 T PP PSP URP PP PPTPPPPPPN 31-146
CHAPTER 32 COMMANDS FOR RIPNG ....coiiiiiiiiieieeiee e 32-147
2.1 CLEAR IPVB ROUTE .etttteeiiiutttetteaaesaausstseeaeeesaassbsseeeteeaaaass e be e et e e e e e s sb e b e et e e e e e e sanbbeee et eeesaannbrnneeeeenan 32-147
32.2 DEFAULT-INFORMATION ORIGINATE ......utttttteeeseaauittsseeteeesaasntsseteaesssasssbeeeeeeesssannrnneeeaesssasnnnrnneeeeenns 32-147
2.3 DEFAULT-METRIC ..ttttttteeetaauutteeteaessaaussteeeeeaesaassssseeeteeeaaass s be e et e e e e e s s be b e et e e e e e e aanbbese et eeeeaannbrnneeeeeean 32-148
2.4 DISTANCE .t eeeiiitt ettt e e et ettt e e oo ettt e e e e e ok kb e e ettt e e a4 e R R R e e et e e e e e e R R R R ettt e e e e e e R e e et e e e e e e nnnrnreaeeea s 32-148
2.5 DISTRIBUTE-LIST .uttttttteeeiaatttteeteaesssastsbeeeeeeesaassbe e et e eeeeaaass e be e et e e e e e s s b e b e et e e e e e e annbbe s e et eeesaannbrnneeaeeean 32-149



XGS3 Command Guide

2.6 DEBUG IPVB RIP .....ttiieteeeiiiiitteete e e e e s ettt e e e s e as b e e e e e e a4 e aab e e et e e e e e s s b e b e et e e e e e e aanb e s e et e e e e s nnbrneeeeeenas 32-150
32.7 DEBUG IPV6 RIP REDISTRIBUTE MESSAGE SEND......cutttieeiiiiutreeteeeesiasnreereesesssasnnneeesesssssnnssseeesess 32-150
32.8 DEBUG IPV6 RIP REDISTRIBUTE ROUTE RECEIVE ....uttitiieeiiiiitieeteeeessannteeeeeeesssasnnneeesesssssnnnnneeesess 32-151
32.9 IPV6 RIP AGGREGATE-ADDRESS ......ciiiuttttttteeesaiaittseeeteeesaasnbeeeteaessaaasbsbe e et e eeassanbbereeeeeesaaannnrereeeeenas 32-151
32.10 IPVO RIP SPLIT-HORIZON ......ttttttteesiaitttteeeeeesaasstssseeteeesaassnbsseeeaessaasbebeeeeeeeaasnsbereeeeeesaannnnrnneeeeeeas 32-152
32,11 IPVB ROUTER RIP ...etttiieiiiiitteeteeaeeaatste et e e e s e as st e et eee e e s e asb e e et e e e e e s s b e b e et e e e e e e sanbbe e e et e e e s aannbrnneeeeeeas 32-153
Y N =l (e o =T = PP PP URP PP TUTPPPPPP 32-153
N e o i s = N 1y TP PP P PP TPTPPPPPPN 32-154
32.14 PASSIVE-INTERFACE .....ciiitttteeteeeeetattte et e e e s e sttt et e e e s e asb e be et e e e e e s s b e b e e et e e e e e sanb b e ee et ee e e s nnbrnneeeeeeas 32-154
2. 15 REDISTRIBUTE ...utttttttteeiaiittteeteeeesaassstseeeeaesaassbsee e e eeeeaaass b be e et e e e e e s s b e be et e e e e e e aanbbene et ee e e e nnbrnneeaeeeas 32-155
32.16 REDISTRIBUTE OSPF ...ciiiiitttiteteeeiatstseeteeesaassbsee e e teeesaass e be e et e e e e e s s be b et et e e e e e anbbese et ee e s s nnbnnneeeeeaas 32-156
10t 0 Lo LU 1 PRSPPI 32-156
2. 18 ROUTER IPVB RIP ....eetieeiiiiitteeeeeee e sttt e e e s e sttt e e a4 e ass b e et e e e e e s b e e et e e e e e e sanb b e ee et e e e e s nnbrnneeeeeeas 32-157
32.19 SHOW DEBUGGING IPVB RIP....ccttiiiiiitiiiieteeeaaaitbseeeteeesaasabeseteaesasasnabeeeeeeeaasnsrsaeeeeeeesasnnnreneeeeeeas 32-157
32.20 SHOW IPVB RIP INTERFACE ....ettttietiiutttteeteeesaaauittssteteeesaassnbseeteaesesasnnbeeeeeeeaasnsbereeeeeeeaasnnnrnneeeeenas 32-158
32.21 SHOW IPVB RIP REDISTRIBUTE ..ceeeiiiuttttetteeesaaaittsreeteessaassntseeteeesssassnbeeeeeaesssnsrnseeeaeesaassnnrnneeeeeess 32-159
32.22 SHOW IPVB PROTOCOLS RIP ..cttiieiiiittireeteeesaaaiitssseeteeesaassibneeeeaesasasnsbeeeeeeeassnsneseeeeeeesannnnrnneeeeenas 32-159
32.23 SHOW IPVB RIP ....tttttieeeiaiiittette e e e e sttt e e e s e as sttt et e e a4 e as bbb e e et e e e e e s s b e b e et e e e e e e aanbbe e e e e e e e e s nnbnneeeeeenas 32-160
32.24 SHOW IPVB RIP DATABASE .....eetttieeiiitttteeteaesaaauattssteteeesaasnbseeteaeseaaasnsbe e et eeeasaassreseeeeeessasnnnreneeeeenas 32-161
32.25 SHOW IPVB RIP AGGREGATE ....ettietiiitttieeteeesaaauitsseteteessaasnbseeeeaesssasbsbeeeeeeeassassbereeeeeessasnnnrnneeeeeens 32-161
32.26 SHOW IPVB RIP REDISTRIBUTE ..ceeeiiiuttttttteeesaauittssteteeesaassntseeeeeesesasnnbeeeeeeesssnnnnseeeeeessasnnnrnneeeeenss 32-162
32.27 TIMERS BASIC ....ttttteteeesaittteeeteeeeesait ettt e e e s e as st e et et e e e 4aas s e be e et e e e e e e s R b e b e e e e e e e e e ann b bebe et e e e e aannbnneeeeeeeas 32-163
CHAPTER 33 COMMANDS FOR OSPF ...t 33-164
33.1 AREA AUTHENTICATION L..uuiitttiteeeeeaaitsteeeeeeessassbsseeeeeeesaasssbe e et e e e e e s snb e b e et e e e e aesanbbese et eeeeaannnrnneeeeenas 33-164
3.2 AREA DEFAULT-COST ctttitiiiutttttteeaeeaausstseeeeeesaaassbsseeeaeeesaass s ba e et eeeeeaa s b e beeeeeeeaaanbbereeeee e s s nnbrnneeeeenas 33-164
3.3 AREA FILTER-LIST .tttttttteeiaauuttneteaassaaussteeeteeesaaasstssseeseeasaasssbe s et e e e e e s s bebe e e e e eeaaannbbese et eeesaannbrnneeeeenas 33-165
3314 AREA NSSA ...ttt ee e et ettt e e e e et bttt e e e s e o kb e ettt e e e e e AR e e et et e e e e R R R e et e e e e e e e b re et e e e e e nnrr e e e e e e s 33-165
B35 AREA RANGE ...iiitttittte e et ettt e e e e sttt et e e o4 e e e kb e ettt e e a4 e e R b e e et e e e e e e R R e e et e e e e e e e e et e e e e e a b e e e aeeeas 33-166
338 AREA STUB .eeiiiuitteitetee e s e sttt e e e e e s ettt e e e s e s s b b e e ettt e e a4 ek b e e et e e e e e e R R R R e e et e e e e e e bR e e et e e e e e e rrreeaeeeean 33-167
337 AREA VIRTUAL-LINK .etttettiiuuttteteeeeasaitsteeeeeeesaassssssteaeessaasssbseeteaeesaassbe b e e eeeeeaasnnsbeseeeeeesaannbreneeeeeeas 33-168
33.8 AUTO-COST REFERENCE-BANDWIDTH.....utttttteetiiuttrrteteeesaasntneeteeesssaasssseseseeesssansnsneeesesssasnnnnseeesens 33-169
33.9 COMPATIBLE RFCLDB83 ... . iiiiiiieiee ettt e e e e ettt e e ettt e e e e e e s e e e e e e e e s b b e e et e e e e s e nnbrnneeeeeeas 33-169
33.10 CLEAR IP OSPF PROGCESS ....uttttttietiiutttteetaaesaaauittsreetesasaasntseetesesssasssbeeeeeeesasnsrereeeeeesaassnnrnneeeeeeas 33-170
33.11 DEBUG OSPF EVENTS ...iiiuuttttteeeesaautsteeeeeeesaassbssetetesasaass s beeeeeae e e s sns b e et e e e e aeansbereeeeeeesannnnreneeeeenas 33-170
33.12 DEBUG OSPF IFSM ...tttteeiiiuutteeteeessaausstseeeeeesaaassrssseeteeasaass s be e et eee e e s ssbebe et e e e e aaanbbese et eeesaannbrnneeeeeeas 33-171
3. L3 DEBUG OSPF LSA .. .tttteetiiittttetteaaeeaaatsteeeteeesaassbeee e e teeeaaas bbb e e et e e e e e s s be b e e et e e e e e anbbebeeeeeesaannbnnneeeeeeas 33-171
33.14 DEBUG OSPF NFSM ..ctiiiiiiuuttettetaeaaausstseetaeesaaassssseteteeasaassnbeeeeeeeeeaasbebe et e e e e aaansbese et eeesaasnbrnneeeeenas 33-171
33.15 DEBUG OSPF NSM ...cttietiiiuutteeteeaesaaussteeeteeesaaassssseeeteeasaasssbe e et eaeaesasbebeeeeeeeaaansbeseeeaeesaasnbrnneeeeeaas 33-172
33.16 DEBUG OSPF PACKET .etittttetteeeessaitsteeeeaeesaassbsseeeteeasaass s be e et e e e e e s s b e be et e e e e e e sanbbese et ee e e e nnbrnneeeeenas 33-172



XGS3 Command Guide

33.17 DEBUG OSPF ROUTE ..eiiiiuutttttteeeesaaussteeeeaeesaassssssteteeasaassnbsseeeaesssassbsbe e et eeeaasnbbeseeeeeesaansnnreneeeeenas 33-172
33.18 DEBUG OSPF REDISTRIBUTE MESSAGE SEND ......utttitiieeiiiintrerteeesssasnreeeeeeesssasnsnseesesssssnnssseeesess 33-173
33.19 DEBUG OSPF REDISTRIBUTE ROUTE RECEIVE ......utttttiieeiiiiitrerteeesssaannteeeeeeesssnssnneeesesssasnnnnnesesess 33-173
33.20 DEFAULT-INFORMATION ORIGINATE .....uttittteeisiiitttreeteessaasntsseeeeesssassssseseseeesssassssneeeaesssasnnnnsneeesens 33-174
33.21 DEFAULT-METRIC .1ttttteeetiiuutteeteaassaaussseeeeeeessassbssseeaeeesaass e be e et e aeeesansb e b e e e e e e e e e sanbbeseeeee e e s nnbrnneeaeeaas 33-174
3322 DISTANCE ettt e ee e e e ettt e e e e e ettt e e e s e o s e b e e et e e e e a4 e aR R b e e et e e e e e e R R R Ee et e e e e e e e bR e re et e e e e aannnrnreeeee s 33-175
3323 DISTRIBUTE-LIST .tttttteeeiiiuttteeteaeeesaussteeeeeeesasssbeeeeeaeeeaaass e be e et e e e e e s s b e b e et e e e e e e sanbbebeeeeeeeaasnbrnneeeeenan 33-176
33124 HOST AREA ... iitttttteeee et e ettt e e e e e e ettt et e e e s e sk a b e e ettt e e e 4a R R b e e et e e e e e e R R R e e et e e e e e e R R e ee et e e e e e nnnrnreeeeeaan 33-177
33.25 IP OSPF AUTHENTICATION ....ttttttteetiaitttteeteeesaaustssseeteeesaasssbeeeeeeesssassbnbeeeeeeeaasssbnreeeeeesaannnrnneeeeenas 33-177
33.26 IP OSPF AUTHENTICATION-KEY w.eetiiitttteeteeeseaiittsseeteeesaasisbneeeeae e e sasnnbeeeee e e s s snnbeneeeeeeesasnnnrnneeeeenas 33-178
3327 IP OSPF COST ..uuittttttteeesaautttertee e e e s sttt e e e e e s e s s s b e e e et te e e saas b e Ee e et e e e e e e R b e be et e e e e e e aan b be b et e e e e e s nnbnneeeeeeeas 33-178
33.28 IP OSPF DATABASE-FILTER.....etttttetiiiutttteeteeesaaauuttssteteessaasnbseeteeessaasbabe e et eeeaasansrereeeeeesaassnnreneeeeeess 33-179
33.29 IP OSPF DEAD-INTERVAL ...utttttttteeeiaitstseeteeesaasstsseeeteeesaasssbe e et e e e s e aasb e be e et eeeaesnbbese et eeeeaannnnbeneeeeenas 33-179
33.30 IP OSPF DISABLE ALL ..eiiiittteiteeeeeaattte et e e e e e s bttt e e e s e ass b e e et e e e e e s b e b e et e e e e e e s nbbe s et e e e e e e nnbreneeeeeeas 33-180
33.31 IP OSPF HELLO-INTERVAL ....ttttttteeeiiutttteeteeesaaauatssseeteessaasssbseeeeaessaasna b e e eeeeeaasnsnereeeeeeeaasnnnrnneeeeeeas 33-180
33.32 IP OSPF MESSAGE-DIGEST-KEY .eeetiiutttteeteeesaaiittseeeteessaasssseeteeesssasnsbeseaesesssssrnseeeeeessasnnnrnneeeeesss 33-181
33.33 1P OSPF MTU ..iitttieeeee e e ettt e e e e e ettt et e e e s e ek b e e ettt e e a4 e as R Ee e et e e e e e s e b e b e et e e e e e e aanbbe e et e e e e e aannnnneeeeeeean 33-182
33.34 IP OSPF MTU-IGNORE ....uttttttteeeessautsteeeteeesaaassbsseeeeeeesaass e be e et e e e e e s sbe b e et e e e e aeannbbere et eeesaannnbnneeeeeenas 33-182
33.35 IP OSPF NETWORK ..eetteeiiiuutteetetaesaausstseeteeesaaaustsseeeteesaaasssbe e e e e e e e e s s bebe e e e e e e aasnnsbeseeeeeeeaasnbrnneeeeeeas 33-183
33.36 IP OSPF PRIORITY ..ttttteetiiuttteeteeesssasssteeeeeeesaassbsseeeeeeeaaass s be e et e e e e e s s be b e e e e e e e e e annbbese et e e e e s nnbrnneeeeenas 33-183
33.37 IP OSPF RETRANSMIT-INTERVAL «.eiuttttteteeessaaustssseeeeeesaasssbsseteeesasasnsbeeeeeeesssnnnnneeeaeessasnnnrnneeeeenss 33-184
33.38 IP OSPF TRANSMIT-DELAY ....uttttttieeiiitttreeteeesaaauatssreetesssaassbseeteeessaasssbeeeeeeeaasansbnseeeeeessassnnrnneeeeenss 33-185
B3LBO KEY 1ttt ittt ettt e e e e e e e e e e e e e e e e e et e e e et e e e anne e e e a e e e e nanreeeenan 33-185
3340 KEY CHAIN et tiiitttteeee e et e ettt e e e e e ettt e e o4 e e s e b e et e e e e a4 e kb e be e et e e e e e s R R e e e et e e e e e e aan b be e e et e e e e s nnbnneeeeeeean 33-186
33.41 LOG-ADJACENCY-CHANGES DETAIL ..uvtttteteeeeaiiitttreeteeesaaistneeteaesssasssnseeeaeeesssssnsneeeeesssasnnnnnneeesesss 33-186
33.42 MAX-CONCURRENT-DD .....uutttttteteesaaitttreeteeesaaasstsseeeteeesaassnbeseteaessaasbebe e et eeeaasnnbereeeeeeeaannnnrnneeeeenas 33-187
I I A ] =l (e o =T = PP PP ERP PP TOPTPPPPP 33-188
3344 NETWORK AREA ....cettteeeiiiuttteeteeeesaats bttt e e e s e as s be e et et e e e aaasb e be e et e e e e e s s b e b e e e e e e e e e ann b beseeeeeesaannbrnneeeeeeas 33-188
33145 OSPF ABR-TYPE ...tttttteeeiiiutttteteaeesaatste et eeeesaas s be e et e teeesaas b e be e et e e e e e s s b e b e et e e e e e e ann b be e et e e e e e e nnbnnneeeeeean 33-189
3346 OSPF ROUTER-ID. ...cettteeiiiuttteeteaaessaissteeeteeesaassbeee e e eeeeaaass b b e e et e e e e e s s b e be e et e e e e e annbbese et eeesaannbrnneeeeenas 33-190
33.47 OVERFLOW DATABASE ....uutttetteeeeeiatttteeteeesaaasstsssteteeasaasssbeeeeeaeseaa s b e be et e e e e aeansbese et eeeeaannnnrnneeeeenas 33-190
33.48 OVERFLOW DATABASE EXTERNAL .....uutttiitteessiiitttteeteeesaasstseeeeeesasasnsbeeeseeesssnsnnseeeaesssasnnnrnneeeeeess 33-191
3349 PASSIVE-INTERFACE ......ciiutttetteeeeesatste ittt e e e s e asib et et e e e s e as bbb e e et e e e e e s s b e b e e et e e e e e sanbbeee et eeeeaannbbnneeeeenas 33-191
33.50 REDISTRIBUTE ...uttttttteeetiiuttteeteeeesaaasssseeeeaesaassbssseeteeesaass e be e et e ee e e s s b e b et et e e e ae s nbbeseeeae e s s snbnnneeeeeeas 33-192
33.51 REDISTRIBUTE OSPF ...ciiiiuttttteeeesaatstseeteeesaaasstsseteteeesaass s be e et e e e e e sasnebe e et e e e aasnbbese et eeeeaannbrnneeeeeeas 33-193
33.52 ROUTER OSPF .....ttttttieeeiiitttteeteeeeeaaatste e et e e e s s as s be e et e teeeaaas bbb e e et e e e e e s s b e b e et e e e e e e annbbeeeeeeeesaannbnneeeeeeeas 33-193
33.53 SHOW IP OSPF ....tttittieeeiaiiitee et e e e e e e ettt e e e s e sk bbbttt e e a4 e e s bbb e e et e e e e e s s b e b e et e e e e e e snnb b e e e et e e e e aannbnneeeeeeeas 33-194
33.54 SHOW IP OSPF BORDER-ROUTERS......uttttttttesaiiittnreeteeesaasntssetesesssaasssseeeseeesssansnsseeesesssasnnnnseeesess 33-195
33.55 SHOW IP OSPF DATABASE ....ttttttteetiiutttteetaeesaaasstessteteeasaasnbe e et e aesesa s b ebeeeaeeeaa s nsbese et eeesaasnnbrnneeeeeeas 33-195
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33.56 SHOW IP OSPF INTERFACE .....ettttietiiutttteeteeesaaauitsseeeaeessaasnbseeteaesesasnsbe e et eeeassssbereeeeeeesasnnnrnneeeeeens 33-197
33.57 SHOW IP OSPF NEIGHBOR .....cetttteetiiutttnetteeesaaauitsseeetesasaasssbeeeeeaesesasbabeeeeeeeaaanbbnseeeeeesaannnnrnneeeeenas 33-197
33.58 SHOW IP OSPF REDISTRIBUTE ..ctttetiiuttttteteeessaauutssneeteessaasssseeseaesssaasssseseeesesssansssseeesesssasnnnnseeeeess 33-198
33.59 SHOW IP OSPF ROUTE ...uuttteeteeeesasitttseeteeessasstssseeteeesaasssbeeeteaesesasbe b e e et e e e aesnbbnseeeeeesaannbrnneeeeeaas 33-199
33.60 SHOW IP OSPF VIRTUAL-LINKS .cteetiiutttteeteeeseaaittsseeteeesaasnbseeteaesesasssbee et e e e s s snsnnseeeaeesaasnnnrnneeeeeess 33-200
33.61 SHOW IP ROUTE PROCESS-DETAIL ....uuttttetteeeeeaauittereeteeesaasstsseeeaesssasssseeeeesesssnsnsseeesesssasnnnnnneeeeesns 33-200
33.62 SHOW IP PROTOCOLS ... eittteteeee e sttt e e e s e ss bttt e e e s e ass e e et e e e e e s sb e b e et e e e e e e sasbbebe et e e e e aannnrnneeeeenas 33-201
33.63 SUMMARY-ADDRESS. ....ciiutttetteeeeeaautstreeteeessaasarsseeeteessaassbe e et e aeeeaasbebe e et eeeaasnsbeseeeeeesaannnnrnneeeeeeas 33-202
3304 TIMERS SPF ...iitttieeeee e e e ettt e e e e e sttt e e e s e o s a b e e ettt e e e 4aas bR e e et e e e e e o R R e b e e et e e e e e e n b e b e et e e et e nnnrnreeeeeean 33-203
CHAPTER 34 COMMANDS FOR OSPFV3 ..o 34-204
4.1 AREA DEFAULT COST .ttiieiiiutttteteeaeaaautstseetaeesaasstssseetesasaasssbeseeeaessaas b e be e et eeeaasnsbeseeeeeesaasnbrnreeeeeass 34-204
4.2 AREA RANGE ....iiitttitete e et ettt e ettt et e e o4 e e s kbbb ettt e e o4 e e R b ettt e e e e e e R R R R e et e e e e e e e e e e e e e e e e e n e e e eeeean 34-204
4.3 AREA STUB .eeiiiuitttiteeee et aatite et e e e e e st ettt e e e s e sk a b e e ettt e e e 4a kb b Ee e et e e e e e e R R R R e et e e e e e e e R R R e e et e e e e e e nnnrrreaeeeean 34-205
4.4 AREA VIRTUAL-LINK .etttetiiiuutteeteeeeasatstseteeeesaasstsseteteeaaaasssbes et e aesssasbebeeeaeeeaasnsbeseeeeeesaannnrnneeeeenas 34-205
A5 ABR-TYPE it ititiiitttittee e et ettt e e e e e ettt e e e e e e e e ettt e e e o e R e e et e e e e e e R e e et e e e e e e e et e e e e e e nnrrnreeeeeean 34-206
4.6 DEFAULT-METRIC ...tttttteeesiauntnneteeassaausssseeeeeessassbssseeteeesaasssbe e et e ee s e s s bnbe e et e e e e e sanbbeseeeeeeeaasnbrnneeeeenas 34-207
34.7 DEBUG IPVB OSPF EVENTS. . .uttttttteetiiutttneetaeesaaasstssstetesesaasnssseteaessaasssreeeeeeesaaansbereeeeeessasnnnrnneeeeeess 34-208
34.8 DEBUG IPVB OSPF IFSM ...uiittiiteeeeeastsieeeeeeesaasibssee et e e e s s asssba e et e e e e e s sbe b e e e e e e e aesnbbe s et e e e e e sannnbrnneeeeenas 34-208
34.9 DEBUG IPVB OSPF LSA ...iiiiitteitteee e ettt e e e s e et ettt e e a4 e ass e e et e e e e e s be e et e e e e e e sn b b e be et e e e e s nnnreneeeeeeas 34-208
34.10 DEBUG IPVB OSPF NFSM .....uttetteeeetiaitstsetteeesaaasssssseetesesaasssssseteaessaasssseeeeeeeaasnsbnseeeeesssannnnreneeeeenss 34-209
34.11 DEBUG IPVEB OSPF NSM ....uuuuttetieeeeeiaittteeeteeesaaasstssseetesesaassssssetesesssasbsreeeeeeeaasnsbeaeeeeeesaassnnrereeeeenss 34-209
34.12 DEBUG IPVB OSPF PACKET ...ttttttietiiitttteetaeesaaauutssseeteessaassbssetesessaasnsseeeeeeeassnsreseeeaessaasnnnreneeeeenss 34-209
34.13 DEBUG IPV6 OSPF REDISTRIBUTE MESSAGE SEND.....cccciiiiuttirieteeeiiatntreeeeeesssasrnnneeeesssasnnnnneeesess 34-209
34.14 DEBUG IPV6 OSPF REDISTRIBUTE ROUTE RECEIVE ..cctieiiiiiitiirieeeeeiaaiiteeeeeeesssnsnnneeeeeessssnnnnneeeeeess 34-210
34.15 DEBUG IPVEB OSPF ROUTE ....ttttttteetiiutttreeteeesaaauutssseetesssaassssssetesesssasssbeseeesssssansseseeesesssasnnnrsneeeeesss 34-210
4. 16 IPVO OSPF COST ..tttttteeeiiiuutrerteaeeaaaausstseeeaeesaaassbeeeeeeeeeaaass e be e et e e e e e s s b e b e e et e e e aesanbbese et eeeeaannbrnneeeeenas 34-210
34.17 IPVEO OSPF DEAD-INTERVAL ....cttttietiiittttetteeesaaausttsseeteessaasnbeeeteaesssasssbe e et eeeaasnsbeseeeeeesaaasnnreneeeeeeas 34-211
34.18 IPV6 OSPF DISPLAY ROUTE SINGLE-LINE ...ettiitiiutttreeteeesaaiitreeteeesssannreeeeeeesssnnnnneeeaesssasnnnnnneeeeesss 34-211
34.19 IPVE OSPF HELLO-INTERVAL ...cettiitiiiutttteeteeesaaauitssseeteessaasnbsseteaesasasnnbe e et eeesssnsbnneeeaeesaasnnnrnneeeeeeas 34-212
34.20 IPVB OSPF PRIORITY .tieiiittttttteeeeesaissteeeteeesaassbsseteaeeesaass s be e et e e e e e s s bebe et e e e e e e snnbbese et aeeeaannbrnneeeeenas 34-212
34.21 IPV6 OSPF RETRANSMIT-INTERVAL ...uuttttiiieeeesiaiittsseeteeesaasstsseeeaesssassnbeeeeeeesssnsnssneeeeessasnnnrnneeeeenss 34-213
34.22 IPVE OSPF TRANSMIT-DELAY ....ettiiiiiutttteeteeesaaauntssreeteessaasstseeeeaessaasssneseeeessssansreseeeeesssassnnrnneeeeess 34-213
34.23 IPVEO ROUTER OSPF ..ceiiiiiiiittetteeaesaatsteeeteeesaasibese e et e e e saass e be e et e e e e e sa s bbb e e et e e e e e an b beee et eeeeaannbrneeeeeenas 34-214
34.24 MAX-CONCURRENT-DD .....uutttttteeeeeaiutsteeetaeessaasstssseeteeasaasnbeeeteaeseaasbebe e et eeeaasnsbereeeeeessannnnrnneeeeenss 34-215
34,25 PASSIVE-INTERFACE .....ciiiuttteeteeeeetattte et e e e s e st e e et e e e s s as b be e et e e e e e s s b e b e et e e e e e e anb b e s et e ee e e s nnbrnneeeeeeas 34-215
4. 26 REDISTRIBUTE ....tttttttteeiaitttteeteeassaaissteeeeeeesaassbseeeeteeeaaass e be e et e e e e e s s b e be et e e e e aasanbbeee et eeeeaasnbrnneeeeenan 34-215
34.27 REDISTRIBUTE OSPF ...ciiiiittttteeeeeaatstseeteeesaassbsee e e teeesaass e e et e e e e e sa s b e b e e et e e e e e snbbe s et e eeeeaannbbnneeeeeeas 34-216
4. 28 ROUTER-=ID .ttiuetttteteeeesa sttt e e e e e sttt e e a4 e s st e et et e e a4 e kbbb e e et e e e e e e R R e b e et e e e e e e annbbeee et e e e s aannbrneeeeeeean 34-217
34.29 ROUTER IPVB OSPF ...ceiiiiiiitieiteeeeeaatete et e e e s e sttt et e e e s e ass e e et e e e e e s b e e et e e e e e e sanb b e ee et e e e e aannbrnneeeeenas 34-217
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34.30 SHOW IPVB OSPF ....eeiiieiiiiitteeteeaeeaatste ittt e e e s e as st se e e eeeeaaasb b e e et e e e e e s s b e b e e et e e e e e aanbbese et e e e e s nnbrneeeeeeeas 34-217
34.31 SHOW IPVB OSPF DATABASE ....ettietiiuttttteteeesaaauitssrteteeesaasnbeeeteaeesaasbsbeeeaeeeaassbrese et eeesaassnnrereeeeeeas 34-218
34.32 SHOW IPVB OSPF INTERFACE ...cettetiiuttttetteeesaaauittsseeteessaasnbseeteeesesasnsbee et eeesssnnnnreeeeeessasnnnreneeeeenas 34-219
34.33 SHOW IPVB OSPF NEIGHBOR ....eetietiiutttteeteeesaaauittseeeteeesaasnbsseteaesesasnsbeeeeeeesssnnbnseeeaeesaasnnnrnneeeeeess 34-222
34.34 SHOW IPVB OSPF ROUTE ....uttttttteesiiutstteeteeesaaasstssstetesesaasstsseteaessaasssbeeeeeeeaasnsbeseeeeeeeaasnnnrnneeeeeess 34-222
34.35 SHOW IPVB OSPF REDISTRIBUTE ...uuuttttttteeessaauittsteeteessaasstseeeeeesssasssbeseeeeesssnsnsneeenesssasnnnnnneeesesss 34-223
34.36 SHOW IPVB OSPF TOPOLOGY ...ettieeiiiutntreeteeesaaautssneetesssaasstssstesesssaassssesesesssssassssseeesesssasnnrsneseesss 34-224
34.37 SHOW IPVB OSPF VIRTUAL=LINKS .....uittiiieteeeeeaiitteeeeteeesaaiitne et e aesssamnnbeeeeeeessssnnnneeeaeessasnnnrnneeeeeeas 34-224
34.38 SHOW IPV6 ROUTE PROCESS-DETAIL ....tttttteeesiuutttreetaeesaassteseeeaesssassssseeeeeeesssssnsseeesesssassnnnnsesesess 34-225
4.3 TIMERS SPF ...iitttiieee e e e ettt e e e e e ettt et e e a4 e s s b e ettt e e e 4aaR R bR e e et e e e e e e R bR b e et e e e e e e e n b e re e e e e e e e nnnrnneeeeeean 34-225
CHAPTER 35 COMMANDS FOR BGP AND MBGP4+ ........ooiiiiiiiiiiiiieeeeeeeee 35-226
5.1 ADDRESS-FAMILY ....tttttteetiiuttteeteeaesaausssseeteeesaassbsseeeaeeeaaass e be e et e ee e e s s be b e et e e e e aeaan b bebe et e e e e aannbrnreeeeeeas 35-226
35.2 ADDRESS-FAMILY IPV4.....iiiiitttetet e e ettt e e e e ettt e e e s e et e e e e e e e s b e et e e e e e e aan b b e re et ee e e s nnbnereeeeeeas 35-226
35.3 ADDRESS-FAMILY VPNVZ ... eiiiiiitie ettt e e e e e ettt e e e s e bt e et e e e e e s s b e et et e e e e e ann b e re et e e e e aannbrnneeeeeeas 35-227
5.4 AGGREGATE-ADDRESS .....uutttiiteteesiaitttreeteeesaaassbsereeeeeesaass e be e e e e eeessa s b e be e et e eeaaanbbereeeeeesaannbrnneeeeenas 35-227
35.5 BGP AGGREGATE-NEXTHOP-CHECK ....uuutttttteessiiititreeteeesaasstssetesesssassssseseseessssnsnsneeeaesssasnnnnnneeesesss 35-228
35.6 BGP ALWAYS-COMPARE=MED .....ceeittiiiututteeteaesaiautsneeeteessaasntseetesessaasssreseteessssansneseeesesssasnnrnneeeeesss 35-228
35.7 BGP BESTPATH AS-PATH IGNORE .....ctuttttetteeesaaaiittseeeteeesaasnbseeteaesasasnsbeseeeeeassnsrnseeeeeessasnnnreneeeeeeas 35-229
35.8 BGP BESTPATH COMPARE-CONFED-ASPATH ....cciuittiiteteeeiaaiiteseteeeessansbeeeeeeesssnnnnneeeaeessasnnnnneeeeeenas 35-229
35.9 BGP BESTPATH COMPARE-ROUTERID......tttttteeesiiuutitrteteeesaasstsseteeesssassssseseseeesssansnsneeeaesssassnnnsneeesesss 35-230
35.10 BGP BESTPATH MED ..eeeiiiutttieteeeeeaaittteeeeeeesaassbeseeeaeeesaass s be e et e e e e e s sb e b e et e e e e e e aanbbese et eeeeaannbbnneeeeenas 35-230
35.11 BGP CLIENT-TO-CLIENT REFLECTION ....tttttteetsiiuttnreeteessaasntneeteeesssasssnneseseessssannnnseeesesssassnnnnneeesess 35-231
35.12 BGP CLUSTER-ID ..tttttteeetiiuttteeteaassaassstseeteaesaassbsseeeaeeesaass s be e et e e e e e assbebe e e e e e e e e annbbebe et eeesaansnnrneeeeeenas 35-231
35.13 BGP CONFEDERATION IDENTIFIER ... uutttttttteessaaitttrteteeesaasntseeeeaesesassnbeeeaeeesssnnnnseeeeeessasnnnrnneeeeenss 35-232
35.14 BGP CONFEDERATION PEERS ...cetittiiutttttttaeesaiauittseeeteessaassnbseeteaesssasnsbeseeeessasnsbeseeeaesssasnnnrnneeeeesss 35-232
35.15 BGP DAMPENING ...t tteeettautttteeteeeessaststeeeeeeesaassbeseeeteeesaass e be e e e e e e e s s s b e b e e et e e e aaannbbebeeeeeeeaannbrneeeeeeeas 35-232
5. 16 BGP DEFAULT ....uttttteteeesaautteeeteaeseaassste ittt e e e s s aassbsseeeaeeeaaass e be e et e e e e e s s s b e b e e et e e e e e annb b e be e e e e e e aannbnnneeeeeean 35-233
35.17 BGP DETERMINISTIC-MED .....ttttttietiiitutteeteeesaaaustssseeteeesaasnbseeteaesesasnabeeeeeeeassnsbeneeeeeessasnnnrnneeeeeeas 35-233
35.18 BGP ENFORCE-FIRST-AS .. .uttttttttetiiutttreetaaesaaasstsseteteeesaasnbeeeteaessaasb s beeeeeeeaaaansbereeeeeessaannnreneeeeenas 35-234
35.19 BGP FAST-EXTERNAL-FAILOVER .....uttttteteeeeaaitiseeeteeesaasstbseeteaesesasnnbesee e e e s s snsbereeeaeessasnnnrnneeeeeeas 35-234
35.20 BGP INBOUND-ROUTE-FILTER . ...cceettsuttttttteeesaaauittseteteeesaasnbseeeeaesssasssbeeeeeeesssnsbnreeeaeessasnnnrnneeeeesss 35-235
35.21 BGP INBOUND-MAX-ROUTE-NUM ......uuttttieteeeseiaitinreeteessaasnbseeeeeesssassnbeseeeeesssnnnsseeeaesssasnnnnnneeesesss 35-235
35.22 BGP LOG-NEIGHBOR-CHANGES ......uutttiititeeaesiittseteteessaasibneeeeaeseaassabe s et e e e sssnnrereeeeeesaassnnrnneeeeeeas 35-236
35.23 BGP NETWORK IMPORT-CHECK ...cetiiutttieeteeeseasittseeeteeessaiibee et e e e s e sasnsbeeee e e e s e snnnnne e e e e e e aannnnnnneeeeenas 35-236
35.24 BGP RFCL77L-PATH-SELECT ..ettttetiiitutteeteeesaaaittsseeteeesaasabseeteaeessasnabeeeeeeeaasnsbereeeeeessasnnnbnneeeeenas 35-236
35,25 BGP RFC LT 7 L-STRICT 1 eiiiuitteeteeeeeesittie et e e e e e sttt et e e e s e as s e e et e e e e e s s b e b e et e e e e e e snnbbese et e e e e s nnbrnneeeeenas 35-237
35.26 BGP ROUTER-ID ...ttttttteeiiitttteeteeaeeaaitste ittt e e e s e assbsse e e eeeesaasb e e e et e e e e e s an b e b e et e e e e e e snnbbese et e e e s aannbrnneeeeenan 35-237
35.27 BGP SCAN-TIME ....ttttteeeiiiuttteeteeaessatstseeeeeesaassbeeeeeeeeeaaass e b e e et e ee e e s s b e be e e e e e e aasanbbeseeeee e s s nnbrnneeeeenan 35-238
B5.28 CLEAR IP BGP ...uitttteeteeeaaaitttee e et e e e s ettt e e e s e aas ettt ettt e e a4 e aa bbb e e et e e e e e e R bR b e et e e e e e e s s b b e e e et e e e e e nnbrnneeeeeean 35-238
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35.29 CLEAR IP BGP DAMPENING . ....ttttttteteeeseeseeseaseasessessessesesseseasesseasessessessensensesessessessessensensenseneans 35-239
35.30 CLEAR IP BGP FLAP-STATISTICS w..vtttteeerteseeseaseasesseasessessesseseasesseasessessessessensesessessessessessensensenens 35-239
LT J 0T 1= U = SRS 35-239
35.32 DEBUG BGP REDISTRIBUTE MESSAGE SEND.....ccutettititerteteseeseaseaseasessessessessessesessessessessessensenseneens 35-240
35.33 DEBUG BGP REDISTRIBUTE ROUTE RECEIVE ....cvvtiititesieieseeseaseaseasessessesseseenseseasessesseseessensensenens 35-240
35.34 DEBUG IPV6 BGP REDISTRIBUTE MESSAGE SEND .....ueviteteseeseeseaneasessessesseseeneeseesessessessessensenseneans 35-241
35.35 DEBUG IPV6 BGP REDISTRIBUTE ROUTE RECEIVE .....vcuvtviteseeseaseaneasessesteseeseeeesessessessessesseneeneenens 35-241
LS TC T 0Ty Y N SRS 35-241
35,37 DISTANCE BGP ....uteuteuteneeseeseaseasesseatesseseseeseeseaseasesseaseseeseesseseaseaseaseseenee e eneeneaseaseeseateneenseneeneaneans 35-242
35.38 EXIT-ADDRESS FAMILY ..vuteuteutateaseatesteseesseseeseaseasesseaseseessessessaseaseasessensessensensasessessessessesensenseneans 35-242
35,39 IMPORT MAP ...ttttttetenteseeseaseeteaseeteseesseseeseeseeseabesseasese e s e e s s eseaseeseebeee et e e eneeneeseareebeeeeneenseneeneene e 35-243
35.40 1P AS-PATH ACCESSLIST 1.uveuteuearesueatesseseeseeseeseaseasesseaseseessesseseaseaseasessessessensensesessessessessessensenseneans 35-244
35,41 1P COMMUNITY-LIST 1.ttuttuteueeseaneasesseateseessesseseeseaseasesseasessessesseseaseaseasessensessensensasessessesseseensensaneanenns 35-244
35.42 1P EXTCOMMUNITY-LIST 1.ttuteuteutateateatesseseeseseeseaseasesseaseseessesseseasesseasessessessessensesessessensessensensenseneans 35-245
35.43 NEIGHBOR ACTIVATE w..vtuteuteutaseateaseatesseseeseeseeseaseasessesseseessessessaseaseasessessensensenseseesessensessensensenseneans 35-245
35.44 NEIGHBOR ADVERTISEMENT-INTERVAL ....ttuteutereatesteatestesseseeseeseaseasessessessessenseseasessessessessensenseneans 35-246
35.45 NEIGHBOR ALLOWAS=IN .....euteueeteseteseeseeseeseeseaseasesseaseseessesseseeseaseasessessessessenseseasessessessensensensenens 35-246
35.46 NEIGHBOR ATTRIBUTE-UNCHANGED .....e.vtuteueereeseatesseateseesseseeseaseaseasessessessessessesessessessessessensenseneens 35-247
35.47 NEIGHBOR CAPABILITY ...eeuteueeutateateatesteseeteseeseaseasesseaseseesessaseasesseasessensessessensesessessessessensensensenens 35-247
35.48 NEIGHBOR CAPABILITY ORF PREFIX-LIST ...ttuteuteutatesteateseesseeeseaseaseasessessessessessesessessessessessensenseneans 35-248
35.49 NEIGHBOR COLLIDE-ESTABLISHED .....ttuvtuteueeseeseasesseateseessesseseesesseasessessessessessesessessessessessensenseneans 35-249
35.50 NEIGHBOR DEFAULT-ORIGINATE ....tt.vtutetenteseeseaseasesseaseseessesseseaseaseasessessessensensesessessensessessensensenens 35-249
35.51 NEIGHBOR DESCRIPTION ...ututateteteeeeeseeseeseeseasessesseseessesseseasesseasessensessessensesessessensessensensensenens 35-250
35.52 NEIGHBOR DISTRIBUTE-LIST ...utttteteteeeeeseeseaseasessesseseeseesseseasessessessessessessensesessessensessessensenseneans 35-250
35.53 NEIGHBOR DONT-CAPABILITY-NEGOTIATE .....eeuveueateeeateseeseeseeseeseaseasessessessessesseseasessessessessensenseneans 35-251
35.54 NEIGHBOR EBGP-MULTIHOP .....ttttttteteseeseeseaseateseesteseesessesesseaseasessensessessensesessessessessessenseneenens 35-251
35.55 NEIGHBOR ENFORCE-MULTIHOP ....c.ttuteuteuteseaseaseasesseaseseesseseasseseaseasessessessessensessssessessessessensenseneans 35-252
35.56 NEIGHBOR FILTER=LIST ...vuteuteutatesetesseseeseeseaseaseasesseaseseessesseseasesseasessensessensensesessessensessensensenseneans 35-252
35.57 NEIGHBOR INTERFACE .....cutettattateteteseeseeseeseeseeseasesseaseseessesseseasesseasessensessensensasessessessessensensensenens 35-253
35.58 NEIGHBOR MAXIMUM-PREFIX ....ttttttteeeseeseeseaseasesseasessessesseseaseaseasessessessessensesessessessessensensenseneans 35-253
35.59 NEIGHBOR NEXTHOP-SELF ....utetttttteteeeseeseeseaseasesseaseseessesseseesesseasessessesssssensesessessessessensensenseneans 35-254
35.60 NEIGHBOR OVERRIDE-CAPABILITY ...ttuttttuteueaseaseateseesteseessesseseaseaseasessessessessensesessessessessensensenseneans 35-255
35.61 NEIGHBOR PASSIVE .....veuveueeseaseateateateseeseesseseeseaseasesseaseseessessaseaseaseasessensessessensesessessensessensensensanens 35-255
35.62 NEIGHBOR PEER-GROUP (CREATING) ...tvvtvteessiiutttnrereeesssnsstsensesesssassnsessseeesssnsssssssseeessnmssssseeeeens 35-256
35.63 NEIGHBOR PEER-GROUP (CONFIGURING GROUP MEMBERS) .....cuveutatetetesieseeseeneaseeseeseseesseneeneenens 35-256
35.64 NEIGHBOR PORT ...vuttuteuteseaseaseasesseasessessesseseeseaseasesseasessessessassaseasessessensessensensasessessensessensensensenens 35-256
35.65 NEIGHBOR PREFIX-LIST 1..uteuteutateteatesseseesteseeseaseasessesseseessesseseaseaseasessessessensensasessessensessensensensenens 35-257
35.66 NEIGHBOR REMOTE-AS......ceuteutaretetesteseeseeseeseaseasesseasessessesseseasessessessesessessensesessessessessessensensenens 35-257
35.67 NEIGHBOR REMOVE-PRIVATE"AS ......cutiitieieiieieatestestestesteteseeseaseasessessesseseensesessessesseseensenseneenens 35-258
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35.68 NEIGHBOR ROUTE-MAP .....ceuteutatetetesteseeseeseaseaseasesseaseseesesseseaseaseasessessessensensasessessessessensensensenens 35-258
35.69 NEIGHBOR ROUTE-REFLECTOR-CLIENT . ...c.ttuteuteueatesteateseesseseeseesesseasessesseseeseessesessessessessessensenseneans 35-259
35.70 NEIGHBOR ROUTE-SERVER-CLIENT ....ttuvtuteueeseeseasessesseseessesseseeseaseasessessesssssessesessessessessensensenseneans 35-260
35.71 NEIGHBOR SEND-=COMMUNITY ....vtuttttteeeseeseeseaseasesseasessessessessasesseasessessessensenseseasessessessensensenseneans 35-260
35.72 NEIGHBOR SHUTDOWN .....ueeuettteteteseeseeseeseeseaseesessessessesessessaseaseasessessessensensasessessessessensensensenens 35-261
35.73 NEIGHBOR SOFT-RECONFIGURATION INBOUND .......tuvtteeeneeseeseaseaseasessesseseeseeneeseasessessessessenseneeneans 35-261
35,74 NEIGHBOR SOO....ucuteueeuteseeseaseasesseasesseseessaseeseaseasesseasessessesseseaseaseasessensessensensasessessessessensensensaneans 35-262
35.75 NEIGHBOR STRICT-CAPABILITY-MATCH ....euteuteueeuearesteateseeseeseeseesesseasessessessessesseseasessessessessensenseneans 35-262
35.76 NEIGHBOR TIMERS ...tcuvtuveseeseaseaseaseatessessesseseeseaseasesseaseseessessessasesseasessensesssssensasessessensessensensensenens 35-263
35.77 NEIGHBOR TIMERS CONNECT ...ttttttteeesteseeseeseasessesseseesesseseeseaseasessensesssssenseseasessessessensensenseneans 35-263
35.78 NEIGHBOR UNSUPPRESS MAP........ctttteeesteseeseaseasessesseseessesseseaseaseasessessessessensesessessessessessensenseneans 35-264
35.79 NEIGHBOR UPDATE-SOURCE ......tttttetetesteseeseeseatesseaseseessessasessesseasessessessensensasessessessessensensensenens 35-264
35.80 NEIGHBOR VERSION 4 .....ueutauiateatetesteseesteseeseeseetesseaseseestesseseaseaseasessesesseneenseseasessenseseensensensenenns 35-265
35.81 NEIGHBOR WEIGHT ... .vtuteueeseanearesseatesseeeseeseeseaseesesseaseseessesseseaseaseaseseensessensensaseasessessensensenseneanenns 35-265
35.82 NETWORK (BGP)...eiiiiieiiiiitiiiie e e e seettte et e e ettt et e e e s e sttt e e e e e st e e e e e e aesnnstnneeeaeeeannnnannneeeenan 35-266
35.83 REDISTRIBUTE (BGP) ....iiiieiiiie ettt e e sttt et s st e e e e e st e e e e e e e st te e e e e e e s nnnnnanneeeeeean 35-266
35.84 REDISTRIBUTE OSPF ....cuviuteutattatestestesteseeseseeseaseasesseaseseessessassaseaseasessessessensensasessessensensensensenseneans 35-267
35.85 REDISTRIBUTE OSPF (MBGPAH) ......ciiiiiiiee ettt sttt e ettt e e e e e s st e e e e e e s nnnnannneeeee s 35-267
TR LGl ] T PP EPP PR PPTPPPPPP 35-268
35.87 ROUTER BGP ..uvtutitestenteseaseaseaseaseatessessesseseaseaseasesseasessessesseseaseaseasessensenseneensaseaseeseasessensenseneanenns 35-268
35,88 ROUTE-TARGET .....ucuttteuteseeseaseasesseateseessesseseaseaseasesseasessestessaseaseaseasessensesessaneaseasessensensensenseneesenns 35-269
35.89 SET VPNVZA NEXTHOP ....veueeuietieteateatesteseeeeseeseeseasesseaseseesessessasesseasessensessensensesessessessessensensensenens 35-269
35.90 SHOW IP BGP ...uvttitesteseeseeseaseesesseatesseseeseeseaseaseesesseaseseeseesseseeseaseabessente e eneeneaseaseesenaeneenseneeneaneans 35-270
35.91 SHOW IP BGP ATTRIBUTE=INFO .....ttttteeesteseeseaseesessesseseessesseseaseaseasessessessessensessssessessessensensenseneans 35-271
35.92 SHOW IP BGP COMMUNITY ...uttttttetesteeeseeseeseaseasesseaseseesesseseeseaseasessensessessensesessessensessensensensenens 35-271
35.93 SHOW IP BGP COMMUNITY=INFO ....ttuttuterteneeseeseaseasessesseseesesseseeseaseasessensessessensessssessessessensensenseneans 35-272
35.94 SHOW IP BGP COMMUNITY=LIST 1.tttttteneeneeseaseeseasesseaseseessesseseasesseasessessessensensessasessessessensensenseneans 35-272
35.95 SHOW IP BGP DAMPENING. ...t tttteteteeeseeseeseaseasesseaseseessesseseaseaseasessessessensensesessessessessensensenseneans 35-273
35.96 SHOW IP BGP FILTER-LIST c.eutettatertetesteseeseeseeseeseesessesseseesesseseasessessessessesssssensesessessessessensensenseneans 35-274
35.97 SHOW IP BGP INCONSISTENT-AS .....t.vttereeseeseeseeseasesseaseseessesseseaseaseasessessesssssensesessessessessensensenseneans 35-274
35.98 SHOW IP BGP NEIGHBORS ... cutteteteteeeseeseeseeseasesseasessesesseseaseaseasessensessensensesessessessessensensenseneans 35-275
35.99 SHOW IP BGP PATHS ....vtuveueeteaueateateatesteseesseseeseeseesesseaseseessesseseaseaseasesseseseeneensaseasessenseneensenseneenenns 35-276
35.100 SHOW IP BGP PREFIX-LIST w.utettteteteseeeeseeseaseasesseasessessesseseasessessessessessessenseseasessessessensensenseneans 35-276
35.101 SHOW IP BGP QUOTE-REGEXP ... ut.ttterteseeseaseaseasesseasessessesseseaseaseasessessessensenseseasessessessessensenseneans 35-277
35.102 SHOW IP BGP REGEXP .....veututatetetesteseeseeseeseaseasesseasessessessessaseaseasessesessensensasessessessessensensensenens 35-277
35.103 SHOW IP BGP ROUTE-MAP .....cttttteteeeneeseaseaseasesseaseseessesseseaseaseasessessesssssensasessessessessessensenseneans 35-278
35.104 SHOW IP BGP SCAN ....uteueeueaseaseaseateseessesseseeseaseasesseasessesessassaseaseasessensesssssenseseasessessessensensensenens 35-278
35.105 SHOW IP BGP SUMMARY .....eutteteteeeseeseeseeseaseasesseaseseessesseseasesseasessessessensensesessessessessensensensenens 35-279
35.106 SHOW IP BGP VIEW ....veuveueeueaneetesteteseeseeseeseeseaseesessesseseessesseseaseaseasessensessessensasessessensessensensensanens 35-280
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35.107 SHOW IP BGP VIEW NEIGHBORS ...cceiiiiiieieeeieieieee s e s e sese s e s e s e s e aaanaeanasaaansnananananananananananananananananananens 35-281
35,108 SHOW IP BGP VPNVZ ... e e ettt ettt et et et et e e et e e e et e a e s e e e e e e e e e an e s ananan s s an e s anan e e anananananan e s 35-281
35.109 SHOW IPVE BGP REDISTRIBUTE ..ceiiieieieieie e e e e e e se e e s e s e sese s e s e seaesssssnaaasananananansnananasananananananananananananans 35-281
10T Nt I 0 1Y TS = 35-282
CHAPTER 36 COMMANDS FOR BLACK HOLE ROUTING........coiiiiiiiiieeiiieeeeeee 36-1
1T 00 T T 11 1 =0 15 36-1
36.2 IPVO ROUTE NULLD ..ieieeee ettt ettt et et e et et e e e e e e e e e e e a e e e e s e e e e anan e s e e anana e e e e e e e e e e e e e nn 36-1
CHAPTER 37 COMMANDS FOR ECMP ... 37-1
Gt I Y T =y 37-1
CHAPTER 38 IPV4 MULTICAST PROTOQCOL ... 38-1
38.1 PUBLIC COMMANDS FOR MULTICAST ..iii ettt et et et et e e e e e e e e e e et et e e e e e e e s e s e aeananae s e anananananananananananananananananananans 38-1
TS 0 I ] To LV o I 4 (01U (= U UT SO URPTN 38-1
38.2 COMMANDS FOR PIM-DIM ... .o 38-2
38.2.1 deBUQG PIM TIMEE SAL ......eiiiieiiii ettt e e e e e e ettt e e e e e e e ab et e e aeeaeaantbeeeeaaeasaannaseeeeaaesaannnnens 38-2
TS T2 o 1= o 10 To I o1 0 ¢ 111 0 =T K] AU PUT OO URPTIIN 38-2
TS B2 I o 11 01 £ 111 (=R U RSO URPTRIIN 38-3
38.2.4 1P PIM DSI-DOMUET ...ttt e e e e ettt e e e e e e s atb et e e e e e e s sannnneeeeaaeeaannnens 38-3
38.2.5 1P PIM AENSE-MOAE ...ttt e e e e e oottt e e e e e e e at e eeeae e e s aantaeeeeaaeasaannaneeeeaaesaannnens 38-4
Kt I N I oI o1 0l e | o o] 1 Y2 U U RSO URPTIIN 38-4
38.2.7 1P PIM EXCIUAE-GENIA ...ttt ettt e e e e e e et e et e e e e e e e ntbeeeeaaeasaannnsaeeeaaesaannnens 38-4
38.2.81p PIM NellO-NOIALIME ..o ettt e e e et e e e e e e s e ennae e e e e e e e e eannnens 38-5
38.2.9 1P PIM NEIIO-INTEIVAL ...ttt e e e e e e st e e e e e e e eannnrneeeeaeeeennnens 38-5
38.2.10 ip PIM MUIICAST-TOULING ..o eeeiieeeee ettt ettt e e e ettt e e e e e e e bttt e e e e e s antbeeeeaaeessannnnneeeeaesaannnens 38-6
38.2.11 ip PIM NEIGNDOT-TILEN .....coeee e ettt e e e e et e e e e e e s e nnraee e e e e e eannnees 38-6
TS T2 A 1o I o] 11 g Tede] o= o o] o = SO P UT SO URPTIIN 38-7
38.2.13 ip pim state-refresh originatioN-INtEIVAL .............cc.ueiiiiii e 38-7
38.2.14 ShOW IP PIM INEEITACE ....oeei ittt e e ettt e e e e e s et e e e e e e e s sannaeaeeeaeeeaannnnees 38-7
38.2.15 Show ip PIM Mroute dENSE-MOUE ... .. .uiiiiiiiie ettt e ettt e e e e e s et be e e e e e e s e annaeaeeeeaeeaannnees 38-8
38.2.16 ShOW Ip PIM NEIGNDOT ..ottt e e e e st e e e e e e e nneees 38-10
38.2.17 ShOW IP PIM NEXENOP ...eeiieei ettt e e ettt e e e e e et e e e e e e e s aanneeeeeaaeeeannnnene 38-11
38.3 COMMANDS FOR PIM-SM ... i 38-12
38.3.1 Cle@r iP PIM DSE M-Sl .. ettt ettt e e e ettt e e e e e e e a bttt e e e e e s e ntbeeeeeaaeeaanneneeaaeeeaannnens 38-12
TSI o 1= oW [o 1 ¢ I =N =] o | SRR IRRTIIN 38-13
38.3.3 deBUQG PIM MFC ettt e e e e ettt e e e e e e et bee e e e e e e s aannneaeeeaaeeaannnnens 38-13
38.3.4 deBUQG PIM MDD .ttt e e e e ettt e e e e e e e e b be et e e e e e e e nneneeaaaeeaannnene 38-13
38.3.5 deBUQG PIM NEXINOP ...ttt e e e e ettt e e e e e e e tbe e e ee e e e s aanneeneeaaeeaannnens 38-14
TS IS N SR o 1= oW To o1 ¢ 1 0 1< 0 R P U SUPPISUTIIN 38-14
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38.3.7 deBUQG PIM PACKEL. ...ttt e e e e e ettt e e e e e e et be et e e e e e e aanneaeeeaaeeeannneee 38-14
38.3.8 dEDUQG PIM SEALE ...ttt e e e e ettt et e e e e e e bb et e e e e e e e aantbeeeeeaeesaanneeeeeaaeeeannnens 38-15
TS IS e N o (= oW [o o1 ¢ 0 111 0= U R SU U UPIRUTIIN 38-15
TS e 0 0 I o I 0 ] (o 1) = PRSP USRRIIN 38-16
TS e 0 I R T o I o] g = Tot ol = o B (=T [ = RO URPTIIN 38-16
38.3.12 0P PIM DSI-DOMAEN ...ttt e e e e e e ettt e e e e e s e nnreeeeaaeeeennnees 38-17
38.3.13 0P PIM DSI-CANAIALE.......oei ettt e e e e e ettt e e e e e s e nbeeeeeaaeeeannnees 38-17
38.3.14 ip PIM CISCO-TEQISTEr-CRECKSUM .....iii it e ettt e e e ettt e e e e e et e e e e e e aennreeeeaeeeeannnnees 38-18
TS I I Ko oI o] 0 o i o o 11 YA RO URURIIN 38-18
38.3.16 ip PIM EXCIUAE-GEINIA ....ceieiiiiitieie ettt ettt e e e e ettt e e e e e s et ee e e e e e e e e tbeeeeeaaesaanneseeeaaesaannnens 38-18
38.3.17 ip PIM NellO-NOIALIME ...ttt e e e e e ettt e e e e e s s tneeeeeaa e e eannnees 38-19
38.3.18 0P PIM NEHO-INTEIVAL ..o ittt e ettt e e e e e ettt e e e e e e aannreeeeaeeeeannnens 38-19
38.3.19 ip PIM IgNOFE-TP-SEL-PIIOIILY .......eeiiiei ettt e e ettt e e e e et e e e e e e e s e aatbeeeeeaeeaaantaeseeeaaesaannseneaaaesaannnens 38-20
TSI 2 I o I o] 0 ] o 1 .01 RO URUTIN 38-20
38.3.21 ip PIM MUIICAST-TOULING ...ttt ettt e e ettt e e e e s ettt e e e e e e eantbeseeeaeesaannneseeaaaesaannnnens 38-21
38.3.220ip PIM NEIGNDOI-TILET ....eiiee ettt e e e e e et e e e e e s s nne e eaaaeeeannnees 38-21
38.3.23 ip PIM register-rate-lMit......... ... oot e e e ettt e e e e e e e nae e eeaaeeeannnees 38-22
38.3.24 ip pim register-rp-reachability.......... ..o e e 38-22
38.3.25 I PIM FEOISIEI-SOUICE. ....cei ittt e e ettt e e e ettt e e e e e e e a bttt e e e e e s e ntbeseeeaeesaantaeseeaaeeeaannsseeaaaeeaannnens 38-22
38.3.26 Ip PIM FEQISIEI-SUPPIESSION ......eeitieeieiititteeea e e e aetteee e e e e e e et aeeeeaaeasaaabbeeeeeaeesaansneseeeaaasaannsseeaaaesaannnnens 38-23
TS I By | oI o] 0 0 1 0 B= 1o [0 [ { ST RO USPTIIN 38-23
38.3.28 I PIM FP-CANUIAALE .....eoiiiiiiiiieeiii ettt e e ettt e e e e e ettt e e e e e e et beaeeeaaesaanneaeeaaaesaannnens 38-23
38.3.29 0P PIM FP-TEGISIEI-KAL ......ie ittt e ettt e e e e s ettt e e e e e e e nnneeeeaaeeeannnees 38-24
38.3.30 I PIM SCOPE-DOIUET ....ceiieeieeee ettt ettt e e oottt e e e e e e e bttt e e e e e e aantaeseeeaaesaanneneeeaaesaannnens 38-24
38.3.31 P PIM SPAISE-MOUE. ....ceiieei ittt e e e ettt e e e e e ettt e e e e e e s st aeeteeaeasaantbeeeeeaeesaansaeseeaaaesaannsseeeaaesaannnnens 38-25
38.3.32 SNOW IP PIM DSI-TOULET ...t e ettt e e e ettt e e e e s e atb et e e e e e e eantbeb e e e e e e s aannebeeaaaeeaannnnens 38-25
38.3.33 ShOW IP PIM INEEITACE ...ttt e e e e ettt e e e e e s et e eeaaeeeennnens 38-26
38.3.34 show ip PIM MroUte SPArSE-IMOUE ..........ueiiieiiiiiiiiiii e ettt e e e e e ettt e e e e e s e atbeeeeeaeesaannseeeeaaeseanneens 38-27
38.3.35 ShOW Ip PIM NEIGNDOT ... ettt e e e e et e e e e e s e nnnees 38-28
38.3.36 ShOW IP PIM NEXENOP ...eeiieiieie ettt e ettt e e e e e e ettt e e e e e e e nbeeeeaaaeeeannnene 38-29
38.3.37 ShOW Ip PIM IP-NASK ... e e st e e e e e s e e 38-31
38.3.38 ShOW IP PIM P MAPPING ...ttt ee ettt e ettt e e e e e ettt e e e e e s e aatbeeeeeaeeaaantaeseeaaaesaanneseeeaaesaannnens 38-31
38.4 COMMANDS FOR MSDP CONFIGURATION ....ceitieieieieieieeeeeee e e seseaeae s e sessassnaesnseanassnasanasanananananansnanananans 38-32
38.4.1 CACNE-SA-NOIALIME........eiiiieii et e e et e e s e s e e e e e e 38-32
38.4.2 CACNE-SA-MAXIMUIMI.....ciiiiiiie it ie ettt e et e e e s s e e e et e e e s st e s ne et e e et r e e e s anne e e s nnrneeeannreeenanee 38-32
38.4.3 CACNE-SA-STALE .....ceiiiiiieiiieie ittt e e e e e e e e n e e e e e e 38-33
TS A ol [T T 4 g[S | oI =T ] PR SUUUPPSPUTIIN 38-33
38.4.5 Clear MSAP SA-CACKE ......c.oo it e ettt e e e e e et e e e e e s e nneeeeeaaeeeennnees 38-34
38.4.6 Clear MSAP SALISHICS ... ..eeiieei it e ettt ettt e e e e ettt e e e e e s e atbee e e e e e e s aantbeseeeaaesaasnebeeaaaeeaannnens 38-34
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38.4.7 CONMNECE-SOUITE .......eeiieieieiee et e e et e e e e et e e e e e e e e e e e e e e e e e s sn e e e e e e e e s s s s e e e e e e e e s sanmnnnneeeeessannnnns 38-34
38.4.8 deBUQG MSAP @ll.... ettt e ettt e e e e e e bbbt e e e e e e e s tbee e e e e e e e aanneeeeaaaeeaannnene 38-35
38.4.9 dEDUQG MSAP BVENTS ...ttt e ettt e e e e ettt e e e e e e e atbeeeeeaeesaantbeaeeeaaesaannsaeeeaaeeaannnens 38-35
38.4.10 debUG MSAP T ...t ettt e e e e et e e e e e s e tbe et e e e e e e aanneneeaaaeeeannnens 38-35
TS I o 1= o1 To I g 0 Yo | o I £ o R P TSSO RRRRIIN 38-36
38.4.12 debug MSAP KEEPANIVE ... ...ttt e ettt e e e e e e et e e e e e e e nnreeeeaaeeaanneees 38-36
TS e e =Y o TU o 0 <o [ o I 1] o PO RO URPTIIN 38-36
38.4.14 debUQ MSAP PACKEL.......ceiee it e et e e e ettt e e e e e e ettt e e e e e e aan e beeeeeaeeeaasneaeeaaaeeaannnens 38-37
TS I A Koo =Y o TU o g =T [ oI o= = RO USPTIIN 38-37
38.4.16 debUQG MSAP LM ...ttt ettt e e e ettt e e e e e e abb ittt e e e e e e aantbeaeeeaaesaannsaneaaaesaannnens 38-37
TS O o =] = TU L ) 1= = RO RSRRIIN 38-37
TS = e [=T=Yod T o] (o] o PRSP URPRIIN 38-38
38.4.19 EXIt-PEEI-IMOUE........eeeieiiiee ettt e ettt e e e e ettt e e e e e e e st et eeeae e e e abaeeeeeaeeeaansaeseeeaaesaannssneaaaeeaannnens 38-38
TS 2 I 4 =TS o ETe | o 1U o RO USRRIIN 38-39
TS I B Mo o [T T= U1 o Il o R P SO ISPTIIN 38-39
B8 2 P s 38-40
38.4.23 reISIIDULE ... e e e 38-40
384,24 TEIMOTE-AS......eeee e e et e oot e oot e e e e e e et e e e e e e e e e e e e e e e e e e e s st e e e e e e e e e e s s e e e e e e e e s e e e e eeeeeeaeannnes 38-40
TS I A o (o 111 (=] g1 0T [ o RSP USPTIIN 38-41
38.4.26 SA-TILET ...t n e e e e nnee 38-41
384,27 SB-TEOUEST ... 38-42
38.4.28 SA-TEQUEST-TILET ... ettt e e e e ettt e e e e e e et e e e e e e e nnraeeeaaeeaannneee 38-42
38.4.29 ShOW MSAP GIODAL ...ttt e e ettt e e e e e et e e e e e e e nneeeeeaaeeeanneees 38-43
38.4.30 ShOW MSAP [0CAI-SA-CACNE ........coiiiei ettt e e e e e eee e e e e eenneees 38-44
38.4.31 SNOW MSOP P ... et ee ettt e oottt e e e e e e e e bttt e e e e e e e ntbeeeeeaeeeaantbeseeeaeesaannnsseeeaaeeaannnens 38-45
38.4.32 SNOW MSAP SA-CACNE ...ttt ettt e e e e ettt e e e e e s e tbe et e e e e e e aanneeeeaaaesaannnens 38-46
38.4.33 ShOW MSAP SA-CACNE SUMMIAIY .....eii it ee ettt e e ettt e e e e sttt e e e e e e aantbeeeeeaeesaannseeeeaaesaannnens 38-47
38.4.34 SNOW MSAP SEALISTICS ...eeteeeiiiieeiiii e e e e ittt e e e ettt et e e e e e et e et e e e e e s e abbeeeeeeeesaantneeeeeaaesaanneaeeeaaesaannnens 38-49
38.4.35 SNOW MSAP SUMIMATY ...ciiiiiiiiiiii it ettt e e ettt e e e e e e e bttt e e e e e s aaabbeeeeaaeeaaanbaeseeeaaesaannseneeaaesaannnens 38-50
38.4.36 SNULHOWN......eiiie ettt e et e et e s s et e e ettt e e ne et e e s e et e e ann s e e e snne e e s nnrneeeannreeenanee 38-51
38.4.37 tH-tNIESNOIA .......eeeeiiiiee ettt s e e e e 38-51
38.5 COMMANDS FOR ANY CAST RP VA ... 38-52
38.5.1 deBUQG PIM ANYCAST-TP ...eeiieiiiiiiiiiii et ettt e e e e e ettt e e e e e s e aatbeseeeaeeeaansaeaeeeaeesaannsaneeaaesaannnens 38-52
38.5.2 1P PIM ANYCASE-T .. eeeieeeee ettt ettt e e e ettt e e e e e e e a ettt eea e e e e nbbeeeeeae e e aanbaeeeeeaeeeaannraneeaaeeeannrene 38-52
TS BT I oI o110 (=T 0}V oF= ) o o TP USPRIIN 38-52
38.5.4 ip pim anycast-rp SeIf-rP-addreSS...........uuiiiiiii it e e e e e e e naeeee 38-53
38.5.5 1P PIM FP-CANAIAALE .....eeeiiieiiiieiii ettt e ettt e e e e e e ettt e e e e e e e e ebbeeeeaeesaanneaeeaaaeeaannnens 38-54
38.5.6 SNOW AEDUGGING PIM ...ttt e e e ettt e e e e e e s bttt ee e e e e aantbeeeeeaaesaansnsaeeeaaesaannnens 38-54
38.5.7 show ip pim anyCast-rP firSt-NOP .....coi i e e e e eeneeee 38-54
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38.5.8 show ip pim anycast-rp NON-fIrSt-NOP ........coiiiiii e e e 38-55
38.5.9 ShOW ip PIM @NYCAST-TP SEALUS .....ceiieei ittt ettt e ettt e e e e e ettt e e e e e s aantaeeeeeaeesaanneneeaaaeeaannnens 38-56
38.6 COMMANDS FOR PIM=-SSM ... 38-57
38.6.1 P MUILICAST SSIM ...ttt ettt e e ettt e e e e e ettt e e e e e e e atbeeeeeaeeeaantbeseeeaaesaannnsseeaaaeeaannnnns 38-57
38.7 COMMANDS FOR DVIMRP ... .o 38-58
TS B A o 1= o 10 o I o 171 ] 1 o SRR IRURIIN 38-58
38.7.2 1P AVIMIP ENADIE ... .ottt ettt e e e e e ettt e e e e e e et bee e e e e e e e aanneaeeeaaeeaannreee 38-58
38.7.3 P AVITIIP MEIIIC .ottt ettt e e e oo oottt e e e e e e e atbee e e e e e e e e ntbeeeeeaaesaannnsneeaaaesaannnnens 38-59
38.7.4 1P dVMIP MUIICAST-TOULING ...ttt e e e e ettt e e e e e e e ntbe e e e e e e e s sanneaeeeaaeeaannnens 38-59
38.7.51p dVMIP OULPUL-TEPOI-AEIAY ......eeeeieei ettt e ettt e e e e e s et e e e e e s e nneeeeeaaeeeannneee 38-59
38.7.6 1P AVIMIP FEJECT-NON-PIUNEIS ... .etiiiiiee ettt e e e ettt e e e e e e et et eeeaeasaaabaeeeeaaeaaaansseseeeaaesaaannsseeeaaesaannnnens 38-60
38.7.7 1P AVIMIP LUNMNEL .ttt e e e e ettt e e e e e e e abbet e e e e e e e e ntbeaeeeaeesaannnsaneeaaesaannnens 38-60
38.7.8 SNOW 1P AVMI .ottt e e oo ettt e e e e e e e atbee e e e e e e e aanebeseeeeaesaannebeeaaeeeeannnens 38-61
38.7.9 ShOW IP AVMIP INTEITACE ...ttt ettt e e e e et e e e e e e e bt eeeaaeeeannnees 38-61
38.7.10 ShOW Ip AVMIP NEIGNDOT ... et e e e e et e e e e e e s nne e eeaaeseanneees 38-62
38.7.11 SNOW IP AVIMIP PIUNE ..ot e ettt e ettt e e e e e e ettt e e e e e e e s ntbeeeeeaeeeaantaeseeeaaesaannsseeaaaesaannnens 38-63
38.7.12 SNOW IP AVIMIP FOULE....ceiieei ettt ettt e e e e ettt e e e e e e abb ittt e e e e e e e ntbeseeeaeesaannnsbeeeaaesaannnnens 38-64
38.8 COMMANDS FOR DCSCM.....uiiiiiiieiiiiiiiie ittt ettt e e e e et e e e e s e s bbb e e e e e e e aannn e e eeeeee s 38-65
38.8.1 access-list (Multicast Destination CONIOI) ...........uueiiiie e e e e e e eeneeee 38-65
38.8.2 access-list (Multicast SOUICE CONIOI) ........ciiiii ittt e e e e e ebe e ee e e e e e e nneees 38-66
38.8.3 ip multicast destination-CoONtrol ACCESS-GIOUP ........ueeiieeeaiiuiiiiieee e e aeieieeea e e e s aataereeeeeesaenneeeeeaaeseanneees 38-66
38.8.4 ip multicast destination-control aCCEeSS-GroUP (SIP) ««veeeeeeriururrreeaeaiiaiieieee e e e st eee e e e s aeieeeeeeaeesaanneees 38-67
38.8.5 ip multicast destination-control aCCeSS-grouP (VIMAC) ......uuvueeieiaeeiiiiiiieeae e eeiieieee e e e aeineeeeeaeeseenneees 38-67
38.8.6 1P MUILICAST POIICY ... . et ee ettt ettt e e e e e ettt e e e e e e s n b beeeeeaeesaanneeeeeaaeeaannnens 38-68
38.8.7 I MUILICAST SOUICE-CONION ... ..ttt ettt e ettt e e e e ettt e e e e e s e nebe e e eeaeeeaanneeeeaaaeeaannnens 38-68
38.8.8 ip multicast SOUrCE-CONIOl ACCESS-GIOUD ...ceeeeeiiuurreeteaeaeaaitteeeeaaeasaattereeeaeasaatneseeeaaesaaannsseeeaaesaaanneens 38-69
38.8.9 multicast destinatioN-CONIOL..............uiiiiieieii e e e e e 38-69
38.8.10 show ip multicast destination-CONLIOL............cooi i e e 38-70
38.8.11 show ip multicast destination-CoNtrol ACCESS-lISt.........coi i 38-70
38.8.12 ShOW Ip MUIICAST POIICY ...ttt ettt e e e e ettt e e e e e e e nateeeaaaeeeanneees 38-71
38.8.13 show ip MUItICAST SOUICE-CONTION ..........eeiiiiieee ettt e e e e e ee e e e e e nneeee 38-71
38.8.14 show ip multicast source-control aCCESS-IISt ..........oiiiiiiiiiiiii e 38-71
38.9 COMMANDS FOR IGMP ... oo 38-72
TS ol (=T T o o ag] o JN e (0] o RO URURIIN 38-72
38.9.2 dEDUQG IGIMP EVENL ...ttt ettt e oottt e e e e e ettt e e e e e e e eantbeeeeeaaesaannneaeeaaaesaannnens 38-72
38.9.3 deBUQG IGMP PACKEL . ... ettt ettt e e e e ettt e e e e e e e tbeeeee e e e s aannneaeeeaaeeaannnens 38-72
38.9.4 IP IGIMP ACCESS-GIOUD -.eeeeteeieauuuttieeeaeeaaauteeeaeaasaaaateeeeaaaeaaaastaeeeaaaeasaansaeseaaaeaeaansssseaeaaesaansnssneaaaesaannnsnns 38-73
38.9.5ip IgMP IMMEIALE-IEAVE ...... ..ottt e e e e e et e e e e e e et e eaaaeeeannnees 38-73
38.9.6 1P IGIMP JOIN-GIOUP ....eeeeeeetee ettt e ettt et e e e e e et e et e e e e e e e ataeeeeeaeas e nbbeeeeeaeeeaansbeseeeaaesaansnssneaaaesaannnens 38-74
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38.9.7 ip igmp last-member-qUery-iNtErVal........... ..o e e e e eeaeees 38-74
TS e IR I o I Te o 0] o N 1 T SRR SRUTIIN 38-74
38.9.9 IP IGMP QUETY-INTEIVAL. ....coii ittt ettt e e e e s ettt e e e e e e et beeeeeaaesaanneneeeaaesaannnnne 38-75
38.9.10 ip IgMP QUETY-MaX-TESPONSE-TIME ... .. .eiiiiiiee ettt ee e e ettt e e e e e e ettt e e e e e s aabaeeeeeaaesaanneeeeeaaesaannnens 38-75
TS I AT o I To [ o] o o [01=T V2 1144 1= To 10 | SO SUOUPPUSRRIIN 38-76
38.9.12 ip igmpP rOBUSE-VANADIE......... ..ot e e e e nnnaee 38-76
TS I A 1o I o ] oS3 = L oo ] {011 o RO SRURIIN 38-77
TS I I N T o I o 0 ] o A=Y 7T ) o R P TS OUPURRTIIN 38-77
38.9.15 SNOW I IGIMP GFOUPDS ...eeeeeeiiiittieee e e e ettt ettt e e e e et te et e e e e e e e atbeeeeaaeaaaanbbeeeeeaeeeaansaeseaaaaesaannnsneeaaaesaannnens 38-77
38.9.16 ShOW IP IgMP INEITACE ...ttt e ettt e e e e e et e e e e e e e nneeeeeaaeeeannnees 38-80
38.10 COMMANDS FOR IGMP SNOOPING .....cceieieieieieeee e e et ee e e et e s e s e s e ae e e s e s e ananaesnaeananaaananaeananananananananananans 38-80
38.10.1 clear ip igMmpP SNOOPING VIAN........ciiiiiii ettt e e e e e et e e e e e s e naeeeeeaaeeeenneeee 38-80
38.10.2 clear ip igmp snooping vian <1-4094> MIOULEI-PON...........uueiiieeeiiiiiiieea e e e eeiieieee e e e seieeeeeaaeeseenneees 38-80
38.10.3 debug igmp snooping all/packet/event/timer/mMfC ... 38-81
TS IO IR AT o I o ] o= g oo o] o [ EEPT PP SRPTIIN 38-81
38.10.5ip IgMP SNOOPING VIAN ..ttt ettt e e e e e ettt e e e e e e e s tbeeeeeaaesaannebeeeaaesaannnnens 38-81
38.10.6 ip igmp snooping vlan immediate-IEaVEe ...............ueiiiii i 38-82
38.10.7 ip igmp SNooping VIan 12-geNEral-QUETIET ... .uieiieee ettt ettt e e e e et ee e e e e eenneeee 38-82
38.10.8 ip igmp snooping vlan 12-general-QUENEI-SOUICE .........oi i uuurieaeeaiaiiiieeaae e s eaiieieee e e e aeineeeeeaaeseanneees 38-82
38.10.9 ip igmp snooping vlan 12-general-qQUErEr-VEISION ...........cuueeiieeaaiiiiiieee e e e iee e e e eeaeeeeanneees 38-83
38.10.10 ip igmpP SNOOPING VIAN TIMIT......eiiiiiie ettt e e e e et e e e e e e e nbe e eeaaeeeannnens 38-83
38.10.11 ip igmp snooping vlan mrouter-port iINTEIFACE ...........ooui i 38-84
38.10.12 ip igMP SNOOPING VIAN IMIPL ...ttt e ettt e e e ettt et e e e e s e eabbee e e e e e e e s taeeeeeaaesaanneeeeaaaesaannnens 38-84
38.10.13 ip igmp SNOOPING VIAaN QUETY-INTEIVAL........oeii ittt e e e e e e e eaneeee 38-84
38.10.14 ip igmpP SNOOPING VIAN QUETY-IMISP ....eeiieiiiaee ettt eae e e e aetieeeeaaaasaaataeeeeeaeasaansaeseeeaaesaaannsseeeaaesaannnnnns 38-85
38.10.15 ip igmp SNOOPING VIAaN QUETY-TODUSINESS ......oeeiieiieee ettt e e e e e e e e e e e eenneees 38-85
38.10.16 ip igmp snooping VIan report SOUrCE-a0AIESS ........cueiiiiuruerieeaaaiaiiiieeaa e e e ariiereea e e e aaineeeeeaaeseanneees 38-85
38.10.17 ip igmp SNOOPING VIAN SEALIC-GIOUPD ... .eeeeiieee ettt ee e e ettt e e e e e st e e e e e s aanebeeeeeaaesaanneeeeeaaesaannnens 38-86
38.10.18 ip igmp snooping vian SUPPreSSION-QUETY-TIME .......ceiiiiuruiiieee et e e e e eee e e e s eeaeeeeenneees 38-86
38.10.19 SNOW IP IGIMP SNOOPING. ... eeeeeeeeaee ettt e e e e ettt e e e e e e e atee e e e e e e e s s aabbeeeeeaeasaansneseaeaaesaannssneaaaesaannnnens 38-87
38.11 COMMANDS FOR IGIMP PROXY ...t ittt ce ettt ettt e e e n e s e s e e 38-89
38.11.1 Clear ip igMP PrOXY GFOUPD ... .uuueeeeeeaaeaaittteeeeaaeaaautteeeaaaeaaaneaeeeeaaeasaansaeseaeaeaaaansssseaeaaesaaannssneeaaasaannnsens 38-89
38.11.2 debug IgMP PrOXY Al .......ooi ettt e e e e e e e e et e e e e e e e anereeeaaeeaanneene 38-89
38.11.3 debuQg IGIMP PrOXY EVENT ... ... ettt e ettt e e e e ettt e e e e s e atbeeeeaae e e aantbeeeeeaaesaanneseeeaaesaannnens 38-89
38.11.4 debug IgMP PrOXY MFC ... ettt e ettt e e e e s et e e e e e e e nneeeeeaaeeeannnens 38-90
38.11.5 debug Igmp ProXy PACKETL ... ... et e et e e e et e e e e e e e e e e e e e e nnneee 38-90
38.11.6 debuQg IGMP PrOXY tIMEE ... ettt ettt e e e ettt e e e e e ettt e ee e e e e eansbebeeeaaesaanneeeeeaaeeaannnens 38-90
TS I A T o I To [ o] o o] 0 Y PR P TSP USPTIIN 38-91
38.11.8 ip IGMP PrOXY AOOIEUALE ... ... eeeeeiieae ettt e e e e e et et e e e e e e s e ataeeeeaaaasaastaeeeeaaeasaansssseeaaaesaaasnssneaaaesaannnnens 38-91
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38.11.9 ip IGMP ProXY QOWNSIFEAM ... ..eiiiiiee ittt e e e e ettt e e e e e e et e et e e e e e s s aabbeeeeeaeaaaantbeseeeaeesaasnsseeaaaeeaannnens 38-91
38.11.20 ip IGMP PrOXY HMIL.....eeeeeee ettt e e e ettt e e e e s et b et e e e e e e e nbaeseeeaaesaannneneeeaaesaannnnens 38-92
38.11.11 ip IgMP ProXy MUIICAST-SOUITE .....ciiiieiiiiiie ettt ettt e e e e ettt e e e e e e e antbee e e e e e e sanneeeeeaaeeaannnees 38-92
38.11.12 ip igmp proxy unsolicited-report INTEIVAL..............eeiiii i e e 38-92
38.11.13 ip igmp proxy unsolicited-report FODUSINESS .........coiii i 38-93
38.11.14 ip IgMP PrOXY UPSIFEAMN .....ieeeieieeeee ettt e e e e e e ette et eaa e e s aataeeeeaaeasaantaeseeeaeeeaansasseeeaaesaannssneaaaesaannnnens 38-93
38.11.15 IP MUIICAST SSMN... . eeeeeieie ettt e ettt e e e e ettt e e e e e e e et bttt e e e e e s e nbbeeeeeaeeeaantaeseeeaaesaannnssneaaaesaannnens 38-93
38.11.16 iP PIM DSI-DOMAEN ...ttt e e e e e ettt e e e e e s e nneeeeeaaeeeannnees 38-94
38.11.17 Show debugQiNgG IGMP PrOXY ... .ceeeeeiiueieeeeae e ettt e e e e e s et iee e e e e e e s e aabaeseeaaeeaaanbaeeeeeaaasaannnsseeaaaesaaannsens 38-94
38.11.18 SNOW I IGIMP PIOXY . .eeeeeeeiiiiteteeeeaeeeaaatteeeeaesaaaatteeeaaaeaaantaeeeeaaeaaaansbeseeeeeeaaansasseaaaeesaasnsaneeaaesaannnnens 38-95
38.11.19 ShOW iP IgMP PrOXY MIEOULE .....eeiiieieiieitteeeae e e eetteeeeae e e e e atteeeeaaeasaaabbeseeaaeasaansneseeaaaesaannnsneeeaaesaannnnens 38-96
38.11.20 Show ip igMP ProXy UPSIEAIM GIOUPS ....eeeeeeeeiuuttereaaeaaaautueeeaaaaasaantusseeaaaaaaasnsseeeaaasaaannsseeeaaesaansnsees 38-97
CHAPTER 39 IPV6 MULTICAST PROTOQCOL ... 39-1
39.1 PUBLIC COMMANDS FOR MULTICAST ..t iet et et et et e e e e et et e e et e s et e s e ae e e s e s e ae s e s e ae s e anananananananananananananananananananans 39-1
39.1.1 SNOW IPVB MIIOULE ... .. iee ettt e e oottt e e e e e ettt e et e e e e e e antbe et eae e e antbaeeeeaeessannnnseeeaaesaannnnens 39-1
39.2 COMMANDS FOR PIM-DIMB......cccoii i 39-2
39.2.1 debuQg IPVB PIM tIMEE SAL ..o eiieeiie ettt e ettt e e e e e et bt e e e e e e e e antbeeeeaaeasaannaneeeeaaesaannnens 39-2
39.2.2 debBUQ IPVB PIM tIMEE SI...ii ettt ettt e e ettt et e e e e e e e a bttt e e e e e e amtbeeeeeaeessannanneeeeaesaannnens 39-2
BTS2 BN 01V G 1 0T (o 11 (=P UT OO URPTIIN 39-3
39.2.4 IPVB PIM DSI-DOFUEN ...ttt e e e e e ettt e e e e e e e nbbe e e e e e e e s sannaeaeeeaaesaannnens 39-3
39.2.5IPVB PIM AENSE-MOUE.....cei ittt e e e e ettt e e e e e e e ae bt et e e e e aeantbeeeeeaeassannasseeeeeesaannnens 394
39.2.6 IPVO PIM AI-PIIOTILY ...t eeee ettt ettt e ettt e e e e e e st e et e e e e e e aanebeeeaaaeasaantbeeeaeaeesaannnsseeeeaesaannnens 394
39.2.7 IpVE PIM EXCIUAE-GENIA ...oeeiieiieei ettt e ettt e e e e e ettt e e e e e e s atbee e e e e e e s eannanneeeaaeeaannnens 394
39.2.81pV6 PIM Nello-NOIAtME ... et e e e e s e e e e e e e e nnneee 39-5
39.2.91pV6 PIM NEHO-INTEIVAL .....ooiiii ettt e e e e e e et e e e e e e e e ennaeeeeeeeeeaannnees 39-5
39.2.10 ipV6 PIM MUITICASE-FOULING ......etieeieeeeee ittt ee e ettt e e e ettt e e e e e e et et e e e e e e e antbeeeeeaeessannnnneeeeaesaannnens 39-6
39.2.11 ipV6 PIM NEIGNDOI-FIIEL ... et e et e e e e e s et e e e e e e e e nnnees 39-6
TS B2 A 1 o)V o o] 10 g Tode] o1 oo o = S SR UR OO URPTIIN 39-7
39.2.13 ipv6 pim state-refresh origination-INtEIVal ...............ooi i 39-7
39.2.14 ShOW IPVB PIM INEEITACE. ... ettt e e ettt e e e e e s et e e e e e e s eannaeaeeeeeeeaannnens 39-7
39.2.15 show ipv6 pim Mroute AENSE-MOUE ..........eiiieiiiiiiiiiii et e ettt e e e e e e e etbee e e e e e e s e annneeeeeeeeeaannnees 39-8
39.2.16 Show IpV6 PIM NEIGNDOT ... ..ot e e e et e e e e e e e nnnees 39-10
39.2.17 ShOW IPVB PIM NEXENOP. ... ittt ettt e e ettt e e e e e s et e e e e e e e e aannneeeaaaeeeannnnees 39-11
39.3 COMMANDS FOR PIM=SMB......ccco oo 39-12
39.3.1 Clear ipV6h PIM DSE FP-SEL. ...ttt ettt e e e e ettt e e e e e e e et e et e e e e e e aanneeeeeaaeeeanneene 39-12
39.3.2 deDUQ IPVB PIM EVEINES ...t e ettt e e ettt e e e e e e e bttt e e e e e s e ntbeseeeaaesaanneneeaaaeeaannnens 39-13
39.3.3 deBUQG IPVB PIM MFC ... ettt e e e ettt e e e e e ettt e e e e e e e nneaeeeaaeeaannnees 39-13
39.3.4 debUQg IPVB PIM MM ...t ettt e e e e ettt e e e e e e e e tbee e e e e e e s aanneneeeaaeeaannnnene 39-13
39.3.5 debug ipVB PIM NEXINOP ...ccc ettt e e e e e e et e e e e e e e nae e eeaaeeeannnees 39-13
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39.3.6 dEBUQG IPVB PIM NSIM ...ttt e e e e ettt e e e e e s bttt e e e e e s aantbeseeeaaesaannnsseeeaaeeaannnens 39-14
39.3.7 debUuQg IPVE PIM PACKETL ...t e ettt e e e e e s et e e e e e e aanneeeeeaaeeeannnene 39-14
39.3.8 dEDUQG IPVO PIM SEALE .....eeiiiiiiieeii ettt e e ettt e e e e e s e bttt e e e e e s e ntbeeeeeaaesaasnebeeaaaeeaannnnens 39-14
1o IS e o (= o 10 [0 I 01V G o] 4 0 110 0= R P T UUUUPURPTIIN 39-15
TS O K0 I 1Yo 1] (o 10 (=R P SO RRRRIIN 39-16
39.3.11 IPVB PIM ACCEPL-TEGISTEN ... eeeieiteee ettt e e e e ettt e e e e e e ettt e e e e e e e aatbeeeeeaeaeaansbeeeeeaaesaannsaeeeaaesaannnnens 39-16
39.3.12ipV6 PIM DSI-DOFAEN ...ttt e ettt e e e e e e e e e e e e e e e eennnees 39-17
39.3.13 ipV6 PIM DSI-CANAIAALE ...ttt ettt e e e e e e et e e e e e s e ann e eaaaeeeannnees 39-17
39.3.14 ipv6 pPim CISCO-regiSter-ChECKSUM ... ...ttt e e e e e e e e e nneeee 39-18
39.3.15 IPVE PIM AF-PEIOFILY ...eeeeeieeeieiieee et e e ettt e e e e ettt e e e e e e st et e e e e e e e s ataeseeaaeeeaansbeseeeaaesaannsaneaaaesaannnens 39-18
39.3.16 ipV6 PIM EXCIUAE-GEINIA ... ...ttt ettt e e e e e ettt e e e e e e e eantbeeeeeaaessannneneeaaaeeaannnene 39-19
39.3.17 ipv6 PIM Nello-NOIALIME ...ttt e e et e e e e e e e nae e ee e e e e eanneees 39-19
39.3.18 ipV6 PIM NEIO-INTEIVAL ...ttt e e e e e e et e e e e e e s nneeeeeaaeeeannnees 39-19
39.3.19 ipV6 PIM igNOre-rP-SEL-PIIOIILY ... ceiiiiiiieiieeteee ettt a e e e ettt e e e e e s e eatbeeeeeeeasaantaeseeeaaesaanneseeaaaesaannnens 39-20
TS 2 I 1Yo o] 10 0T o 1141 RO IRPRIIN 39-20
39.3.21 Command: ipv6 Pim MUILICAST-TOULING ......ceeeeiiiiiiiiiee et e ettt e e e et e e e e e s s eabe e eeaaeeeanneees 39-21
39.3.22 ipV6 PIM NEIGNDOI-FILEI ... ettt e e e e e et ee e e e e e nnnees 39-21
39.3.23 ipVv6 PIm register-rate-lmit......... ..o ettt e e e e e e e e e e e e nneeee 39-21
39.3.24 ipv6 pim register-rp-reachability ..............ooiiii e e e 39-22
39.3.25 IPVB PIM FEOISIEI-SOUICE ... ... eeeeeiiiee ettt e e e e ettt e e e e e e e et bt eeeaeeaaaaatbeeeeeaeeeaansasseeeaaesaannsaneaaaesaannnnens 39-22
39.3.26 IPV6 PIM FrEQiSTEr-SUPPIESSION ....ciieei ittt eee e ettt eaa e e e e atteeeeaaeasaantaeseeeaeesaansaeseaeaaesaaannsaeeaaaesaannnnens 39-23
TS By o)V o o] 10 g 0 = To [0 [ £SO RRPRIIN 39-23
39.3.28 IPV6 PIM FP-CANAIALE......cei et e ettt e ettt e e e e s ettt e e e e e e e n b beeeeeaeesaannneneeeaaeeaannnnene 39-23
39.3.29 ipV6 PIM FP-TEGISIEI-KAL ...ttt e ettt e e e e e e et e e e e e s aeaneeeeeaaeeeannnees 39-24
39.3.30 IPV6B PIM SCOPE-DOITUE ...t ee ettt ettt e e e e ettt e e e e e e e bttt e e e e e e aantbeeeeeaaesaannsseeeaaeeaannnens 39-24
39.3.31 IPV6B PIM SPAISE-MOUE ... iieeeeeeeeae ettt e e e e ettt e e e e e e et beeeeeaeaa s nbbeeeeeaeaeaansaeseeeaaesaannseneaaaesaannnnens 39-24
39.3.32 ShOW IPVB PIM DSI-TOULET ... .eeeeiiiieee ettt e ettt e ettt e e e e ettt e e e e e e e antbeeeeeaeesaannneneeaaaeeaannnnens 39-25
39.3.33 ShOW IPVB PIM INEEITACE. ...ttt e e e e e et e e e e e e e nnneeeaaaeeeanneens 39-26
39.3.34 show ipVv6 Pim Mroute SPArSE-IMOTE .......coieiiiiiiiiiiieee ettt e e e e ettt e e e e e s e atbeeeeeaaesaaannsaeeeaaeeaannneens 39-27
39.3.35 Show IpV6 PIM NEIGNDOT ... ..ottt e e et e e e e e e nneees 39-28
39.3.36 ShOW IPVB PIM NEXENOP. ... ittt e ettt e e e e s ettt e e e e e e e nnreeeeaaeeeannnens 39-29
39.3.37 ShOW IPVB PIM IP-NASK ..ottt e e e et e e e e e e e enneees 39-31
39.3.38 ShOW IPV6 PIM P MAPPING -...eeeeiiieaee ettt e e e ettt e e e e e s et et e eaaeasaaataeeeeaaeasaansnsseaeaaasaaannseeeaaaesaannnnens 39-31
39.4 COMMANDS FOR ANYCAST RP VB .. oot 39-32
39.4.1 debug iPVO PIM ANYCASE-TP ... eeeiiiieeee ettt e ettt e e e e et e et e e e e e s s abaeeeeeaeesaantaeseeeaaesaannsseeeaaesaannnens 39-32
39.4.2 IPVB PIM BNYCAST-TP ..tteeetee ettt e e e ettt e e e e e e et et e eaa e e e e ataeeeeaaeasaansbeeeeeaeeeaansaeseeeaaesaasnssneaaaesaannnnens 39-32
39.4.3 IPVB PIM ANYCAST-TP ...eeteeieie ettt e e e ettt ettt e e e e et e et eaa e e e e ataeeeeaaeasaantbeeeeeaeeeaansaeseeeaaesaasnsseeaaaesaannnens 39-33
39.4.4 ipv6 pim anycast-rp SeIf-rP-addreSS ..........eei it e e e e anneaee 39-33
39.4.51pVE PIM FP-CANAIAALE.....ceie ittt ettt e e e e sttt e e e e e e et b ee e e e e e e s aanneneeeaaeeaannnens 39-34
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39.4.6 Show debugging IPVB PIM.........eeeiiiieei et e et e ettt e e e e s ettt e e e e e e aantbeeeeeaeesaanneaeeeaaesaannnens 39-34
39.4.7 show ipv6 pim anyCast-rP firSt-NOP.........eieeii e e e 39-35
39.4.8 show ipv6 pim anycast-rp NON-fIrSt-NOP .....c.ouii i e e 39-35
39.4.9 Show ipV6 PIM @NYCAST-TP STALUS ....eeiiiiieiiiii e ettt e e e e ettt e e e e e e et e e e e e e e e aanneaeeaaaeeaannnees 39-36
39.5 COMMANDS FOR PIM=SSMGB .....ccoi i 39-37
9.5, HPVB PIM SSIM ..ttt e ettt e e e oottt e e e e e e s et ee et e e e e e e e a b bttt eaae e e e nbbeeeeeaeeeaannaeseeeaeesaanneeneeaeeeeannrene 39-37
39.6 COMMANDS FOR IPVB DCSCM......cciiiiiiiiiiiiee ettt ettt e e e e st e e e e e e e s eeeeee s 39-38
39.6.1 ipv6 access-list(ipvb6 MUItiCast SOUICE CONIOI) ........uiiiiiiiiiiiiii e e e e 39-38
39.6.2 ipv6 access-list(multicast destination CONLIOI) ...........ooii i e 39-38
39.6.3 ipv6 multicast destination-CoNtrol ACCESS-GrOUP. ......uuiuaiiiiiiiieieae e et e e e e et e e e e e s e ee e e e s e enneees 39-39
39.6.4 ipv6 multicast destination-control aCCESS-GroUP (SIP) ... eea uruerrereeariaiiiiieaee e et eee e e e e eeieeeeeeaeeeeaeneees 39-40
39.6.5 ipv6 multicast destination-control aCCeSS-group (VIMAC)........ueiiaaeaiiiiiiiiieee e aaiiiiiee e e e eeiieieeeaeeeeeineees 39-40
39.6.6 IPVO MUILICAST POIICY -...eeeeeieeiiiee ettt e e e e ettt e e e e e e et bee e e e e e e e aanneneeaaaeeeannnens 39-41
39.6.7 IPV6 MUIICAST SOUMCE-CONLIOL. ......ceiiiiiiiieiie et e et e ettt e e ettt e e e e e e ettt e e e e e e aenbeeeeeaaeeeannnees 39-41
39.6.8 ipv6 multicast SOUrce-CONLrOl ACCESS-GIOUP .....eiuuruerieaeeaaaitieeeeaeeasaatieeeeaaeesaantaeseeaaeesaanneseeeaeesaannneens 39-41
39.6.9 multicast destinatioN-CONIOL..............uiiiiriiei e e e e s e e nnee 39-42
39.6.10 show ipv6 multicast destinatioN-CONTIOL..............uueiiiii e e e 39-42
39.6.11 show ipv6 multicast destination-control aCCESS-liSt .........c.uueiiiiiiiiii e 39-43
39.6.12 ShOW IPVB MUILICASE POIICY ... .eeeeeeeeee ettt ettt e e e e e et e e e e e e e nneeeeeaaeeeannnees 39-43
39.6.13 show ipV6 MUItICAST SOUICE-CONTION .........eiiiiiiiiiiiii ettt ettt e e e e e e e e e e e e e eanneeee 39-44
39.6.14 show ipv6 multicast source-control aCCESS-IISt........couiiiiiiiiiiiie e 39-44
39.7 COMMANDS FOR MLD ... 39-44
39.7.1 Cle@r iPVO MIA GIOUP ... ..eeiiee ittt e ettt e ettt e e e e e ettt e e e e e e e ntbeeeeaaeesaantaeseeeaaesaannsseeaaaesaannnens 39-44
39.7.2 debUQ IPVE MIO EVENES ..ottt e ettt e e e e e ettt e e e e e e e ntbeseeeaeesaannnebeeaaaeeaannnene 39-45
39.7.3 debUQg IPVE MI PACKET ...ttt e ettt e e e e e ettt e e e e e e e nneeeeeaaeeeannneee 39-45
39.7.4 IPVE MU BCCESS0IOUD ..eeeieeiiittiiieeaeeaaaetteeeeaeeaaaatteeeeaaeaaaaataeeeeeaaaaaantaeeeaaaeaeaansasseaaaaesaasnssneaaaesaannnnnns 39-46
39.7.51pv6 MId IMMEAIALE-ICAVE ...ttt e et e e e e e e e nae e ee e e e s eenneees 39-46
TS B N G oAV GT 1o [ To] 1 g KT [ (o U1 o FU RSO ISPTIIN 39-47
39.7.7 ipv6 MId jOIN-grOUP MOAE SOUICTE ...cceiiieieeeieae e ettt e e e e e ettt e e e e e e e atbee e e e e e e e aansbeaeeeaaesaannsaeeaaaesaannnens 39-47
39.7.8 ipv6 mld last-member-QUEry-INTEIVAL......... ...t e e e e e e enneeee 39-47
39.7.90PVE MIL TIMIL ..ottt ettt e e e e ettt et e e e e e e s abbee e e e e e e e aantbeaeeeaeesaannnesneeaaeeaannnens 39-48
39.7.20 ipV6 MIA QUETY-INTEIVAL ...ttt e ettt e e e e e et e e e e e e aannreeeaaaeeeannnees 39-48
39.7.11 ipv6 mId qQUErY-MaX-TESPONSE-TIMIE .......ueiiiieie ittt ee ettt e e e e e st e e e e e s e aebeeeeeaeesaanneaeeaaaesaanneens 39-49
39.7.12 ipV6 MIA QUETY-HIMEBOUL....... et ee ettt e ettt ettt e e e e e s ettt e e e e e e e ntbeseeeaaesaannneneeaaaeeaannnnens 39-49
39.7.13 IPVE MIA SEALIC-GIOUP «..eeeeeei ettt e e ettt e e ettt e e e e e e ettt e e e e e s e ntbeeeeaaeeeaansbeseeeaeesaasnsseeeaaeeaannnens 39-50
TS B A I V(S 11 (o ANV =T 3 o] o RO PRSPTIN 39-50
39.7.15 ShOW IPVB MU GIOUPS .ciieeiiitiie it e ettt ettt e e e e e ettt e e e e e e s abbee e e e e e e e aantbeseeeaeesaannnsneeeaaeeaannnens 39-51
39.7.16 ShOW IPVB MU INEEITACE....... . ettt e e e ettt e e e e e e e nne e e e e e e e eannnees 39-51
39.7.17 ShOW IPVE MU JOIN-QIOUP -...uieeeiiiieeee ettt ettt e e e e ettt et e e e e e ettt e e e e e s aantbeeeeeaeesaannneneeeaaeseannnens 39-52

1-32



XGS3 Command Guide

39.8 COMMANDS FOR MLD SNOOPING CONFIGURATION......cctttttttutieeeeereerinnaeseeeserssnnniaeeesessstnnaneeaesenes 39-52
39.8.1 clear ipv6 MId SNOOPING VIAN .......eiiiiei ettt e e ettt e e e e e et e e e e e e e e aenneeeeeaaeeeanneees 39-52
39.8.2 clear ipv6 mld snooping vian <1-4094> MIOULEIr-POIM.......uuueiiieeeeiiiiiieee e e iee e e e eeae e e eenneees 39-53
39.8.3 debug mld snooping all/packet/event/timer/mMfC ........ ..o 39-53
39.8.4 VO MIA SNOOPING ...ttt ee ettt ettt e e e e e ettt e e e e e e st bt et eea e e e s atbeseeeaeeeaansbeseeeaaesaannseneeaaesaannnnens 39-53
39.8.51pV6 MId SNOOPING VIAN. ..ottt ettt e e e e ettt e e e e e s e ntbe et e e e e e e aanneeeeeaaeeaannnens 39-54
39.8.6 ipv6 mld snooping vian iMMEdIate-lEAVE ..............uueiiiii i e e 39-54
39.8.7 ipv6 mld snooping vIan 12-general-QUETIEN .............ueiiiie ettt e e e e e e nneees 39-54
39.8.8 ipv6 MId SNOOPING VIAN TIMIL ...ttt e e e e et e e e e e s e nneeeeeaaeeeanneens 39-55
39.8.9 ipv6 mld snooping vian mrouter-port INtErface .............oou i 39-55
39.8.10 ipv6 MId SNOOPING VIAN MIPL ...ttt e e e ettt e e e e e e s et eeee e e e s aananeeeeaaeeeanneens 39-56
39.8.11 ipv6 mld snooping vIan QUErY-INTEIVAL ............oo i e e 39-56
39.8.12 ipv6 mMId SNOOPING VIAN QUETY-ITIFSP ....eeiieiiieee ettt ee e e e ettt e e e e e e ettt e e e e e e aantbeaeeeaaesaannseeeaaaesaannnens 39-56
39.8.13 ipv6 mid SNooping Vlan qUErY-TODUSINESS ......c..eiieiiiee ettt e e e e s a e e e e e enneeee 39-57
39.8.14 ipv6 mId SN0OPING VIAN STALIC-GIOUD ... ..ueeeiieee et ee e ettt e e e ettt e e e e ettt e e e e e e aennneeeaaaeeaannnees 39-57
39.8.15 ipv6 mid snooping vlan SUPPresSSioN-qUENY-TIME .........ooiiiuiiiieaeai e e e e ea e e e eeneees 39-57
39.8.16 ShOW IPV6 MIA SNOOPING.......ueeeeeeieeee ettt e e e ettt e e e e e ettt e e e e e s e atbeeeeeaeeaaansaeeeeeaaesaanneeeeeaaesaannnens 39-58

CHAPTER 40 COMMANDS FOR MULTICAST VLAN ..o 40-1
0 I Y 0 T T3 Y T RPN 40-1
40.2 MULTICAST-VLAN ASSOCIATION. ....cettuttuuuaeeeestettrntnsieeeeesesstnnnaeesseeststnnnareeeesestnnaeereerrrmeeerrrrrn 40-1

CHAPTER 41 COMMANDS FOR ACL ..criiiiiice e 41-2

41.1 ABSOLUTE-PERIODIC/PERIODIC.........ccettttiiieieieieeeeeteeeee e et e e et et et e e et e e e e e e e e et e e e e e e e e e e e e e ee e e e e e e eeeeeeeeeeeeaeaeaeeees 41-2

N = 1T I 1 =3 Y 2 RPN 41-3

41.3 ACCESS-LIST (IP EXTENDED) .. uuuttttteeeeessautssseeseeesssnnsnseneeeessammssssnseesessanmsssmsseseeessamsssmmereeesmmmmsmmmmeeeenn 41-3

41.4 ACCESS-LIST (IP STANDARD) ...uuttttteteeesiitetseeseaesssanteseneeeeesaansssesseeeessanassssseseeessansssseeeeeessmmssmenreeeenns 41-4

41.5 ACCESS-LIST(MAC EXTENDED)...utttttteeetsautuserereeesssnnssnnneeeeessansssesseeeessammsssnseseeessamssmsemeeeesanmmsmmmmmeeen 41-5

41.6 ACCESS-LIST(MAC-IP EXTENDED) ....eeeeetistttteeteeessssntsnnreeeeesaansssnnnessesssaassssseseeesssmsssseeeeeessnmnsmmnreeeenns 41-6

41.7 ACCESS-LIST(MAC STANDARD) ...1ettttteeiiautttreeteeessiastsseneeeeesaansssesneeeesssaasssseeseeessanssssneeseesanmnsmenreeeens 41-7

41.8 CLEAR ACCESS-GROUP STATISTIC INTERFACE ...uuuiiieieieittiiieeseeseeettntnseseseessstnnaseesssessnnnaeeeseesnmnnn 41-8

T i T RPN 41-8

41,10 FIREWALL DEFAULT ...etttttttttsseeeeeeeettutaeseeeseeasstasaeeeessastanassaaeseeststsanaaeeeessstannnnsaeessesssnnnnsareeeeeessnnnn 41-8

o I I I Yo o =TS =5 1 =11 o = N 41-9

A1.12 IP ACCESS STANDARD ...ettutuuieeetttetttuuaeeeeesesaentataeeeeseestnnn s eeeteestntaanareeeeeestanraeererrrrmareeeeresrnnnn 41-9

I R Y Yo =7 I = SR 41-10

41.14 IPVE ACCESS STANDARD ...tuuuiiieettetttttuaeeereeeestntaieeeeersastannraaeteertrtannareeererstnnnaeereerasrnaaaeaereens 41-11

41.15 IPVE ACCESS EXTENDED....uuuueiieeeteettttuuaeeesesesstnnaiaeesessastnnneeeteeststannareeeserssmnmaeeeeeresrnaaaerren 41-11

41.16 {IP[IPVE|MAC|MAC-IP} ACCESS-GROUP......cuuttiieeiiiinrrerreeeeessasstenereeesesaansstseeeeaesssaassrerreeeessinnssssnens 41-11

A1.17 MAC ACCESS EXTENDED.....cettuuetttuueetttueeeeatneeeenuaesstnnaeeetnaaeenanetetnnaaeeetaaeeennneerennneernsnnaeennnnsaees 41-12
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41.18 MAC-IP ACCESS EXTENDED ......utttttteeeseeseeseaseasesseaseseesseseeseaseaseasessesseseessessessasessessessensessensensaseanes 41-12
41.19 PERMIT | DENY (IP EXTENDED). . uutettteesstsuttenreseeesssanstnnnneseeesaansssssnsesesesnmsssssssesessanmssseseeeeeesmnssssnens 41-13
41.20 PERMIT | DENY(IP STANDARD) «..ttttttteetsiiutttnreseeesssnstsseeeseessaansssnseseseesaamsssssesesessanmnssmmseeeeeesannmsnnens 41-14
41.21 PERMIT | DENY(IPVE EXTENDED) t1vvtteeieiiuttrurereeessssnntnneeeseeessansssnnnsssesssannsssssssesesssnmssssseseeesssnnsssnnees 41-14
41.22 PERMIT | DENY(IPVE STANDARD) ...etteeetiiuuttreeereeessssntnnseeseeesssassssnnsseesssanssssssesesesssnmsssnseseeessmnnsssnnens 41-15
41.23 PERMIT | DENY(MAC EXTENDED) ..eetteeisiiutttueeeeeesssssntnneeesseesssasssnnnsssesssamnsssssssesesssnmssssmseeeeessmnsssnnens 41-15
41.24 PERMIT | DENY(MAC-IP EXTENDED) +1eeeetiuuttturereeessssuntsnnreeeesssansssnnnsesesssnamsssssssesesssnmnssmmseeeeessmnssssnens 41-17
4125 SHOW ACCESS-LISTS .uveueeueareatessessesseseeseeseaseaseasesseasessessesseseaseaseasessessessensessessasessessessensensensensaseanes 41-19
41.26 SHOW ACCESS-GROUP .....uvtiteteteteeeseeseeseaseasesseasessessessaseasesseasessessessensessessaseasessessensessensensaseanes 41-20
4127 SHOW FIREWALL «.uttuteuteueeteateatestesteseesesseseeseasessesseasessessesseseaseaseasesseseseensesseseaseaseasessensensensensasennes 41-21
41.28 SHOW IPVB ACCESS-LISTS c.uvtteteteeeseeseeseeseaseasesseaseseessesseseaseaseasessesseseessessesessessessessensessensensaseanes 41-21
41.29 SHOW TIME=RANGE ......teuteueattatesteatesseseeseeseeseaseasesseasessessessaseasesseasessesseseensesseseaseasessessensensensensaseanes 41-22
41,30 TIME-RANGE ....te.ttuterteuteseeseaseetesteateseeseeseeseeseaseesesseaseseeseeseeseeseeseabeseebeseeneeneeseeneabeateseenteneenseneaneanis 41-22
CHAPTER 42 COMMANDS FOR 802.1X .. ittt e e e eaans 42-23
42.1 DEBUG DOTLX DETAIL 1euteutautatiatestestesseseesseseeseaseasessesseseessessessaseaseasessessesssnsessessesessessessensensensensaseanes 42-23
42.2 DEBUG DOTLX ERROR ....tutettateatestestesseseeseeseeseaseasessessessessesseseaseaseasessesseseensessessassssessessensensensensaseanes 42-23
42.3 DEBUG DOTLX FSM .tutiuteuieseatiatesteatesteseeseeseeseaseasessesteseessesseseaseaseasesseseseensenseseaseaseasessensensensensasennes 42-23
42,4 DEBUG DOTLX PACKET ..uteutettattatestestesteseesteseeseaseasesseasessessesseseaseaseasessesessensessessssessessessensensensensaseanes 42-24
42.5 DOTLIX ACCEPT-MAC ...eeuteueeseaseatestessensesseseeseaseaseasesseasessessessessaseaseasessessessensensessesessessessensensensensaseanes 42-24
42.6 DOTLIX EAPOR ENABLE ......tettittatetesteteseeseeseeseeseatesseatessessesseseaseaseasessessessensenseseaseaseasessensensensensaseanes 42-25
v T 3 =N = TSRS 42-25
42.8 DOTLX IPVE PASSTHROUGH .....veuteteeeeeseeseeseaseasessesteseeseeseasessesseasessesseseessesseseasessessessensensensensasennes 42-26
42.9 DOTLX GUEST-VLAN ....euteuteteateatestestessesseseeseeseaseasesseaseseessesseseaseaseasessesessensesseseaseasessessensessenseneasennes 42-26
42.10 DOTIX MACFILTER ENABLE ...ctttttiteeeseeseaseeseasesseateseesseseeseasessessessesseseensessessasessessessessessensenseneanes 42-27
42,17 DOTLIX MAX-REQ 1uttuteutereaseaseasessestensesseseeseeseaseasesseaseseessessaseaseaseasessesessensensessasessessessensensensensaseanes 42-27
42.12 DOTLX USER FREE-RESOURCE ... ututeteseeseeseaseasesseatessesesseseasesseasessessessensessessasessessessessensensenseneanes 42-27
42.13 DOTIX MAX-USER MACBASED .....eutteueeseeseaseaseasesseasessesseseeseasesseasessessessensessessesessessessessessensenseseanes 42-28
42.14 DOTIX MAX-USER USERBASED ......uettteuteseeseaseasesseasessessessaseasesseasessessessessessessasessessessessessesensaneanes 42-28
42.15 DOTLIX PORT-CONTROL ..ttttteteteseeseeseeseeseaseasesseasessessesseseasesseasessesesssnsessessesessessessensessensensaseanes 42-29
42.16 DOTLIX PORT-METHOD .....eteteatetesteeeseeseeseeseaseasessesseseessesseseesesseasesseseseensesseseasessessessensessensensaseanes 42-29
42.17 DOTLX PRIVATECLIENT ENABLE ...t.tttttesteseeseaseatestesteseesseseeseesesseasessessessessessessesessessessessessensenseneanes 42-30
42.18 DOTLIX RE=AUTHENTICATE ....vtttttteteseeseeseeseaseasessesseseessesseseaseasessessessesesssessessesessessessensessensenseneanes 42-30
42.19 DOTLIX RE-AUTHENTICATION ....vtuttttuteneeseeseeseaseasesseaseseesseseeseasesseasessesseseessessesessessessessensensensenseseanes 42-30
42.20 DOTLX TIMEOUT QUIET-PERIOD ......vtuteutesteseeseaseasessessesseseseeseesessessessesseseensessessssessessessessessensenseseanes 42-31
42.21 DOTLX TIMEOUT RE-AUTHPERIOD. ... vtuveuteseeseaseasessesteseesseseeseasesseasessesseseessessensessssessessessessensenseneanes 42-31
42.22 DOTLIX TIMEOUT TX-PERIOD .....ttuttttteseeseeseeseaseasesseaseseessesseseesesseasessessesesssessessssessessessensessensenseseanes 42-31
42.23 DOTLX UNICAST ENABLE «..vvtttettteteeeseeseeseaseasessesseseessesseseasesseasessessesssssessessasessessessensessensensaseanes 42-32
42.24 DOTIX WEB AUTHENTICATION ENABLE ....ceutetteteatestestesteseeseeseeseasessessesseseessessensaseeseasessessessensenseneanes 42-32
42.25 DOTIX WEB REDIRECT ...uvetttiteteteeeseeseeseeseaseasesseaseseessessaseasesseasessessessensessessessssessessensessensenseseanes 42-33
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42.26 DOTIX WEB REDIRECT ENABLE ....ccttitiiiiiuttttttteeesaaistsseeeteessaassbsseeeaesssaasnsbseeaeaesssannnbeeeeeeessannnnneees 42-33
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Chapter 1 Commands for Basic Switch

Configuration

1.1 Commands for Basic Configuration
1.1.1 Authentication line

Command:
authentication line {console | sty | web} login {local | radius | tacos}
No authentication line {console | sty | web} login

Function:
Configure VTY (login with Telnet and SSH), Web and Console, so as to select the priority of the authentication mode
for the login user. The no form command restores the default authentication mode.

Default:
No configuration is enabled for the console login method by default. Local authentication is enabled for the VTY and
Web login method by default.

Command Mode:
Global Mode.

Usage Guide:
The authentication method for Console, VTY and Web login can be configured respectively. And authentication
method can be any one or combination of Local, RADIUS or TACCACS. When login method is configuration in
combination, the preference goes from left to right. If the users have passed the authentication method,
authentication method of lower preferences will be ignored. To be mentioned, if the user receives correspond
protocol’'s answer whether refuse or incept, it will not attempt the next authentication method (Exception: if the local
authentication method failed, it will attempt the next authentication method); it will attempt the next authentication
method if it receives nothing. And AAA function RADIUS server should be configured before the RADIUS
configuration method can be used. And TACACS server should be configured before the TACACS configuration

method can be used.

The authentication line console login command is exclusive with the login command. The authentication line
console login command configures the switch to use the Console login method. And the login command makes the
Console login to use the passwords configured by the password command for authentication.
If local authentication is configured while no local users are configured, users will be able to login the switch via the
Console method.

Example:

To configure the Telnet and ssh login method to use RADIUS authentication method.

Switch(config)# authentication line vty login local radius

Relative Command:

aaa enable, radius-server authentication host, tacacs-server authentication host, tacacs-server key

1.1.2 boot img

Command:

boot img <img-file-url> { primary | backup }
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Function:
Configure the first and second img files used in the next boot of the main control boardcard.
Parameters: .
primary means to configure the first IMG file, backup means to configure the second IMG file, <img-file-url> is the full
path of the booting IMG file, the format of which is as follows:
1. The file path comprises of two parts: device prefix used as the root directory (flash:/) and the file nhame. No
space is allowed in each part or between two parts.
2. The suffix of all file names should be .img.
The length of the full file path should be no longer than 128 characters, while the file name no longer than 80
characters.
Command Mode:
Admin Mode.
Default:
The factory original configuration only specifies the first booting IMG file, the nos.img file in the FLASH, without the
second one.
Example:

1. Setflash:/nos.img as the second booting IMG file used in the next booting of the system.

Switch#boot img flash:/nos.img backup

2. Setflash:/5.4.128.0_nos.img as the first booting IMG file used in the next booting of the system.

Switch#boot img flash:/5.4.128.0_nos.img primary

1.1.3 boot startup-config

Command:

boot startup-config { NULL | <file-url>}
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Function:
Configure the CGF file used in the next booting of the main control boardcard.
Parameters:
The NULL keyword means to use the factory original configuration as the next booting configuration. Setting the he
CGF file used in the next booting as NULL equals to implementing “set default” and “write”. <file-url> is the full path
of CGF file used in the next booting.
1. The file path comprises of two parts: device prefix used as the root directory (flash:/) and the file name. No space
is allowed in each part or between two parts.
The suffix of all file names should be .cfg.
3. The length of the full file path should be no longer than 128 characters, while the file name no longer than 80
characters.
Command Mode:
Admin Mode.
Default Settings:
None.
Example:

1. Set flash:/ startup.cfg as the booting CFG file used in the next booting of the system.

Switch# boot startup-configflash:/ startup.cfg

2. Set flash:/ test-trunk.cfg as the booting CFG file used in the next booting of the system.

Switch#boot startup-config flash:/ test-trunk.cfg

1.1.4 clock set

Command:
clock set <HH:MM:SS> <YYYY.MM.DD>
Function:
Set system date and time.
Parameter:
<HH:MM:SS>is the current time, and the valid scope for HH is 0 to 23, MM and SS 0 to 59; <YYYY.MM.DD> is the
current year, month and date, and the valid scope for YYYY is 1970~2038, MON meaning month, and DD between 1
to 31.
Command mode:
Admin Mode.
Default:
upon first time start-up, it is defaulted to 2001.1.1 0: 0: 0.
Usage guide:
The switch can not continue timing with power off, hence the current date and time must be first set at environments
where exact time is required.
Example:
To set the switch current date and time to 2002.8.1 23: 0: O:

Switch#clock set 23:0:0 2002.8.1
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1.1.5 config

Command:

config [terminal]
Function:

Enter Global Mode from Admin Mode.
Parameter:

[terminal] indicates terminal configuration.
Command mode:

Admin Mode

Example:

Switch#config

1.1.6 debug ssh-server
Command:

debug ssh-server

no debug ssh-server

Function:

Display SSH server debugging information; the “no debug ssh-server” command stops displaying SSH server

debugging information.
Default:

This function is disabled by default.
Command mode:

Admin Mode.

Example:

Switch#debug ssh-server

1.1.7 enable

Command:
enable
disable
Function:
Enter Admin Mode from User Mode.
Command mode:
User Mode/ Admin Mode.
Usage Guide:
To prevent unauthorized access of non-admin user, user authentication is required (i.e. Admin user password is
required) when entering Admin Mode from User Mode. If the correct Admin user password is entered, Admin Mode
access is granted; if 3 consecutive entry of Admin user password are all wrong, it remains in the User Mode. Set the
Admin user password under Global Mode with “enable password” command.

Example:

Switch>enable
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Switch#

1.1.8 enable password
Command:
enable password [8] <password>
no enable password
Function:
Configure the password used for enter Admin Mode from the User Mode,
The “no enable password” command deletes this password.
Parameter:
password is the configured code. Encryption will be performed by entering 8.
Command mode:
Global Mode
Default:
This password is empty by system default
Usage Guide:
Configure this password to prevent unauthorized entering Admin Mode. It is recommended to set the password at
the initial switch configuration. Also, it is recommended to exit Admin Mode with “exit” command when the
administrator needs to leave the terminal for a long time.
Example:

Set the Admin user password to “admin”.

Switch(config)#enable password 8 admin

1.1.9 end

Command:
end
Function:
Quit current mode and return to Admin mode when not at User Mode/ Admin Mode.
Command mode:
Except User Mode/ Admin Mode
Example:
Quit VLAN mode and return to Admin mode.

Switch(config-vlanl)#end
Switch#

1.1.10 exec-timeout
Command:
exec-timeout <minutes> [<seconds>]
no exec-timeout

Function:
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Configure the timeout of exiting admin mode. The “no exec-timeout” command restores the default value.
Parameters:
<minute> is the time value shown in minute and ranges between 0~35791.<seconds> is the time value shown in
seconds and ranges between 0~2147483.
Command mode:
Global mode
Default:
Default timeout is 10 minutes.
Usage guide:
To secure the switch, as well to prevent malicious actions from unauthorized user, the time will be count from the last
configuration the admin had made, and the system will exit the admin mode at due time. It is required to enter admin
code and password to enter the admin mode again. The timeout timer will be disabled when the timeout is set to 0.
Example:

Set the admin mode timeout value to 6 minutes

Switch(config)#exec-timeout 6

Set the admin mode timeout value to 5 minutes, 30 seconds

Switch(config)#exec-timeout 5 30

1.1.11 exit

Command:
exit
Function:
Quit current mode and return to it's previous mode.
Command mode:
All Modes
Usage Guide:
This command is to quit current mode and return to it's previous mode.
Example:

Quit global mode to it's previous mode

Switch#exit

Switch#

1.1.12 help

Command:
help
Function:
Output brief description of the command interpreter help system.
Command mode:
All configuration modes.
Usage Guide:
An instant online help provided by the switch. Help command displays information about the whole help system,
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including complete help and partial help. The user can type in ? any time to get online help.

Example:

switch(config)#help

PLANETOS CLI provides advanced help feature. When you need help,

anytime at the command line please press '?".

If nothing matches, the help list will be empty and you must backup

until entering a "?' shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter acommand argument (e.g. 'show ?')
and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show ve?')

1.1.13 hostname

Command:

hostname <hostname>

no hostname

Function:

Set the prompt in the switch command line interface. The no operation cancels the configuration.
Parameter:

<hostname> is the string for the prompt, up to 30 characters are allowed.
Command mode:

Global Mode
Default:

The default prompt is relatived with the switch.
Usage Guide:

With this command, the user can set the CLI prompt of the switch according to their own requirements.
Example:

Set the prompt to “Test".

Switch(config)#hostname Test

Test(config)#

1.1.14 ip host

Command:
ip host <hostname> <ip_addr>
no ip host {<hostname>|all}
Function:

Set the mapping relationship between the host and IP address; the “no ip host” parameter of this command will
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delete the mapping.
Parameter:
<hostname> is the host name, up to 15 characters are allowed; <ip_addr> is the corresponding IP address for the
host name, takes a dot decimal format; all is all of the host name.
Command mode:
Global Mode
Usage Guide:
Set the association between host and IP address, which can be used in commands like “ping <host>".
Example:
Set IP address of a host with the hostname of “beijing” to 200.121.1.1.

Switch(config)#ip host beijing 200.121.1.1

Command related:

telnet, ping, traceroute

1.1.15ipv6 host

Command:
ipv6 host <hostname> <ipv6_addr>
no ipv6 host {<hostname>|all}
Function:
Configure the mapping relationship between the IPv6 address and the host; the “no ipv6 host <hostname>"
command deletes this mapping relationship.
Parameter:
<hostname> is the name of the host, containing max 15 characters;<ipv6_addr> is the IPv6 address corresponding
to the host name.<all> is all the host address.
Command Mode:
Global Mode
Usage Guide:
Configure a fixed corresponding relationship between the host and the IPv6 address, applicable in commands such
as “traceroute6 <host>", etc.
Example:
Set the IPv6 address of the host named beijing to 2001:1:2:3::1

Switch(config)#ipv6 host beijing 2001:1:2:3::1

Command related:

ping6,traceroute6

1.1.16 ip http server
Command:
ip http server
no ip http server
Function:
Enable Web configuration; the “no ip http server” command disables Web configuration
Command mode:

Global mode
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Usage guide:
Web configuation is for supplying a interface configured with HTTP for the user, which is straight and visual, esay to
understand.
Example:

Enable Web Server function and enable Web configurations.

Switch(config)#ip http server

1.1.17 language
Command:
language {chinese | english}
Function:
Set the language for displaying the help information.
Parameter:
chinese for Chinese display; english for English display.
Command mode:
Admin and Config Mode.
Default:
The default setting is English display.
Usage Guide:
Switch provides help information in two languages, the user can select the language according to their preference.
After the system restart, the help information display will revert to English.

1.1.18 login

Command:
login
no login
Function:
login enable password authentication, no login command cancels the login configuration.
Command mode:
Global mode
Default:
No login by default
Usage guide:
By using this command, users have to enter the password set by password command to enter normal user mode
with console; no login cancels this restriction.
Example:

Enable password

Switch(config)#login

1.1.19 password

Command:

password [8] <password>
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no password
Function:
Configure the password used for enter normal user mode on the console. The “no password” command deletes this
password.
Parameter:
password is the configured code. Encryption will be performed by entering 8.
Command mode:
Global mode
Default:
This password is empty by system default
Usage guide:
When both this password and login command are configured, users have to enter the password set by password
command to enter normal user mode on console.

Example:

Switch(config)#password 8 test
Switch(config)#login

1.1.20 reload

Command:
reload
Function:
Warm reset the switch.
Command mode:
Admin Mode.
Usage Guide:
The user can use this command to restart the switch without power off.

1.1.21 service password-encryption
Command:
service password-encryption
no service password-encryption
Function:
Encrypt system password. The “no service password-encryption” command cancels the encryption.
Command mode:
Global Mode
Default:
No service password-encryption by system default
Usage guide:
The current unencrypted passwords as well as the coming passwords configured by password, enable password
and username command will be encrypted by executed this command. no service password-encryption cancels this
function however encrypted passwords remain unchanged.
Example:

Encrypt system passwords

Switch(config)#service password-encryption
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1.1.22 service terminal-length
Command:
service terminal-length <0-512>
no service terminal-length
Function:
Configure the columns of characters displayed in each screen on terminal (vty). The “no service terminal-length”
command cancels the screen shifting operation.
Parameter:
Columns of characters displayed on each screen of vty, ranging between 0-512.
Command mode:
Global Mode
Usage guide:
Configure the columns of characters displayed on each screen of the terminal. The columns of characters displayed
on each screen on the telent.ssh client and the Console will be following this configuration.
Example:
Set the number of vty threads to 20.

Switch(config)#service terminal-length 20

1.1.23 sysContact
Command:

sysContact <LINE>

no sysContact
Function:

Set the factory contact mode, the “no sysContact” command reset the switch to factory settings.
Parameter:

<LINE> is the prompt character string, range from 0 to 255 characters.
Command mode:

Global Mode
Default:

The factory settings.
Usage guide:

The user can set the factory contact mode bases the fact instance.
Example:

Set the factory contact mode to test.

Switch(config)#sysContact test

1.1.24 sysLocation
Command:

sysLocation <LINE>

no sysLocation

Function:
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Set the factory address, the “no sysLocation” command reset the switch to factory settings.
Parameter:
<LINE> is the prompt character string, range from 0 to 255 characters.
Command mode:
Global Mode
Default:
The factory settings.
Usage guide:
The user can set the factory address bases the fact instance.
Example:

Set the factory address to test.

Switch(config)#sysLocation test

1.1.25 set default

Command:
set default
Function:
Reset the switch to factory settings.
Command mode:
Admin Mode.
Usage Guide:
Reset the switch to factory settings. That is to say, all configurations made by the user to the switch will disappear.
When the switch is restarted, the prompt will be the same as when the switch was powered on for the first time.
Note:
After the command, “write” command must be executed to save the operation. The switch will reset to factory
settings after restart.

Example:

Switch#set default

Are you sure? [Y/N] =y

Switch#write
Switch#reload

1.1.26 setup

Command:
setup
Function:
Enter the Setup Mode of the switch.
Command mode:
Admin Mode.
Usage Guide:

Switch provides a Setup Mode, in which the user can configure IP addresses, etc.
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1.1.27 show clock

Command:
show clock
Function:
Display the current system clock.
Command mode:
Admin and Configuration Mode.
Usage Guide:
If the system clock is inaccurate, user can adjust the time by examining the system date and clock.

Example:

Switch#show clock
Current time is TUE AUG 22 11 : 00 : 01 2002

Command related:

clock set

1.1.28 show temperature
Command:
show temperature
Function:
Display the current temputerature of the switch CPU.
Command mode:
All mode.
Usage Guide:
This command is used to monitor the temperature of the switch CPU.
Example:

Display the current temperature of the switch CPU.

Switch(Config)#show temperature
Temperature: 47.0625 C

1.1.29 show tech-support
Command:
show tech-support
Function:
Display the operational information and the task status of the switch. The technique specialist use this command to
diagnose whether the switch operate normally.
Command mode:
Admin and Configuration Mode.
Usage Guide:
This command is used to collect the relative information when the switch operation is malfunctioned.

Example:
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Switch#show tech-support

1.1.30 show version
Command:
show version
Function:
Display the version information of the switch.
Command mode:
Admin and Configuration Mode.
Usage Guide:
this command is used to show the version information of the switch, including the hardware version and the software
version information.

Example:

Switch#show version.

1.1.31 username

Command:
username <username> [privilege <privilege>] [password <0|7> <password>]

no username <username>

Function:
Configure local login username and password along with its privilege level.

Parameter:
<username> is the name of the user. <privilege> is the maximum privilege level of the commands that the user is
able to execute, its value is limited between 1 and 15, and 1 by default. <password> is the password for the user. If
input option 7 on password setting, the password is encrypted; if input option 0, the password is not processed.

Command Mode:
Global Mode.

Usage Guide:
There are two available choices for the preferences of the registered commands in the switch. They are 1 and 15.
Preference of 1 is for the commands of the normal user configuration mode. Preference of 15 is for the commands
registered in modes other than the normal user configuration modes. 16 local users at most can be configured
through this command, and the maximum length of the password should be no less than 32.

Notice:
The user can log in user and priority after the command configures, before issuing the command authentication line
console login local, it should be made sure that at one user has be configured as preference level of 15, in order to
login the switch and make configuration changes in privileged mode and global mode. If there are no configured local
users with preference level of 15, while only Local authentication is configured for the Console login method, the
switch can be login without any authentication. When using the HTTP method to login the switch, only users with
preference level of 15 can login the switch, users with preference level other than 15 will be denied.

Example:
Configure an administrator account named admin, with the preference level as 15. And configure two normal
accounts with its preference level as 1. Then enable local authentication method.

Above all the configurations, only the admin user is able to login the switch in privileged mode through Telnet or
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Console login method, userl and user2 can only login the switch in normal user mode through the telnet and console
login method. For HTTP login method, only the admin user can pass the authentication configuration, userl and

user2 will be denied.

Switch(config)#username admin privilege 15 password 0 admin

Switch(config)# username userl privilege 1 password 7 userl

Switch(config)# username user2 password 0 user2

Switch(config)# authentication line console login local

1.1.32 web language
Command:
web language {chinese | english}
Function:
Set the language for displaying the HTTP Server information.
Parameter:
chinese for Chinese display; english for English display.
Command mode:
Admin Mode
Default:
The default setting is English display.
Usage Guide:

The user can select the language according to their preference.

1.1.33 write

Command:
write
Function:
Save the currently configured parameters to the Flash memory.
Command mode:
Admin Mode.
Usage Guide:
After a set of configuration with desired functions, the setting should be saved to the Flash memory, so that the
system can revert to the saved configuration automatically in the case of accidentally powered off or power failure.

This is the equivalent to the copy running-config startup-config command.

1.2 Commands for Telnet
1.2.1 authentication ip access-class

Command:
authentication ip access-class {<num-std>|<name>}
no authentication ip access-class
Function:
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Binding standard IP ACL protocol to login with Telnet/SSH/Web; the no form command will cancel the binding ACL.
Parameters:
<num-std> is the access-class number for standard numeric ACL, ranging between 1-99; <name> is the access-class
name for standard ACL, the character string length is ranging between 1-32.
Default:
The binding ACL to Telnet/SSH/Web function is closed by default.
Command Mode:
Global Mode.
Example:

Binding standard IP ACL protocol to access-class 1.

Switch(config)#authentication ip access-class 1

1.2.2 authentication ipv6 access-class
Command:
authentication ipv6 access-class {<num-std>|<name>}
no authentication ipv6 access-class
Function:
Binding standard IPv6 ACL protocol to login with Telnet/SSH/Web; the no form command will cancel the binding ACL.
Parameters:
<num-std> is the access-class number for standard numeric ACL, ranging between 500-599; <name> is the
access-class name for standard ACL, the character string length is ranging between 1-32.
Default:
The binding ACL to Telnet/SSH/Web function is closed by default.
Command Mode:
Global Mode.
Example:

Binding standard IP ACL protocol to access-class 500.

Switch(config)#authentication ipv6 access-class 500

1.2.3
authentication line login

Command:
authentication line {console | vty | web} login {local | radius | tacacs}
no authentication line {console | vty | web} login
Function:
Configure VTY (login with Telnet and SSH), Web and Console, so as to select the priority of the authentication mode
for the login user. The no form command restores the default authentication mode.
Default:
No configuration is enabled for the console login method by default. Local authentication is enabled for the VTY and
Web login method by default.
Command Mode:
Global Mode.
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Usage Guide:
The authentication method for Console, VTY and Web login can be configured respectively. And authentication
method can be any one or combination of Local, RADIUS or TACACS. When login method is configuration in
combination, the preference goes from left to right. If the users have passed the authentication method,
authentication method of lower preferences will be ignored. To be mentioned, if the user receives correspond
protocol’'s answer whether refuse or incept, it will not attempt the next authentication method (Exception: if the local
authentication method failed, it will attempt the next authentication method); it will attempt the next authentication
method if it receives nothing. And AAA function RADIUS server should be configured before the RADIUS
configuration method can be used. And TACACS server should be configured before the TACACS configuration
method can be used.
The authentication line console login command is exclusive with the “login” command. The authentication line
console login command configures the switch to use the Console login method. And the login command makes the
Console login to use the passwords configured by the password command for authentication.
If local authentication is configured while no local users are configured, users will be able to login the switch via the
Console method.
Example:

Configure the remote login authentication mode to radius.

Switch(config)#authentication login radius

Relative Command:

aaa enable, radius-server authentication host, tacacs-server authentication host, tacacs-server key

1.2.4 authentication securityip
Command:
authentication securityip <ip
no authentication securityip <ip-addr>
Function:
To configure the trusted IP address for Telnet and HTTP login method. The no form of this command will remove the
trusted IP address configuration.
Parameters:
<ip-addr> is the trusted IP address of the client in dotted decimal format which can login the switch.
Default:
No trusted IP address is configured by default.
Command Mode:
Global Mode.
Usage Guide:
IP address of the client which can login the switch is not restricted before the trusted IP address is not configured.
After the trusted IP address is configured, only clients with trusted IP addresses are able to login the switch. Up to 32
trusted IP addresses can be configured in the switch.
Example:
To configure 192.168.1.21 as the trusted IP address.

Switch(config)# authentication securityip 192.168.1.21
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1.2.5 authentication securityipv6

Command:
authentication securityipvé <ipv6-addr>
no authentication securityipvé <ipv6-addr>
Function:
To configure the trusted IPv6 address for Telnet and HTTP login method. The no form of this command will remove
the specified configuration.
Parameters:
<ipv6-addr> is the trusted IPv6 address which can login the switch.
Default:
No trusted IPv6 addresses are configured by default.
Command Mode:
Global Mode.
Usage Guide:
IPv6 address of the client which can login the switch is not restricted before the trusted IPv6 address is not
configured. After the trusted IPv6 address is configured, only clients with trusted IPv6 addresses are able to login the
switch. Up to 32 trusted IPv6 addresses can be configured in the switch.
Example:
Configure the secure IPv6 address is 2001:da8:123:1::1.

Switch(config)# authentication securityipv6 2001:da8:123:1::1

1.2.6 terminal length
Command:
terminal length <0-512>
terminal no length
Function:
Set columns of characters displayed in each screen on terminal; the “terminal no length” cancels the screen
switching operation and display content once in all.
Parameter:
Columns of characters displayed in each screen, ranging between 0-512 (0 refers to non-stop display).
Command mode:
Admin Mode.
Default:
Default columns is 25.
Usage guide:
Set columns of characters displayed in each screen on terminal, so that the-More-message will be shown when
displayed information exceeds the screen. Press any key to show information in next screen. 25 columns by default.
Example:

Configure treads in each display to 20.

Switch#terminal length 20
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1.2.7 terminal monitor

Command:
terminal monitor
terminal no monitor

Function:
Copy debugging messages to current display terminal; the “terminal no monitor” command restores to the default
value.

Command mode:
Admin Mode.

Usage guide:
Configures whether the current debugging messages is displayed on this terminal. If this command is configured on
telnet or SSH clients, debug messages will be sent to that client. The debug message is displayed on console by
default.

Example:

Switch#terminal monitor

1.2.8 telnet

Command:
telnet {<ip-addr> | <ipv6-addr> | host <hostname>} [<port>]

Function:
Log on the remote host by Telnet

Parameter:
<ip-addr> is the IP address of the remote host, shown in dotted decimal notation; <ipv6-addr> is the IPv6 address
of the remote host; <hostname> is the name of the remote host, containing max 30 characters; <port> is the port
number, ranging between 0~65535.

Command Mode:
Admin Mode.

Usage Guide:
This command is used when the switch is applied as Telnet client, for logging on remote host to configure. When a
switch is applied as a Telnet client, it can only establish one TCP connection with the remote host. To connect to
another remote host, the current TCP connection must be disconnected with a hotkey “CTRL+ \". To telnet a host
name, mapping relationship between the host name and the IP/IPv6 address should be previously configured. For
required commands please refer to ip host and ipv6 host. In case a host corresponds to both an IPv4 and an IPv6
addresses, the IPv6 should be preferred when telneting this host name.

Example:

The switch Telnets to a remote host whose IP address is 20.1.1.1.

Switch#telnet 20.1.1.1 23
Connecting Host 20.1.1.1 Port 23
Service port is 23

Connected to 20.1.1.1

login:123

password:***

XGS3>
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1.2.9 telnet server enable
Command:
telnet server enable
no telnet server enable
Function:
Enable the Telnet server function in the switch: the “no telnet server enable” command disables the Telnet function in
the switch.
Default:
Telnet server function is enabled by default.
Command mode:
Global Mode
Usage Guide:
This command is available in Console only. The administrator can use this command to enable or disable the Telnet
client to login to the switch.
Example:

Disable the Telnet server function in the switch.

Switch(config)#no telnet server enable

1.2.10 telnet-server max-connection
Command:
telnet-server max-connection {<max-connection-number> | default}
Function:
Configure the max connection number supported by the Telnet service of the switch.
Parameters:
<max-connection-number>: the max connection number supported by the Telnet service, ranging from 5 to 16. The
default option will restore the default configuration.
Default:
The system default value of the max connection number is 5.
Command Mode:
Global Mode
Usage Guide:
None.
Example:

Set the max connection number supported by the Telnet service as 10.

Switch(config)#telnet-server max-connection 10

1.2.11 ssh-server authentication-retries
Command:

ssh-server authentication-retries <authentication-retries>

1-61



XGS3 Command Guide

no ssh-server authentication-retries
Function:
Configure the number of times for retrying SSH authentication; the “no ssh-server authentication-retries”
command restores the default number of times for retrying SSH authentication.
Parameter:
authentication-retries > is the number of times for retrying authentication; valid range is 1 to 10.
Command mode:
Global Mode
Default:
The number of times for retrying SSH authentication is 3 by default.
Example:

Set the number of times for retrying SSH authentication to 5.

Switch(config)#ssh-server authentication-retries 5

1.2.12 ssh-server enable
Command:
ssh-server enable
no ssh-server enable
Function:
Enable SSH function on the switch; the “no ssh-server enable” command disables SSH function.
Command mode:
Global Mode
Default:
SSH function is disabled by default.
Usage Guide:
In order that the SSH client can log on the switch, the users need to configure the SSH user and enable SSH
function on the switch.
Example:

Enable SSH function on the switch.

Switch(config)#ssh-server enable

1.2.13 ssh-server host-key create rsa
Command:
ssh-server host-key create rsa [modulus < modulus >]
Function:
Generate new RSA host key.
Parameter:
modulus is the modulus which is used to compute the host key; valid range is 768 to 2048. The default value is
1024.
Command mode:
Global Mode
Default:
The system uses the key generated when the ssh-server is started at the first time.
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Usage Guide:
This command is used to generate the new host key. When SSH client logs on the server, the new host key is used
for authentication. After the new host key is generated and “write” command is used to save the configuration, the
system uses this key for authentication all the time. Because it takes quite a long time to compute the new key and
some clients are not compatible with the key generated by the modulus 2048, it is recommended to use the key
which is generated by the default modulus 1024.
Example:

Generate new host key.

Switch(config)#ssh-server host-key create rsa

1.2.14 ssh-server max-connection
Command:
ssh-server max-connection {<max-connection-number>|default}
Function:
Configure the max connection number supported by the SSH service of the switch.
Parameters:
<max-connection-number>: the max connection number supported by the SSH service, ranging from 5 to 16. The
default option will restore the default configuration.
Default:
The system default value of the max connection number is 5.
Command Mode:
Global Mode
Usage Guide:
None.
Example:

Set the max connection number supported by the SSH service as 10.

Switch(config)#ssh-server max-connection 10

1.2.15 ssh-server timeout
Command:
ssh-server timeout <timeout>
no ssh-server timeout
Function:
Configure timeout value for SSH authentication; the “no ssh-server timeout” command restores the default timeout
value for SSH authentication.
Parameter:
<timeout> is timeout value; valid range is 10 to 600 seconds.
Command mode:
Global Mode
Default:
SSH authentication timeout is 180 seconds by default.
Example:

Set SSH authentication timeout to 240 seconds.
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Switch(config)#ssh-server timeout 240

1.2.16 ssh-user

Command:
ssh-user <username> password {0 | 7} <password>
no ssh-user <username>
Function:
Configure the username and password of SSH client software for logging on the switch; the “no ssh-user
<user-name>" command deletes the username.
Parameter:
<username> is SSH client username. It can’t exceed 16 characters; <password> is SSH client password. It can't
exceed 32 characters; 0 | 7 stand for unencrypted password and encrypted password.
Command mode:
Global Mode
Default:
There are no SSH username and password by default.
Usage Guide:
This command is used to configure the authorized SSH client. Any unauthorized SSH clients can't log on and
configure the switch.
Example:

Set a SSH client which has “switch” as username and “switch” as password.

Switch(config)#ssh-user switch password 0 switch

1.2.17 show ssh-server
Command:
show ssh-server
Function:
Display SSH state and users which log on currently.
Command mode:
Admin Mode.

Example:

Switch#show ssh-server

ssh server is enabled

ssh-server timeout 180s

ssh-server authentication-retries 3
ssh-server max-connection number 6

ssh-server login user number 2

1.2.18 show ssh-user
Command:

show ssh-user
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Function:
Display the configured SSH usernames.
Command Mode:
Admin Mode.

Example:

Switch#show ssh-user
test

Relative Command:

ssh-user, ssh-server enable, no ssh-server enable

1.2.19 show telnet login
Command:
show telnet login
Function:
Display the information of the Telnet client which currently establishes a Telnet connection with the switch.
Command Mode:
Admin and Configuration Mode.
Usage Guide:
Check the Telnet client messages connected through Telnet with the switch.

Example:

Switch#show telnet login
Authenticate login by local
Login user:

aa

1.3 Commands for Configuring Switch IP
1.3.1 interface vian

Command:
interface vlan <vlan-id>
no interface vlan <vlan-id>
Function:
Enter the VLAN interface configuration mode; the no operation of this command will delete the existing VLAN
interface.
Parameters:
<vlan-id> is the VLAN ID of an existing VLAN, ranging from 1 to 4094.
Command Mode:
Global Configuration Mode.
Usage Guide:
Users should first make sure the existence of a VLAN before configuring it. User “exit” command to quit the VLAN
interface configuration mode back to the global configuration mode.
Example:
Enter the VLAN interface configuration mode of VLANL1.
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Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#

1.3.2 interface ethernet O

This command is not supported by the switch.

1.3.3 ip address

Command:
ip address <ip-address> <mask> [secondary]
no ip address [<ip-address> <mask>] [secondary]
Function:
Set the IP address and mask for the specified VLAN interface; the “no ip address <ip address> <mask>
[secondary]” command deletes the specified IP address setting.
Parameter:
<ip-address> is the IP address in dot decimal format; <mask> is the subnet mask in dot decimal format;
[secondary] indicates the IP configured is a secondary IP address.
Default:
No IP address is configured upon switch shipment.
Command mode:
VLAN Interface Mode
Usage Guide:
A VLAN interface must be created first before the user can assign an IP address to the switch.
Example:
Set 10.1.128.1/24 as the IP address of VLANL1 interface.

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.128.1 255.255.255.0
Switch(Config-if-Vlan1)#exit

Switch(config)#

Relative Command:
ip bootp-client enable, ip dhcp-client enable

1.3.4 ipv6 address

Command:
ipv6 address <ipv6address | prefix-length> [eui-64]
no ipv6 address <ipv6address | prefix-length> [eui-64]
Function:
Configure aggregatable global unicast address, site-local address and link-local address for the interface.
Parameters:
<ipv6address> is the prefix of an IPV6 address; <prefix-length>is the length of the prefix of an IPV6 address,
ranging from 3 to 128; eui-64 means that the eui64 interface id of the interface will automatically create an IPV6

address.
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Command Mode:
Interface Configuration Mode.
Default
None.
Usage Guide:
The prefix of an IPV6 address should not be a multicast address, or other kinds of IPV6 addresses with specific
usage. Different layer-three VLAN interfaces are forbidden to share a same address prefix. As for any global unicast
address, the prefix should be limited in the range from 2001:: to 3fff ::,with a length no shorter than 3. And the prefix
length of a site-local address or a link-local address should not be shorter than 10.
Examples:
Configure an IPV6 address at the layer-three interface of VLANL: set the prefix as 2001:3f:ed8::99, the length of
which is 64.

Switch(Config-if-Vlan1)#ipv6 address 2001:3f:ed8::99/64

1.3.5ip bootp-client enable

Command:
ip bootp-client enable
no ip bootp-client enable

Function:
Enable the switch to be a BootP Client and obtain IP address and gateway address through BootP negotiation; the
“no ip bootp-client enable” command disables the BootP Client function and releases the IP address obtained in
BootP.

Default:
BootP client function is disabled by default.

Command mode:
VLAN Interface Mode

Usage Guide:
Obtaining IP address through BootP, Manual configuration and DHCP are mutually exclusive, enabling any two
methods for obtaining IP address is not allowed. Note: To obtain IP address via BootP, a DHCP server or a BootP
server is required in the network.

Example:
Get IP address through BootP.

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip bootp-client enable
Switch (Config-if-Vlanl)#exit

Switch(config)#

Relative command:

ip address, ip dhcp-client enable

1.3.6 ip dhcp-client enable

Command:

ip dhcp-client enable
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no ip dhcp-client enable

Function:
Enables the switch to be a DHCP client and obtain IP address and gateway address through DHCP negotiation; the
“no ip dhcp-client enable” command disables the DHCP client function and releases the IP address obtained in
DHCP. Note: To obtain IP address via DHCP, a DHCP server is required in the network.

Default:
the DHCP client function is disabled by default.

Command mode:
VLAN Interface Mode

Usage Guide:
Obtaining IP address by DHCP, Manual configuration and BootP are mutually exclusive, enabling any 2 methods for
obtaining an IP address is not allowed.

Example:
Getting an IP address through DHCP.

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip dhcp-client enable
Switch(Config-if-Vlan1)#exit

Switch(config)#

1.4 Commands for SNMP
1.4.1 debug snmp mib

Command:
debug snmp mib
no debug snmp mib
Function:
Enable the SNMP mib debugging; the "no debug snmp mib” command disables the debugging.
Command Mode:
Admin Mode.
Usage Guide:
When user encounters problems in applying SNMP, the SNMP debugging is available to locate the problem causes.

Example:

Switch#debug snmp mib

1.4.2 debug snmp kernel
Command:

debug snmp kernel

no debug snmp kernel

Function:

Enable the SNMP kernel debugging; the “no debug snmp kernel” command disables the debugging function.
Command Mode:

Admin Mode.
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Usage Guide:
When user encounters problems in applying SNMP, the SNMP debugging is available to locate the problem causes.

Example:

Switch#debug snmp kernel

1.4.3 rmon enable
Command:

rmon enable

no rmon enable
Function:

Enable RMON; the “no rmon enable” command disables RMON.
Command mode:

Global Mode
Default:

RMON is disabled by default.
Example:

Enable RMON.

Switch(config)#rmon enable

Disable RMON.

Switch(config)#no rmon enable

1.4.4 show snmp
Command:

show snmp
Function:

Display all SNMP counter information.
Command mode:

Admin and Configuration Mode.

Example:

Switch#show snmp

0 SNMP packets input
0 Bad SNMP version errors
0 Unknown community name
0 lllegal operation for community name supplied
0 Encoding errors
0 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
0 Get-next PDUs
0 Set-request PDUs

0 SNMP packets output
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0 Too big errors (Max packet size 1500)
0 No such name errors

0 Bad values errors

0 General errors

0 Get-response PDUs

0 SNMP trap PDUs

Displayed information

Explanation

snmp packets input

Total number of SNMP packet inputs.

bad snmp version errors

Number of version information error packets.

unknown community name

Number of community name error packets.

illegal operation for community name supplied

Number of permission for community name error packets.

encoding errors
Number of encoding error packets.

number of requested variable
Number of variables requested by NMS.

number of altered variables
Number of variables set by NMS.

get-request PDUs

Number of packets received by “get” requests.

get-next PDUs

Number of packets received by “getnext” requests.

set-request PDUs

Number of packets received by “set” requests.

snmp packets output

Total number of SNMP packet outputs.
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too big errors

Number of “Too__ big” error SNMP packets.

maximum packet size

Maximum length of SNMP packets.

no such name errors

Number of packets requesting for non-existent MIB objects.

bad values errors
Number of “Bad_values” error SNMP packets.

general errors
Number of “General_errors” error SNMP packets.

response PDUs
Number of response packets sent.

trap PDUs
Number of Trap packets sent.

1.4.5 show snmp engineid
Command:

show snmp engineid
Function:

Display the engine ID commands.
Command Mode:

Admin and Configuration Mode.

Example:

Switch#show snmp engineid
SNMP enginelD:3138633303f1276¢ Engine Boots is:1

Displayed Information
Explanation

SNMP enginelD

Engine number

Engine Boots

Engine boot counts
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1.4.6 show snmp group
Command:

show snmp group
Function:

Display the group information commands.
Command Mode:

Admin and Configuration Mode.

Example:

XGS3 Command Guide

Switch#show snmp group
Group Name:initial Security Level:noAuthnoPriv
Read View:one
Write View:<no writeview specified>

Notify View:one

Displayed Information
Explanation

Group Name

Group name

Security level

Security level

Read View

Read view name

Write View

Write view name

Notify View
Notify view name

<no writeview specified>

No view name specified by the user

1.4.7 show snmp mib
Command:
show snmp mib

Function:
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Display all MIB supported by the switch.
Command Mode:

Admin and Configuration Mode.

1.4.8 show snmp status
Command:

show snmp status
Function:

Display SNMP configuration information.
Command mode:

Admin and Configuration Mode.

Example:

XGS3 Command Guide

Switch#show snmp status
Trap enable
RMON enable
Community Information:
V1/V2c Trap Host Information:
V3 Trap Host Information:
Security IP Information:

Displayed information
Description

Community string
Community string

Community access

Community access permission

Trap-rec-address

IP address which is used to receive Trap.

Trap enable

Enable or disable to send Trap.

SecuritylP
IP address of the NMS which is allowed to access

Agent
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1.4.9 show snmp user
Command:

show snmp user
Function:

Display the user information commands.
Command Mode:

Admin and Configuration Mode.

Example:
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Switch#show snmp user
User name: initialsha
Engine ID: 1234567890
Auth Protocol:MD5 Priv Protocol:DES-CBC

Row status:active

Displayed Information
Explanation

User name
User name

Engine ID
Engine ID

Priv Protocol

Employed encryption algorithm

Auth Protocol

Employed identification algorithm

Row status

User state

1.4.10 show snmp view
Command:

show snmp view
Function:

Display the view information commands.
Command Mode:

Admin and Configuration Mode.

Example:

Switch#show snmp view
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View Name:readview 1. -Included active
1.3. Excluded active

Displayed Information

Explanation

View Name

View name

1.and1.3.
OID number

Included

The view includes sub trees rooted by this OID

Excluded
The view does not include sub trees rooted by this
OID

active
State

1.4.11 snmp-server community
Command:
snmp-server community {ro | rw} <string> [access {<num-std>|<name>}] [ipv6-access
{<ipv6-num-std>|<ipv6-name>}] [read <read-view-name>] [write <write-view-name>]
no snmp-server community <string> [access {<num-std>|<name>}] [ipv6-access

{<ipv6-num-std>|<ipv6-name>}]

Function:
Configure the community string for the switch; the “no snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-num-std> [<ipv6-name>}] “command deletes the configured
community string.

Parameter:
<string> is the community string set;
ro | rw is the specified access mode to MIB, ro for read-only and rw for read-write.
<num-std> is the access-class number for standard numeric ACL, ranging between 1-99;
<name> is the access-class name for standard ACL, the character string length is ranging between 1-32;

<ipv6-num-std> is the access-class number for standard numeric IPv6 ACL, ranging between 500-599;

<name> is the access-class name for standard IPv6 ACL, the character string length is ranging between 1-32.
<read-view-name> is the name of readable view which includes 1-32 characters.
<write-view-name> is the name of writable view which includes 1-32 characters.

Command mode:
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Global Mode
Usage Guide:
The switch supports up to 4 community strings. It can realize the access-control for specifically community view by
binding the community name to specifically readable view or writable view.
Example:

Add a community string named “private” with read-write permission.

Switch(config)#snmp-server community private rw

Add a community string named “public” with read-only permission.

Switch(config)#snmp-server community public ro

Modify the read-write community string named “private” to read-only.

Switch(config)#snmp-server community private ro

Delete community string “private”.

Switch(config)#no snmp-server community private

Bind the read-only community string “public” to readable view “pviewr”.

Switch(config)#snmp-server community ro public read pviewr

Bind the read-write community string “private” to readable view “pviewr” and writable view “pvieww”.

Switch(config)#snmp-server community rw private read pviewr write pvieww

1.4.12 snmp-server enable
Command:
snmp-server enable
no snmp-server enable
Function:
Enable the SNMP proxy server function on the switch. The “no snmp-server enable” command disables the SNMP
proxy server function
Command mode:
Global mode
Default:
SNMP proxy server function is disabled by system default.
Usage guide:
To perform configuration management on the switch with network manage software, the SNMP proxy server function
has to be enabled with this command.
Example:

Enable the SNMP proxy server function on the switch.

Switch(config)#snmp-server enable
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1.4.13 snmp-server enable traps

Command:
snmp-server enable traps
no snmp-server enable traps
Function:
Enable the switch to send Trap message; the “no snmp-server enable traps” command disables the switch to send
Trap message.
Command mode:
Global Mode
Default:
Trap message is disabled by default.
Usage Guide:
When Trap message is enabled, if Down/Up in device ports or of system occurs, the device will send Trap messages
to NMS that receives Trap messages.
Example:

Enable to send Trap messages.

Switch(config)#snmp-server enable traps

Disable to send Trap messages.

Switch(config)#no snmp-server enable traps

1.4.14 snmp-server engineid
Command:
snmp-server engineid <engine-string>
no snmp-server engineid
Function:
Configure the engine ID; the “no" form of this command restores to the default engine ID.
Command Mode:
Global mode
Parameter:
<engine-string> is the engine ID shown in 1-32 digit hex characters.
Default:
Default value is the company ID plus local MAC address.
Usage Guide:
None
Example:
Set current engine ID to A66688999F

Switch(config)#snmp-server engineid A66688999F

Restore the default engine ID

Switch(config)#no snmp-server engineid
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1.4.15 snmp-server group
Command:
snmp-server group <group-string> {NoauthNopriv | AuthNopriv | AuthPriv} [[read <read-string>] [write
<write-string>] [notify <notify-string>]] [access {<num-std>|<name>}] [ipv6-access
{<ipv6-num-std>|<ipv6-name>}]
no snmp-server group <group-string> {NoauthNopriv | AuthNopriv | AuthPriv} [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std>|<ipv6-name>}]
Function:
This command is used to configure a new group; the “no” form of this command deletes this group.
Command Mode:
Global Mode
Parameter:
<group-string> group name which includes 1-32 characters
NoauthNopriv Applies the non recognizing and non encrypting safety level
AuthNopriv Applies the recognizing but non encrypting safety level
AuthPriv Applies the recognizing and encrypting safety level
read-string Name of readable view which includes 1-32 characters
write-string Name of writable view which includes 1-32 characters
notify-string Name of trappable view which includes 1-32 characters
<num-std> is the access-class number for standard numeric ACL, ranging between 1-99;
<name> is the access-class name for standard ACL, the character string length is ranging between 1-32;
<ipv6-num-std> is the access-class number for standard numeric IPv6 ACL, ranging between 500-599;
<name> is the access-class name for standard IPv6 ACL, the character string length is ranging between 1-32.
Usage Guide:
There is a default view “vldefaultviewname” in the system. It is recommended to use this view as the view name of
the notification. If the read or write view name is empty, corresponding operation will be disabled.
Example:
Create a group CompanyGroup, with the safety level of recognizing andencrypting, the read viewname isreadview,
and the writing is disabled.

Switch (config)#snmp-server group CompanyGroup AuthPriv read readview

deletet group

Switch (config)#no snmp-server group CompanyGroup AuthPriv

1.4.16 snmp-server host

Command:
snmp-server host { <host-ipv4-address> | <host-ipv6-address>} {v1 | v2c | {v3 {NoauthNopriv | AuthNopriv |
AuthPriv}}} <user-string>
no snmp-server host { <host-ipv4-address> | <host-ipv6-address> } {vl | v2c | {v3 {NoauthNopriv |
AuthNopriv | AuthPriv}}} <user-string>

Function:
As for the v1/v2c versions this command configures the IPv4 or IPv6 address and Trap community character string of

the network manage station receiving the SNMP Trap message. And for v3 version, this command is used for

1-78



XGS3 Command Guide
receiving the network manage station IPv4 or IPv6 address and the Trap user name and safety level; the “no” form of
this command cancels this IPv4 or IPv6 address.

Command Mode:
Global Mode.

Parameter:
<host-ipv4-addr> | <host-ipv6-addr> is the IP address of the NMS managing station which receives Trap
message.
vl | v2c | v3is the version number when sending the trap.
NoauthNopriv | AuthNopriv | AuthPriv is the safety level v3 trap is applied, which may be non encrypted and non
authentication, non encrypted and authentication, encrypted and authentication.
<user-string> is the community character string applied when sending the Trap message at v1/v2, and will be the
user name at v3.

Usage Guide:
The Community character string configured in this command is the default community string of the RMON event
group. If the RMON event group has no community character string configured, the community character string
configured in this command will be applied when sending the Trap of RMON, and if the community character string is
configured, its configuration will be applied when sending the RMON trap. This command allows configuration the
IPv4 or IPv6 address of the network manage station receiving the SNMP Trap message, but configure the version
number as v1 and v2c of the IPv4 and IPv6 address are less than 8 in all.

Example:

Configure an IP address to receive Trap

Switch(config)#snmp-server host 1.1.1.5 v1 usertrap

Delete a Trap receiving IPv6 address

Switch(config)#no snmp-server host 2001:1:2:3::1 v1 usertrap

1.4.17 snmp-server securityip

Command:
snmp-server securityip {<ipv4-address> | <ipv6-address>}
no snmp-server securityip {<ipv4-address> | <ipv6-address>}

Function:
Configure to permit to access security IPv4 or IPv6 address of the switch NMS administration station; the no
command deletes configured security IPv4 or IPv6 address.

Command Mode:
Global Mode.

Parameter:
<ipv4-address> is NMS security IPv4 address, point separated decimal format.
<ipv6-address> is NMS security IPv6 address, colon separated hex format.

Usage Guide:
It is only the consistency between NMS administration station IPv4 or IPv6 address and security IPv4 or IPv6
address configured by the command, so it send SNMP packet could be processed by switch, the command only
applies to SNMP. Allows configuration the IPv4 or IPv6 address of the network manage station receiving the SNMP
Trap message, but the IP addresses are less than 6 in all.

Example:
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Configure security IP address of NMS administration station

Switch(config)#snmp-server securityip 1.1.1.5

Delete security IPv6 address

Switch(config)#no snmp-server securityip 2001::1

1.4.18 snmp-server securityip
Command:
snmp-server securityip {enable | disable}
Function:
Enable/disable the safety IP address authentication on NMS manage station.
Command Mode:
Global Mode
Default:
Enable the safety IP address authentication function.
Example:

Disable the safety IP address authentication function.

Switch(config)#snmp-server securityip disable

1.4.19 snmp-server view
Command:
snmp-server view <view-string> <oid-string> {include | exclude}
no snmp-server view <view-string> [ <oid-string> ]
Function:
This command is used to create or renew the view information; the “no" form of this command deletes the view
information.
Command Mode:
Global Mode.
Parameter:
<view-string> view name, containing 1-32 characters.
<oid-string>is OID number or corresponding node name, containing 1-255 characters.
include | exclude, include/exclude this OID.
Usage Guide:
The command supports not only the input using the character string of the variable OID as parameter. But also
supports the input using the node name of the parameter.
Example:

Create a view, the name is readview, including iso node but not including the iso.3 node

Switch (config)#snmp-server view readview iso include

Switch (config)#snmp-server view readview iso.3 exclude

Delete the view
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Switch (config)#no snmp-server view readview

1.4.20 snmp-server user
Command:
snmp-server user <use-string> <group-string> [{authPriv | authNoPriv} auth {md5 | sha} <word>] [access
{<num-std>|<name>}] [ipv6-access {<ipv6-num-std>|<ipv6-name>}]
no snmp-server user <user-string> [access {<num-std>|<name>}] [ipv6-access
{<ipv6-num-std>|<ipv6-name>}]
Function:
Add a new user to an SNMP group; the "no” form of this command deletes this user.
Command Mode:
Global Mode.
Parameter:
<user-string> is the user name containing 1-32 characters.
<group-string> is the name of the group the user belongs to, containing 1-32 characters.
authPriv use DES for the packet encryption.
authNoPriv not use DES for the packet encryption.
auth perform packet authentication.
md5 packet authentication using HMAC MD5 algorithm.
sha packet authentication using HMAC SHA algorithm.
<word > user password, containing 8-32 character.
<num-std> is the access-class number for standard numeric ACL, ranging between 1-99;
<name> is the access-class name for standard ACL, the character string length is ranging between 1-32;
<ipv6-num-std> is the access-class number for standard numeric IPv6 ACL, ranging between 500-599;
<name> is the access-class name for standard IPv6 ACL, the character string length is ranging between 1-32.
Usage Guide:
If the encryption and authentication is not selected, the default settings will be no encryption and no authentication. If
the encryption is selected, the authentication must be done. When deleting a user, if correct username and incorrect
group name is inputted, the user can still be deleted.
Example:
Add a new user tester in the UserGroup with an encryption safety level and HMAC md5 for authentication, the

password is hellohello

Switch (config)#snmp-server user tester UserGroup authPriv auth md5 hellohello

deletes an User

Switch (config)#no snmp-server user tester

1.5 Commands for Switch Upgrade
1.5.1 copy (FTP)

Command:
copy <source-url> <destination-url> [ascii | binary]

Function:
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Download files to the FTP client.

Parameter:
<source-url> is the location of the source files or directories to be copied; <destination-url> is the destination
address to which the files or directories to be copied; forms of <source-url> and <destination-url> vary depending
on different locations of the files or directories. ascii indicates the ASCII standard will be adopted; binary indicates
that the binary system will be adopted in the file transmission ( default transmission method ) .When URL represents
an FTP address, its form should be:
ftp://<username>:<password>@{<ipaddress>|<ipv6address>|<hostname> }/<filename>,amongst <username> is the
FTP user name,<password> is the FTP user password,<ipaddress>|<ipv6address> is the IPv4 or IPv6 address of
the FTP server/client,<hostname> is the name of the host mapping with the IPv6 address,it does not support the file
download and upload with hosts mapping with IPv4 addresses,<filename> is the name of the FTP upload/download
file.

Special keywords of the filename

Keywords
Source or destination addresses

running-config

Running configuration files

startup-config

Startup configuration files

nos.img
System files

nos.rom

System startup files

Command Mode:
Admin Mode.
Usage Guide:
This command supports command line hints, namely if the user can enter commands in following forms: copy
<filename> ftp:// or copy ftp:// <filename> and press Enter, following hints will be provided by the system :
ftp server ip/ipv6 address [X.x.x.x]/[x:x::x:x] >
ftp username>
ftp password>
ftp filename>
Requesting for FTP server address, user nhame, password and file name
Examples:
(1) Save images in the FLASH to the FTP server of 10.1.1.1, FTP server username is Switch, password is superuser

Switch#copy nos.img ftp://Switch:superuser@10.1.1.1/nos.img

(2) Obtain system file nos.img from the FTP server 10.1.1.1, the username is Switch, password is superuser

Switch#copy ftp://Switch:superuser@10.1.1.1/nos.img nos.img
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(3) Save images in the FLASH to the FTP server of 2004:1:2:3::6

Switch#copy nos.img ftp://username:password@2004:1:2:3::6/ nos.img

(4) Obtain system file nos.img from the FTP server 2004:1:2:3::6

Switch#copy ftp:// username:password@2004:1:2:3::6/nos.img nos.img

(5) Save the running configuration files

Switch#copy running-config startup-config

Relevant Command:
Write

1.5.2 copy (TFTP)

Command:
copy <source-url> <destination-url> [ascii | binary]

Function:
Download files to the TFTP client.

Parameter:
<source-url> is the location of the source files or directories to be copied; <destination-url> is the destination
address to which the files or directories to be copied; forms of <source-url> and <destination-url> vary depending
on different locations of the files or directories. ascii indicates the ASCII standard will be adopted; binary indicates
that the binary system will be adopted in the file transmission ( default transmission method) .When URL represents
an TFTP address, its form should be: tftp:/{<ipaddress>|<ipv6address>|<hostname>}/<filename>, amongst
<ipaddress>| <ipvb6address> is the IPv4 or IPv6 address of the TFTP server/client, <hostname> is the name of the
host mapping with the IPv6 address, it does not support the file download and upload with hosts mapping with IPv4
addresses,<filename> is the name of the TFTP upload/download file.

Special keyword of the filename

Keywords
Source or destination

addresses

running-config
Running configuration
files

startup-config
Startup  configuration
files

nos.img

System files

nos.rom

System startup files
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Command Mode:
Admin Mode.
Usage Guide:
This command supports command line hints, namely if the user can enter commands in following forms: copy
<filename> tftp:// or copy tftp:// <filename> and press Enter, following hints will be provided by the system:
tftp server ip/ipv6 address[x.x.x.x]/[x:x::x:x]>
tftp filename>
Requesting for TFTP server address, file name
Example:
(1) Save images in the FLASH to the TFTP server of 10.1.1.1

Switch#copy nos.img tftp://10.1.1.1/nos.img

(2) Obtain system file nos.img from the TFTP server 10.1.1.1

Switch#copy tftp://10.1.1.1/nos.img nos.img

(3) Save images in the FLASH to the TFTP server of 2004:1:2:3::6

Switch#copy nos.img tftp:// 2004:1:2:3::6/ nos.img

(4) Obtain system file nos.img from the TFTP server 2004:1:2:3::6

Switch#copy tftp:// 2004:1:2:3::6/nos.img nos.img

(5) Save the running configuration files

Switch#copy running-config startup-config

Relevant Command:
Write

1.5.3 ftp-dir

Command:
ftp-dir <ftp-server-url>

Function:
Browse the file list on the FTP server.

Parameter:
The form of <ftp-server-url> is : ftp://<username>:<password>@{ <ipv4address> | <ipv6address> }, amongst
<username> is the FTP user name, <password> is the FTP user password, { <ipvd4address> | <ipv6address> } is the
IPv4 or IPv6 address of the FTP server.

Command Mode:
Admin Mode

Example:

Browse the list of the files on the server with the FTP client, the username is “Switch”, the password is “superuser”

Switch#ftp-dir ftp://Switch:superuser @10.1.1.1.
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1.5.4 ftp-server enable
Command:
ftp-server enable
no ftp-server enable
Function:
Start FTP server, the “no ftp-server enable” command shuts down FTP server and prevents FTP user from logging
in.
Default:
FTP server is not started by default.
Command mode:
Global Mode
Usage Guide:
When FTP server function is enabled, the switch can still perform ftp client functions. FTP server is not started by
default.
Example:

enable FTP server service.

Switch#config
Switch(config)# ftp-server enable

Relative command:

ip ftp

1.5.5 ftp-server timeout
Command:
ftp-server timeout <seconds>
Function:
Set data connection idle time.
Parameter:
<seconds> is the idle time threshold (in seconds) for FTP connection, the valid range is 5 to 3600.
Default:
The system default is 600 seconds.
Command mode:
Global Mode
Usage Guide:
When FTP data connection idle time exceeds this limit, the FTP management connection will be disconnected.
Example:
Modify the idle threshold to 100 seconds.

Switch#config
Switch(config)#ftp-server timeout 100

1.5.6 ip ftp

Command:
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ip ftp username <username> password [type {0 | 7}] <password>
no ip ftp username <username>
Function:
Configure the username and password for logging in to the FTP; the no operation of this command will delete the
configured username and password simultaneously.
Parameters:
<username> is the username of the FTP link, no longer than 16 characters; 0 | 7 represent displaying the password
in ciphertext or plaintext; <password> is the password of the FTP link, no longer than 16 characters.
Default Settings:
the system uses anonymous FTP links by default.
Command Mode:
Global Configuration Mode.
Examples:
Configure the username as Switch and the password as superuser.

Switch#

Switch#config

Switch(config)#ip ftp username Switch password 0 superuser

Switch(config)#

1.5.7 show ftp

Command:
show ftp
Function:
Display the parameter settings for the FTP server.
Command mode:
Admin and Configuration Mode.
Default:
No display by default.

Example:

Switch#show ftp

Timeout : 600

Displayed information

Description

Timeout

Timeout time.

1.5.8 show tftp
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Command:

show tftp
Function:

Display the parameter settings for the TFTP server.
Default:

No display by default.
Command mode:

Admin and Configuration Mode.

Example:
Switch#show tftp
timeout : 60

Retry Times :10

Displayed information

Explanation

Timeout

Timeout time.

Retry Times

Retransmission times.

1.5.9 tftp-server enable
Command:
tftp-server enable
no tftp-server enable
Function:
Start TFTP server, the “no ftp-server enable” command shuts down TFTP server and prevents TFTP user from
logging in.
Default:
TFTP server is not started by default.
Command mode:
Global Mode
Usage Guide:
When TFTP server function is enabled, the switch can still perform tftp client functions. TFTP server is not started by
default.
Example:

Enable TFTP server service.

Switch#config

Switch(config)#tftp-server enable

Relative Command:

1-87



XGS3 Command Guide

tftp-server timeout

1.5.10 tftp-server retransmission-number
Command:
tftp-server retransmission-number <number>
Function:
Set the retransmission time for TFTP server.
Parameter:
<number> is the time to re-transfer, the valid range is 1 to 20.
Default:
The default value is 5 retransmission.
Command mode:
Global Mode
Example:
Modify the retransmission to 10 times.

Switch#config

Switch(config)#tftp-server retransmission-number 10

1.5.11 tftp-server transmission-timeout
Command:

tftp-server transmission-timeout <seconds>
Function:

Set the transmission timeout value for TFTP server.
Parameter:

<seconds> is the timeout value, the valid range is 5 to 3600s.
Default:

The system default timeout setting is 600 seconds.
Command mode:

Global Mode
Example:

Modify the timeout value to 60 seconds.

Switch#config

Switch(config)#tftp-server transmission-timeout 60
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Chapter 2 File System Commands
2.1cd

Command:
cd <directory>
Function:
Change the working directory for the storage device.
Parameters:
<directory> is the sub-directory name, a sequence of consecutive characters whose length ranges from 1 to 80.
Command Mode:
Admin Mode.
Default Settings:
The default working directory is Flash.
Usage Guide:
After this command implemented, the current storage device will switch to the new working directory, which can be
viewed by the “pwd” command.
Example:

Change the working directory of the current storage device to flash.

Switch#cd flash :

Switch#pwd

flash:/

Switch#

2.2 copy

Command:
copy <source-file-url > <dest-file-url>
Function:
Copy a designated file on the switch and store it as a new file.
Parameters:
<source-file-url> is the source file; <dest-file-url> is the destination file. When users operate on files stored in
backup main-control boardcards and line cards under IMG mode, URLs of the source file and the destination file
should take such a form as described in the following requirements.
1. The prefix of the source file URL should be in one of the following forms:
starting with “flash:/"
“ftp://lusername:pass@server-ip/file-name”
“tftp://server-ip/file-name”
2. The prefix of the destination file URL should be in one of the following forms:
starting with “flash:/"
“ftp://lusername:pass@server-ip/file-name”
“tftp://server-ip/file-name”

Command Mode:
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Default Settings:

None.
Usage Guide:

XGS3 Command Guide

1. In this command, when the prefix of the source file URL is ftp:// or tftp://, that of the destination file URL should not

be either of them.

2. To use this command, the designated source file should exist, and the destination file should not be named the

same as any existing directory or file, otherwise, there might be a prompt warning about a failed copy operation or an

attempt to overwrite an existing file.

3. If the source and destination files are in different directories, with this command implemented, users can copy files

from other directories into the current one.

URL Example: The URL of files in root directory of Flash devices on it should be flash:/nos.img

Example:

Copy the file “flash:/nos.img” and store it as “flash/ 5.2.1.0.img".

Switch#copy flash:/nos.img flash:/nos-5.2.1.0.img

Copy flash:/nos.img to flash:/nos-5.2.1.0.img? [Y:N] y
Copyed file flash:/nos.img to flash:/nos-5.2.1.0.img.

2.3 delete

Command:

delete <file-url>
Function:

Delete the designate file on the storage device.
Parameters:

<file-url> is the full path of the file to be deleted.
Command Mode:

Admin Mode.
Default Settings:

None.
Usage Guide:

The designated file will be deleted after implementing this command.

Example:

Delete file flash:/nos.img.

Switch#delete flash:/nos5.img

Delete file flash:/nos5.img?[Y:N]y

Deleted file flash:/nos.img.

2.4 dir

Command:
dir [WORD]
Function:
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Display the information of the designated directory on the storage device.
Parameters:
<WORD?> is the name of the shown directory. There may be the following formats: directory name, slot-xx#directory
name, flash:/directory name, cf:/directory name.
Command Mode:
Admin Configuration Mode.
Default Settings:
No <WORD> means to display information of the current working directory.
Usage Guide:
Implementing this command will display information of files and sub-directories in the designated directory.
Note:

This command does not support a recursive display of all sub-directories.

Example:
Display information of the directory “flash:/".
Switch#dir flash:/
nos.img 2,449,496 1980-01-01 00:01:06
startup-config 2,064 1980-01-01 00:30:12
Total 7,932,928 byte(s) in 4 file(s) > free 4, 966, 400 byte(s)
Switch#
2.5 format
Command:

format <device>
Function:

Format the storage device.
Parameters:

<device> is the name of the device to be formatted.
Command Mode:

Admin Mode.
Default Settings:

None.
Usage Guide:

1. After formatting, all files on the storage device will be irrecoverably lost.

2. The only acceptable file system type of Format is FAT 32, without exception.

3. This command cannot be used to format flash.

2.6 mkdir

Command:
mkdir <directory>
Function:
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Create a sub-directory in the designated directory on a certain storage device .
Parameters:
<directory> is the sub-directory name, a sequence of consecutive characters, whose length ranges from 1 to 80.
Command Mode:
Admin Mode.
Default Settings:
None.
Usage Guide:
The new created directory should not be named the same as any other directory or file in the designated directory, or
located on a flash device. If any error occurs, a prompt will be displayed.

2.7 mount
Command:
mount <device>
Function:
Mount the designated device onto the file system.
Parameters:
<device > is the name of the device to be mounted onto the file system.
Command Mode:
Admin Mode.
Default Settings:
None.
Usage Guide:
The flash's status will automatically be mounted, on which file operations can be implemented.
Example:

Mount the flash card onto the file system.

Switch#mount flash :

2.8 pwd

Command:

pwd
Function:

Display the current working directory.
Parameters:

None.
Command Mode:

Admin Mode.
Default Settings:

The default directory is flash.
Example:

Display the current working directory.

Switch#pwd
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flash:/

Switch#

2.9 rename
Command:
ename <source-file-url> <new-filename >
Function:
Rename a designated file on the switch.
Parameters:
<source-file-url>is the source file, in which whether specifying or not its path are both acceptable;
<new-filename>is a filename without specifying its path.
Command Mode:
Admin Mode.
Default Settings:
None.
Usage Guide:
When using this command, if the new file name is not used as that of any existing directory or file, the rename
operation can be done, or a prompt will indicate its failure.
Example:

Change the name of file “nos.img” in the current working directory to “nos-5.2.1.0.img".

Switch# rename nos5.img nos-5.2.1.0.img

Rename flash:/nos5.img to flash:/nos-5.2.1.0.img ok !

2.10 rmdir

Command:
rmdir <directory>
Function:
Delete a sub-directory in the designated directory on a certain device .
Parameters:
<directory> is the sub-directory name, a sequence of consecutive characters whose length ranges from 1 to 80.
Command Mode:
Admin Mode.
Default Settings:
None.
Usage Guide:
The directory to be deleted should exist and be empty, that is, all files in the directory should be deleted before

deleting it, or an error prompt will be displayed.

2.11 unmount

Command:
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unmount <device>
Function:
Unmount the designated device from the file system.
Parameters:
<device> is the device to be unmounted from the file system.
Command Mode:
Admin Mode.
Default Settings:
Unmount the FLASH from the file system is nonsupport.
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Chapter 3 Commands for Cluster
3.1 clear cluster nodes

Command:
clear cluster nodes [nodes-sn <candidate-sn-list> | mac-address <mac-addr>]
Function:
Clear the nodes in the candidate list found by the commander switch.
Parameters: c
andidate-sn-list: sn of candidate switches, ranging from 1 to 256. More than one candidate can be specified.
mac-address: mac address of the switches (including all candidates, members and other switches).
Default:
No parameter means to clear information of all switches.
Command Mode:
Admin Mode.
Usage Guide:
After executing this command, the information of this node will be deleted from the chain list saved on commander
switch. In 30 seconds, the commander will recreate a cluster topology and re-add this node. But after being readded,
the candidate id of the switch might change. The command can only be executed on commander switches
Example:

Clear all candidate switch lists found by the commander switch.

Switch#clear cluster nodes

3.2 cluster auto-add
Command:
cluster auto-add
no cluster auto-add
Function:
When this command is executed in the commander switch, the newly discovered candidate switches will be added to
the cluster as a member switch automatically; the “no cluster auto-add” command disables this function.
Command mode:
Global Mode
Default:
This function is disabled by default. That means that the candidate switches are not automatically added to the
cluster.
Usage Guide :
After enabling this command on a commander switch, candidate switches will be automatically added as members.
Example:

Enable the auto adding function in the commander switch.

Switch(config)#cluster auto-add

3.3 cluster commander

Command:
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cluster commander [<cluster-name>]
no cluster commander
Function:
Set the switch as a commander switch, and create a cluster.
Parameter:
<cluster-name> is the cluster’s name, no longer than 32 characters.
Command mode:
Global Mode
Default:
Default setting is no commander switch. cluster_name is null by default.
Usage Guide:
This command sets the role of a switch as commander switch and creates a cluster, which can only be executed on
non commander switches. The cluster_name cannot be changed after the switch becoming a commander, and “no
cluster commander” should be executed first to do that. The no operation of this command will cancel the
commander configuration of the switch.
Example:

Set the current switch as the commander switch and name the cluster as switch.

Switch(config)#cluster commander switch

3.4 cluster ip-pool

Command:
cluster ip-pool <commander-ip>
no cluster ip-pool

Function:
Configure private IP address pool for member switches of the cluster.

Parameters :
commander-ip:
cluster IP address pool for allocating internal IP addresses of the cluster commander-ip is the head address of the
address pool, of which the valid format is 10.x.Xx.X, in dotted-decimal notation; the address pool should be big enough
to hold 128 members, which requires the last byte of addresses to be less than 126 (254 — 128 = 126 ) . IP address
pool should never be changed with commander configured. The change can only be done after the “no cluster
commander” command being executed.

Command mode:
Global Mode

Default:
The default address pool is 10.254.254.1.

Usage Guide:
When candidate switches becomes cluster members, the commander switch allocates a private IP address to each
member for the communication within the cluster, and thus to realized its management and maintenance of cluster
members. This command can only be used on non-commander switches. Once the cluster established, users can
not modify its IP address pool. The NO command of this command will restore the address pool back to default value,
which is 10.254.254.1.

Example:

Set the private IP address pool used by cluster member devices as 10.254.254.10
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Switch(config)#cluster ip-pool 10.254.254.10

3.5 cluster keepalive interval
Command:
cluster keepalive interval <second>
no cluster keepalive interval
Function:
Configure the time interval of keepalive messages within the cluster.
Parameters:
<second>: keepalive time interval, in seconds, ranging from 3 to 30.
Default:
The default value is 30 seconds.
Command Mode:
Global Configuration Mode.
Usage Guide:
After executing this command on a commander switch, the value of the parameter will be distributed to all member
switches via the TCP connections between the commander and members.
After executing it on a non commander switch, the configuration value will be saved but not used until the switch
becomes a commander. Before that, its keepalive interval is the one distributed by its commander.
Commander will send DP messages within the cluster once in every keepalive interval. Members will respond to the
received DP messages with DR messages.
The no operation of this command will restore the keepalive interval in the cluster back to its default value.
Example:

Set the keepalive interval in the cluster to 10 seconds.

Switch(config)#cluster keepalive interval 10

3.6 cluster keepalive loss-count
Command:
cluster keepalive loss-count<loss-count>
no cluster keepalive loss-count
Function:
Configure the max number of lost keepalive messages in a cluster that can be tolerated.
Parameters:
loss-count: the tolerable max number of lost messages, ranging from 1 to 10.
Default:
The default value is 3.
Command Mode:
Global Configuration Mode
Usage Guide:
After executing this command on a commander switch, the value of the parameter will be distributed to all member
switches via the TCP connections between the commander and members.
After executing it on a non commander switch, the configuration value will be saved but not used until the switch

becomes a commander. Before that, its loss-count value is the one distributed by its commander.
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commander calculates the loss-count after sending each DP message by adding 1 to the loss-count of each switch
and clearing that of a switch after receiving a DR message from the latter. When a loss-count reaches the configured
value (3 by default) without receiving any DR message, the commander will delete the switch from its candidate chain
list.

If the time that a member fails to receive DP messages from the commander reaches loss-count, it will change its
status to candidate.
The no operation of this command will restore the tolerable max number of lost keepalive messages in the cluster
back to its default value: 3.

Example:

Set the tolerable max number of lost keepalive messages in the cluster to 5.

Switch(config)#cluster keepalive loss-count 5

3.7 cluster member
Command:
cluster member {nodes-sn <candidate-sn-list> | mac-address <mac-addr> [id <member-id>]}
no cluster member {id <member-id> | mac-address <mac-addr>}
Function:
On a commander switch, manually add candidate switches into the cluster created by it.
Parameters:
nodes-sn : all cluster member switches as recorded in a chain list, each with a node sn which can be viewed by “show
cluster candidates” command. One or more candidates can be added as member at one time. The valid range of
candidate-sn-list is 1~256.
mac-address : the CPU Mac of candidate switches
member-id : A member id can be specified to a candidate as it becomes a member, ranging from 1 to 128, increasing
from 1 by default.
nodes-sn is the automatically generated sn, which may change after the candidate becomes a member. Members
added this way will be actually treated as those added in mac-addr mode with all config files in mac-addr mode.
If more than one switch is added as member simultaneously, no member-id is allowed; neither when using nodes-sn
mode.
Default:
None.
Command Mode:
Global Mode
Usage Guide:
After executing this command, the switch will add those identified in <nodes-sn> or <mac-address=>into the cluster
it belongs to. One or more candidates are allowed at one time, linked with - or ‘;". A switch can only be member or
commander of one cluster, exclusively. Attempts to execute the command on a hon commander switch will return
error. The no operation of this command will delete the specified member switch, and turn it back to a candidate.
Example:
In the commander switch, add the candidate switch which has the sequence number as 1. In the commander switch,
add the switch whose the mac address is 11-22-33-44-55-66 to member, and the member-id is 5.

Switch(config)#cluster member nodes-sn 1
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Switch(config)#cluster member mac-address 11-22-33-44-55-66 id 5

3.8 cluster member auto-to-user
Command:
cluster member auto-to-user
Function:
All members will be deleted when configuring no cluster auto-add. Users need to change automatically added
members to manually added ones to keep them.
Parameter:
None.
Default:
None.
Command Mode:
Global Mode.
Usage Guide:
Execute this command on a switch to change automatically added members to manually added ones.
Example:

change automatically added members to manually added ones.

Switch(config)#cluster member auto-to-user

3.9 cluster reset member
Command:
cluster reset member [id <member-id> | mac-address <mac-addr>]
Function:
In the commander switch, this command can be used to reset the member switch.
Parameter:
member-id: ranging from 1 to 128. Use hyphen “-” or semicolon “;” to specify more than one member; if no value is
provided, it means to reboot all member switches.
Default:
Boot all member switches.
Command mode:
Admin Mode.
Instructions:
In the commander switch, users can use this command to reset a member switch. If this command is executed in a
non-commander switch, an error will be displayed.
Example:

In the commander switch, reset the member switch 1.

Switch#cluster reset member 1
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3.10 cluster run
Command:
cluster run [key <WORD>][ vid <VID>]
no cluster run
Function:
Enable cluster function; the “no cluster run” command disables cluster function.
Parameter:
key : all keys in one cluster should be the same, no longer than 16 characters.
vid : vlan id of the cluster, whose range is 1-4094.
Command mode:
Global Mode
Default:
Cluster function is disabled by default, key: NULL(\0) vid : 1.
Instructions:
This command enables cluster function. Cluster function has to be enabled before implementing any other cluster
commands. The “no cluster run” disables cluster function. It is recommended that users allocate an exclusive vlan
for cluster (such as vlan100)
Note : Routing protocols should be disabled on the layer-3 interface where cluster vlan locates to avoid broadcasting
private route of the cluster.
Example:

Disable cluster function in the local switch.

Switch (config)#no cluster run

3.11 cluster update member

Command:
cluster update member <member-id> <src-url> <dst-filename> [ascii | binary]

Function:
Remotely upgrade member switches from the commander switch.

Parameters:
member-id : ranging from 1 to 128. Use hyphen “-” or semicolon “ ; " to specify more than one member;
src-url : the location of source files to be copied;
dst-filename : the specified filename for saving the file in the switch flash;
ascii means that the file transmission follows ASCII standard; binary means that the file transmission follows binary
standard, which is de default mode.
when src-url is a FTP address, its form will be: ftp://<username>:<password>@<ipadress>/<filename> > in which
<username> is the FTP username <password> is the FTP password <ipadress> is the IP address of the FTP
server,<filename> is the name of the file to be downloaded via FTP.
when src-url is a TFTP address, its form will be: tftp://<ipadress>/<filename> - in which <ipadress>is the IP address of
the TFTP server <filename> is the name of the file to be downloaded via.

Special keywords used in filename:

Keywords
source or destination address
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startup-config

start the configuration file

nos.img

system file

Command mode:
Admin Mode

Usage Guide:
The commander distributes the remote upgrade command to members via the TCP connections between them,
causing the number to implement the remote upgrade and reboot. Trying to execute this command on a
non-commander switch will return errors. If users want to upgrade more than one member, these switches should be
the same type to avoid boot failure induced by mismatched IMG files.

Example:
Remotely upgrade a member switch from the commander switch, with the member-id being 1, src-ul being

ftp://admin:admin@192.168.1.1/nos.img, and dst-url being nos.img

Switch#cluster update member 1 ftp://admin:admin@192.168.1.1/nos.img nos.img

3.12 debug cluster

Command:
debug cluster {statemachine | application | tcp}
no debug cluster {statemachine | application | tcp}
Function:
Enable the application debug of cluster; the no operation of this command will disable that.
Parameters:
statemachine: print debug information when the switch status changes.
application: print debug information when there are users trying to configure the switch after logging
onto it via SNMP, WEB.
tcp: the TCP connection information between the commander members.
Default:
None.
Command Mode:
Admin Mode.
Usage Guide:
None.
Example:

Enable the debug information of status change on the switch.

Switich#debug cluster statemachine

3.13 debug cluster packets

Command:

debug cluster packets {DP | DR | CP} {receive | send}
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no debug cluster packets {DP | DR | CP} {receive | send}
Function:
Enable the debug information; the no command disables the debug switch.
Parameters:
DP: discovery messages.
DR: responsive messages.
CP: command messages.
receive: receive messages.
send: send messages.
Default:
None.
Command Mode:
Admin Mode.
Usage Guide:

XGS3 Command Guide

Enable the debug information of cluster messages. After enabling classification, all DP, DR and CP messages sent

or received in the cluster will be printed.
Example:

Enable the debug information of receiving DP messages.

Switch#debug cluster packets DP receive

3.14 show cluster
Command:
show cluster
Function:
Display cluster information of the switch.
Command Mode:
Admin and Configuration Mode.
Example:
Execute this command on switches of different roles.
----in a commander

Switch#show cluster
Status: Enabled
Cluster VLAN: 1

Role: commander
IP pool: 10.254.254.1
Cluster name: MIS_zebra

Keepalive interval: 30
Keepalive loss-count: 3

Auto add: Disabled
Number of Members: 0
Number of Candidates: 3

----in a member

Switch#show cluster
Status: Enabled
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Cluster VLAN: 1

Role:  Member

Commander Ip Address: 10.254.254.1
Internal Ip Address: 10.254.254.2
Commamder Mac Address: 00-12-cf-39-1d-90
---- a candidate

Switch#show cluster
Status: Enabled
Cluster VLAN: 1
Role:  Candidate
---- disabled
Switch#show cluster
Status: Disabled

3.15 show cluster members

Command:

show cluster members [id <member-id> | mac-address <mac-addr>]

Function:

Display member information of a cluster. This command can only apply to commander switches.

Parameters:

member-id: member id of the switch.

mac-addr: the CPU mac addresses of member switches.
Default:

No parameters means to display information of all member switches.

Command Mode:
Admin and Configuration Mode.

Usage Guide:

Executing this command on a commander switch will display the configuration information of all cluster member

switches.

Example:

Execute this command on a commander switch to display the configuration information of all and specified cluster

member switches.

Switch#show cluster members
Member From : User config(U); Auto member (A)
ID From Status Mac Hostname

Switch#show cluster members id 1
Cluster Members:

Internal IP

XXX X XXXXXXXXXXLZ XX-XX-XX-XX-XX-XX XXXXXXXXXXL2 XXXXXXXXXXL2 XXX. XXX XXX. XXX
1 U Inactive 00-01-02-03-04-05 MIS_zebra DCRS-6804
2 A Active 00-01-02-03-04-05 MIS_bison DCRS-6804
3 U Active 00-01-02-03-04-05 SRD_jaguar DCRS-9808
4 A Inactive 00-01-02-03-04-05 HRD_puma  DCRS-5950-28T

10.254.254.2

10.254.254.3

10.254.254.4
10.254.254.5
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ID: 1

Member status: Inactive member (user_config)
IP Address: 10.254.254.2

MAC Address: 00-01-02-03-04-06

Description: DCRS-9808

Hostname: DSW102

3.16 show cluster candidates
Command:

show cluster candidates [nodes-sn <candidate-sn-list> | mac-address <mac-addr>]
Function:

Display the statistic information of the candidate member switches on the command switch

Parameter:

candidate-sn-list : candidate switch sn, ranging from 1 to 256. More than one switch can be specified.

mac-address : mac address of the candidate switch
Default:
No parameters means to display information of all member switches.
Command Mode:
Admin and Configuration Mode.

Usage Guide:

Executing this command on the switch will display the information of the candidate member switches.

Example:

Display configuration information of all cluster candidate switches.

Switch#show cluster candidates
Cluster Candidates:
SN Mac Description Hostname

XXX XX=XX-XX-XX-XX-XX KXKKKKKKKKKKKKKKKKKKKK2 A XXXKXKKKXKXKXKXXXXXXXX 24
1 00-01-02-03-04-06 XGS3-24040
2 01-01-02-03-04-05 XGS3-24040 MIS_zebra

3.17 show cluster topology

Command:

show cluster topology [root-sn <starting-node-sn> | nodes-sn <node-sn-list> | mac-address <mac-addr>]

Function:

Display cluster topology information. This command only applies to commander switches.
Parameters:

starting-node-sn : the starting node of the topology.

node-sn-list : the switch node sn.

mac-addr : the CPU mac address of the switch.

No parameters means to display all topology information.
Command Mode:

Admin and Configuration Mode.
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Usage Guide:
Executing this command on the commander switch will display the topology information with its starting node
specified.
Example:
Execute this command on the commander switch to display the topology information under different conditions.

Switch#show cluster topology
Role: commander(CM);Member(M);Candidate(CA);Other commander(OC);Other member(OM)
LV SN Description Hostname Role MAC_ADDRESS Upstream Upstream
leaf
local-port remote-port node

X XXX XXXXXXXXXX L2 XXXXXXXXXXL2 XX XX-XX-XX-XX-XX-XX XXXXXXXXXXL2 XXXXXXXXXX12 X

1 1 XGS3-24040 LAB_SWITCH_1 CM 01-02-03-04-05-01 -root- -root- -
2 XGS3-24040 LAB_SWITCH_2 M 01-02-03-04-05-02 eth 1/1 eth 1/2 N
3 XGS3-24040 LAB_SWITCH_3 CA 01-02-03-04-05-03 eth 1/1 eth 1/3 Y
4 XGS3-24040 LAB_SWITCH_4 CA 01-02-03-04-05-04 eth 1/1 eth 1/4 Y

2 2 XGS3-24040 LAB_SWITCH_2 M 01-02-03-04-05-02 eth 1/1 eth 1/2 -
5 XGS3-24040 LAB_SWITCH_1 OC 01-02-03-04-05-13 eth 1/1 eth 1/2 Y
6 XGS3-24040 LAB_SWITCH_1 OM 01-02-03-04-05-14 eth 1/1 eth 1/3 Y

Switch#show cluster topology root-sn 2
Role: commander(CM);Member(M);Candidate(CA);Other commander(OC);Other member(OM)
SN Description Hostname Role MAC_ADDRESS Upstream Upstream
leaf
local-port remote-port node

* 2 XGS3-24040 LAB_SWITCH_2 M 01-02-03-04-05-02 eth 1/1 eth 1/2 -
5 XGS3-24040 LAB_SWITCH_1 OC 01-02-03-04-05-13 eth 1/1 eth 1/2 Y
6 XGS3-24040 LAB_SWITCH_1 OM 01-02-03-04-05-14 eth 1/1 eth 1/3 Y

Switch#show cluster topology nodes-sn 2
Toplogy role: Member

Member status: Active member (user-config)
SN: 2

MAC Address: 01-02-03-04-05-02
Description: XGS3-24040

Hostname :LAB_SWITCH_2
Upstream local-port: eth 1/1

Upstream node: 01-02-03-04-05-01
Upstream remote-port:eth 1/2
Upstream speed: 100full

Switch#

Switch#show cluster topology mac-address 01-02-03-04-05-02
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Toplogy role: Member

Member status: Active member (user-config)
SN: 2

MAC Address: 01-02-03-04-05-02
Description: XGS3-24040

Hostname :LAB_SWITCH_2

Upstream local-port: eth 1/1

Upstream node: 01-02-03-04-05-01

Upstream remote-port:eth 1/2

Upstream speed: 100full

3.18 rcommand commander

Command:
rcommand commander

Function:
In the member switch, use this command to configure the commander switch.

Command mode:
Admin Mode.

Instructions:
This command is used to configure the commander switch remotely. Users have to telnet the commander switch by
passing the authentication. The command “exit” is used to quit the configuration interface of the commander switch.
This command can only be executed on member switches.

Example:

In the member switch, enter the configuration interface of the commander switch.

Switch#rcommand commander

3.19 rcommand member
Command:
rcommand member <mem-id>
Function:
In the commander switch, this command is used to remotely manage the member switches in the cluster.
Parameter:
<mem-id> commander the member id allocated by commander to each member, whose range is 1~128.
Command mode:
Admin Mode.
Usage Guide:
After executing this command, users will remotely login to a member switch and enter Admin Mode on the latter. Use
exit to quit the configuration interface of the member. Because of the use of internal private IP, telnet authentication
will be omitted on member switches. This command can only be executed on commander switches.
Example:

In the commander switch, enter the configuration interface of the member switch with mem-id 1.

Switch#rcommand member 1
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Chapter 4 Commands for Network Port

Configuration

4.1 Commands for Ethernet Port Configuration
4.1.1 bandwidth

Command:
bandwidth control <bandwidth> {transmit | receive | both}
no bandwidth control
Function:
Enable the bandwidth limit function on the port; the no command disables this function.
Parameter:
<bandwidth> is the bandwidth limit, which is shown in Mbps ranging between 1-1000000K; both refers to the
bandwidth limit when the port receives and sends data, receive refers to the bandwidth limit will only performed when
the switch receives data from out side, while transmit refers to the function will be perform on sending only.
Command Mode:
Port Mode.
Default:
Bandwidth limit disabled by default.
Usage Guide:
When the bandwidth limit is enabled with a size set, the max bandwidth of the port is determined by this size other

than by 10/100/1000M. If [both | receive | transmit] keyword is not specified, the default is both.

The
bandwidth

limit can not

exceed the
physic
maximum
speed
possible on
the port. For
example, an
10/100M
Ethernet
port can not
be set to a
bandwidth
limit at
101000K (or
higher), but
applicable
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on a
10/100/1000
port working
at a speed
of 100M.

Example:
Set the bandwidth limit of 1/1-8 port is 40000K.

Switch(config)#interface ethernet 1/1-8
Switch(Config-If-Port-Range)#bandwidth control 40000 both

4.1.2 combo-forced-mode

Command:
combo-forced-mode {copper-forced | copper-preferred-auto | sfp-forced | sfp-preferred-auto }

Function:
Sets to combo port mode (combo ports only).

Parameters:
copper-forced forces use of copper cable port; copper-preferred-auto for copper cable port first; sfp-forced forces
use of fiber cable port; sfp-preferred-auto for fiber cable port first.

Command mode:
Port Mode.

Default:
The default setting for combo mode of combo ports is fiber cable port first.

Usage Guide:
The combo mode of combo ports and the port connection condition determines the active port of the combo ports. A
combo port consists of one fiber port and a copper cable port. It should be noted that the speed-duplex command
applies to the copper cable port while the negotiation command applies to the fiber cable port, they should not conflict.
For combo ports, only one, a fiber cable port or a copper cable port, can be active at a time, and only this port can
send and receive data normally.
For the determination of the active port in a combo port, see the table below. The headline row in the table indicates
the combo mode of the combo port, while the first column indicates the connection conditions of the combo port, in

which “connected” refers to a good connection of fiber cable port or copper cable port to the other devices.

Copper forced
Copper preferred
SFP forced

SFP preferred
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iber connected, copper not connected
Copper cable port

Fiber cable port

Fiber cable port

Fiber cable port

Copper connected, fiber not connected
Copper cable port

Copper cable port

Fiber cable port

Copper cable port

Both fiber and copper are connected
Copper cable port

Copper cable port

Fiber cable port

Fiber cable port

Neither fiber nor copper are connected
Copper cable port

Fiber cable port

Fiber cable port

Fiber cable port

XGS3 Command Guide

Combo port is a conception involving the physical layer and the LLC sublayer of the datalink layer. The status of a

combo port will not affect any operation in the MAC sublayer of the datalink layer and upper layers. If the

bandwidth limit for a combo port is 1Mbps, then this 1Mbps applies to the active port of this combo port, regardless

of the port type being copper or fiber.

fiber-forced mode.

If a combo port connects to another combo port, it is recommended for both parties to use copper-forced or

Run show interface under Admin Mode to check for the active port of a combo port .The following result indicates if

the active port for a combo port is the fiber cable port: Hardware is Gigabit-combo, active is fiber.
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Example:
Setting ports 1/21-24 to fiber-forced.

Switch(config)#interface ethernet 1/21-24

Switch(Config-Port-Range)#combo-forced-mode sfp-forced

4.1.3 clear counters interface
Command:
clear counters interface [{ethernet <interface-list> | vlan <vlan-id> | port-channel <port-channel-number> |
<interface-name>}]
Function:
Clears the statistics of the specified port.
Parameters:
<interface-list> stands for the Ethernet port number; < vlan-id > stands for the VLAN interface number;
<port-channel-number> for trunk interface number; <interface-name> for interface name, such as port-channel 1.
Command mode:
Admin Mode.
Default:
Port statistics are not cleared by default.
Usage Guide:
If no port is specified, then statistics of all ports will be cleared.
Example:
Clearing the statistics for Ethernet port1/1.

Switch#clear counters interface ethernet 1/1

4.1.4 flow control
Command: flow control
no flow control

Function:
Enables the flow control function for the port: the “no flow control” command disables the flow control function for
the port.

Command mode:
Port Mode.

Default:
Port flow control is disabled by default.

Usage Guide:
After the flow control function is enabled, the port will notify the sending device to slow down the sending speed to
prevent packet loss when traffic received exceeds the capacity of port cache. Ports support IEEE802.3X flow control;
the ports work in half-duplex mode, supporting back-pressure flow control. If flow control results in serious HOL, the
switch will automatically start HOL control (discarding some packets in the COS queue that may result in HOL) to
prevent drastic degradation of network performance.

Note:

4-111



XGS3 Command Guide
Port flow control function is not recommended unless the users need a slow speed, low performance network with
low packet loss. Flow control will not work between different cards in the switch. When enable the port flow control
function, speed and duplex mode of both ends should be the same.
Example:

Enabling the flow control function in ports1/1-8.

Switch(config)#interface ethernet 1/1-8

Switch(Config-Port-Range)#flow control

4.1.5 interface ethernet
Command:
interface ethernet <interface-list>
Function:
Enters Ethernet Port Mode from Global Mode.
Parameters:
<interface-list> stands for port number.
Command mode:
Global Mode
Usage Guide:
Run the exit command to exit the Ethernet Port Mode to Global Mode.
Example:
Entering the Ethernet Port Mode for ports1/1, 1/4-5, 1/8.

Switch(config)#interface ethernet 1/1, 1/4-5, 1/8

Switch(Config-Port-Range)#

4.1.6 loopback

Command:
loopback
no loopback
Function:
Enables the loopback test function in an Ethernet port; the “no loopback” command disables the loopback test on
an Ethernet port.
Command mode:
Port Mode.
Default:
Loopback test is disabled in Ethernet port by default.
Usage Guide:
Loopback test can be used to verify the Ethernet ports are working normally. After loopback has been enabled, the
port will assume a connection established to itself, and all traffic sent from the port will be received at the very same
port.
Example:

Enabling loopback test in Ethernet ports 1/1-8.
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Switch(config)#interface ethernet 1/1-8

Switch(Config-If-Port-Range)#loopback

4.1.7 mdi

Command:
mdi { auto | across | normal }
no mdi
Function:
Sets the cable types supported by the Ethernet port; the “no mdi” command sets the cable type to auto-identification.
This command is not supported on combo ports and fiber ports.
Parameters:
auto indicates auto identification of cable types; across indicates crossover cable support only; normal indicates
straight-through cable support only.
Command mode:
Port Mode.
Default:
Port cable type is set to auto-identification by default.
Usage Guide:
Auto-identification is recommended. Generally, straight-through cable is used for switch-PC connection and
crossover cable is used for switch-switch connection.
Example:
Setting the cable type support of Ethernet ports 1/1-8 to straight-through cable only.

Switch(config)#interface ethernet 1/1-8

Switch(Config-Port-Range)#mdi normal

4.1.8 name
Command:
name <string>
no name
Function:
Set name for specified port; the “no name” command cancels this configuration.
Parameter:
<string> is a character string, which should not exceeds 32 characters.
Command Mode:
Port Mode.
Default:
No port name by default.
Usage Guide:
This command is for helping the user manage switches, such as the user assign names according to the port

application, e.g. financial as the name of 1/1-2 ports which is used by financial department, engineering as the name
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of 1/9 ports which belongs to the engineering department, while the name of 1/12 ports is assigned with Server,
which is because they connected to the server. In this way the port distribution state will be brought to the table.

Example:

Specify the name of 1/1-2 port as financial.

Switch(config)#interface ethernet 1/1-2

Switch(Config-If-Port-Range)#name financial

4.1.9 negotiation

Command:
negotiation {on|off}

Function:
Enables/Disables the auto-negotiation function of a 1000Base-FX port.

Parameters:
on: enables the auto-negotiation; off: disable the auto-negotiation.

Command mode:
Port configuration Mode.

Default:
Auto-negotiation is enabled by default.

Usage Guide:
This command applies to 1000Base-FX interface only. The negotiation command is not available for 1000Base-TX
or 100Base-TX interface. For combo port, this command applies to the 1000Base-FX port only but has no effect on
the 1000Base-TX port. To change the negotiation mode, speed and duplex mode of 1000Base-TX port, use
speed-duplex command instead.

Example:

Port 1 of Switchl is connected to port 1 of Switch2, the following will disable the negotiation for both ports.

Switch1(config)#interface ethernetl/1

Switch1(Config-If-Ethernetl/1)#negotiation off

Switch2(config)#interface ethernetl/1

Switch2(Config-If-Ethernetl/1)#negotiation off

4.1.10 rate-suppression
Command:
rate-suppression {dIf | broadcast | multicast} <packets>
no rate-suppression {dIf | broadcast | multicast}
Function:

Sets the traffic limit for broadcasts, multicasts and unknown destination unicasts on all ports in the switch; the no
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command disables this traffic throttle function on all ports in the switch, i.e., enables broadcasts, multicasts and
unknown destination unicasts to pass through the switch at line speed.

Parameters:
use dIf to limit unicast traffic for unknown destination; multicast to limit multicast traffic; broadcast to limit broadcast
traffic. <packets> is the limit of packet number, ranging from 1 to 1488905. For non-10GB ports, the unit of <packets>
is PPS, that is, the value of <packets> is the number of packets allowed to pass per second; for 10GB ports, the unit
is KPPS, that is, the value of <packets> multiplies 1000 makes the number of packets allowed, so the value should
be less than 14880.

Command mode:
Port Mode.

Default:
No limit is set by default. So, broadcasts, multicasts and unknown destination unicasts are allowed to pass at line
speed.

Usage Guide:
All ports in the switch belong to a same broadcast domain if no VLAN has been set. The switch will send the above
mentioned three traffics to all ports in the broadcast domain, which may result in broadcast storm and so may greatly
degrade the switch performance. Enabling Broadcast Storm Control can better protect the switch from broadcast
storm. Note the difference of this command in 10Gb ports and other ports. If the allowed traffic is set to 3, this means
allow 3,120 packets per second and discard the rest for 10Gb ports. However, the same setting for non-10Gb ports
means to allow 3 broadcast packets per second and discard the rest.

Example:

Setting ports 8-10 (1000Mbps) allow 3 broadcast packets per second.

Switch(config)#interface ethernet 1/8-10

Switch(Config-Port-Range)#rate-suppression broadcast 3

4.1.11 rate-violation

Command:
rate-violation <packets> [recovery <time>]
no rate-violation

Function:
Enable the limit on packet reception rate function, and set the packet reception rate in one second, the no command
delete the function of limit on packet reception rate.
The rate-violation means the packet reception rate, that is, the number of received packets per second, regardless of
their type.

Parameters:
<packets> the max number of packets allowed to pass through the port.
recovery: means after a period of time the port can recover “Shutdown” to “UP” again. <time> is the timeout of
recovery. For example, if the shutdown of a port happens after the packet reception rate exceeding the limit, the port
will be “up” again when the user-defined timeout period expires. The default timeout is 300s, while 0 means the
recovery will never happen.

Command Mode:
Port Mode

Default:
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There is no limit on packet reception rate by default.

Usage Guide:
This command is mainly used to detect the abnormal port flow. For example, when there are a large number of
broadcast messages caused by a loop, which affect the processing of other tasks of the switch, the port will be shut
down to guarantee the normal operation of the switch.

Example:
If users set the rate-violation of port 8-10 (GB ports) of the switch as 10000pps and the port recovery time as 1200
seconds, when the packet reception rate exceeds 10000, the port will but shut down, and then, after 1200 seconds,
the port will be UP again.

Switch(config)#interface ethernet 1/8-10

Switch(Config-Port-Range)#rate-violation 10000 recovery 1200

4.1.12 show interface
Command:
show interface [ethernet <interface-number> | port-channel <port-channel-number> | loopback
<loopback-id> | vlan <vlan-id> | tunnel <tunnel-id> | <interface-name> ] [detail]
show interface ethernet status
show interface ethernet counter {packet | rate}
Function:
Show information of layer 3 or layer 2 port on the switch
Parameter:
<vlan-id> is the VLAN interface number,the value range from 1 to 4094. <tunnel-number> is the tunnel number, the
value range from 1 to 50. <loopback-id> is the loop back numberthe value range from 1 to 1024.
<interface-number> is the port number of the Ethernet, status show important information of all the layer 2 ports.
counter {packet | rate} show package number or rate statistics of all layer 2 ports. <port-channel-number> is the
number of the aggregation interface, <interface-name> is the name of the interface such as port-channell. [detail]
show the detail of the port.
Command Mode:
Admin and Configuration Mode.
Default:
Information not displayed by default
Usage Guide:
While for vlan interfaces, the port MAC address, IP address and the statistic state of the data packet will be shown; for
tunnel port, this command will show tunnel interface state and the statistic state of control layer receives/sends tunnel
data packet, about the statistic data of physics interface receiving/sending data packet, please refer to show interface
ethernet command; for loopback port, this command will show the interface statistic state of IP address and
receiving/sending data packet; As for Ethernet port, this command will show port speed rate, duplex mode, flow
control switch state, broadcast storm restrain of the port and the statistic state of the data packets; for aggregated port,
port speed rate, duplex mode, flow control switch state, broadcast storm restrain of the port and the statistic state of
the data packets will be displayed. The information of all ports on the switch will be shown if no port is specified.
Using [detail] to show the detail information for ethernet port and port-channel port, the information is related with
the type of switch, board card.

For ethernet port, using status to show important information of all the layer 2 ports by list format. each port is a row,
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the showing information include port number, Link, Protocl status, Speed, Duplex, Vlan, port type and port name;
counter packets show package number statistics of all ethernet ports, include layer 2 unicast, broadcast, multicast,
error of input and output redirection package number; counter rate show the rate statistics of all ethernet ports, input
and output package number, byte number in 5 minutes and 5 seconds.

Example:
Show the information of VLAN 1

Switch#show interface vlan 1

Vlanlis up, line protocol is up, dev index is 2005
Device flag 0x1003(UP BROADCAST MULTICAST)

IPv4 address is:

192.168.10.1 255.255.255.0 (Primary)
Hardware is EtherSVI, address is 00-00-00-00-00-01
MTU is 1500 bytes , BW is 0 Kbit

Encapsulation ARPA, loopback not set

5 minute input rate 0 bytes/sec, 0 packets/sec

5 minute output rate 0 bytes/sec, 0 packets/sec

The last 5 second input rate 0 bytes/sec, 0 packets/sec
The last 5 second output rate 0 bytes/sec, 0 packets/sec
Input packets statistics:

Input queue 0/600, 0 drops

0 packets input, 0 bytes, 0 no buffer

O input errors, 0 CRC, 0 frame alignment, 0 overrun
Oignored, 0 abort, 0 length error

Output packets statistics:

0 packets output, 0 bytes, O underruns

0 output errors, 0 collisions

Show the information of loopback 1:

Switch#show interface loopback 1

Loopbackl is up, line protocol is up, dev index is 2006
Device flag 0x100b(UP BROADCAST LOOP MULTICAST)
IPv4 address is:

1.1.1.1 255.255.255.255 (Primary)

MTU is 1500 bytes , BW is 0 Kbit

5 minute input rate 0 bytes/sec, 0 packets/sec

5 minute output rate 0 bytes/sec, 0 packets/sec

The last 5 second input rate 0 bytes/sec, 0 packets/sec
The last 5 second output rate 0 bytes/sec, 0 packets/sec
Input packets statistics:

Input queue 0/600, 0 drops

0 packets input, 0 bytes, 0 no buffer

O input errors, 0 CRC, 0 frame alignment, 0 overrun
Oignored, 0 abort, 0 length error

Output packets statistics:

0 packets output, 0 bytes, 0 underruns
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0 output errors, 0 collisions

Sshow the information of tunnel 1:

Switch#show interface tunnel 1

Tunnell is up, line protocol is up, dev index is 2007
Device flag 0x91(UP P2P NOARP)

IPv4 address is:

(NULL)

5 minute input rate 0 bytes/sec, 0 packets/sec

5 minute output rate 0 bytes/sec, 0 packets/sec

The last 5 second input rate 0 bytes/sec, 0 packets/sec
The last 5 second output rate 0 bytes/sec, 0 packets/sec
Input packets statistics:

Input queue 0/600, 0 drops

0 packets input, 0 bytes, 0 no buffer

O input errors, 0 CRC, 0 frame alignment, 0 overrun
Oignored, 0 abort, 0 length error

Output packets statistics:

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions

Show the information of port 1/1:

Switch#show interface el/1

Ethernetl/1is up, line protocol is down

Ethernetl/1 is layer 2 port, alias name is (null), index is 1
Hardware is Gigabit-TX, address is 00-30-4f-02-fc-01

PVID is 1

MTU 1500 bytes, BW 10000 Kbit

Encapsulation ARPA, Loopback not set

Auto-duplex: Negotiation half-duplex, Auto-speed: Negotiation 10M bits
FlowControl is off, MDI type is auto

5 minute input rate 0 bytes/sec, 0 packets/sec

5 minute output rate 0 bytes/sec, 0 packets/sec

The last 5 second input rate 0 bytes/sec, 0 packets/sec

The last 5 second output rate 0 bytes/sec, 0 packets/sec
Input packets statistics:

0 input packets, 0 bytes, 0 no buffer

0 unicast packets, 0 multicast packets, 0 broadcast packets
O input errors, 0 CRC, 0 frame alignment, 0 overrun, 0 ignored
0 abort, 0 length error, 0 pause frame

Output packets statistics:

0 output packets, 0 bytes, 0 underruns

0 unicast packets, 0 multicast packets, 0 broadcast packets

0 output errors, 0 collisions, 0 pause frame
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Show the important information of all layer 2 ports:

Switch#show interface ethernet status

Codes: A-Down - administratively down, a - auto, f - force, G - Gigabit
Interface Link/Protocol Speed Duplex Vlan Type Alias Name

1/1 UP/UP f-100M f-full 1 G-TX

1/2 UP/UP a-100M a-full trunk G-TX

1/3 UP/DOWN auto auto 1 G-TX

1/4 A-Down/DOWN auto auto 1 G-TX

Show the package number statistics information of all layer 2 ports:

Switch#Show interface ethernet counter packet

Interface Unicast(pkts) BroadCast(pkts) MultiCast(pkts) Err(pkts)
1/1 IN 12,345,678 12,345,678,9 12,345,678,9 4,567

OUT 23,456,789 34,567,890 5,678 0

1/2IN000O

OUT0000

1/3IN000O

OUT0000

1/4IN000O

OUT0000

Show the rate statistics information of all layer 2 ports:

Switch # Show interface ethernet counter rate

Interface IN(pkts/s) IN(bytes/s) OUT(pkts/s) OUT(bytes/s)
1/1 5m 13,473 12,345,678 12,345 1,234,567

5s 135 65,800 245 92,600

1/25m 0000

550000

1/35m 0000

550000

1/45m 0000

550000

4.1.13 shutdown

Command:
shutdown
no shutdown
Function:
Shuts down the specified Ethernet port; the “no shutdown” command opens the port.
Command mode:
Port Mode.
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Default:
Ethernet port is open by default.
Usage Guide:
When Ethernet port is shut down, no data frames are sent in the port, and the port status displayed when the user
types the “show interface” command is “down”.
Example:

Opening ports1/1-8.

Switch(config)#interface ethernet1/1-8

Switch(Config-Port-Range)#no shutdown

4.1.14 speed-duplex

Command:
speed-duplex {auto | forcelO-half | forcelO-full | forcel00-half | forcel00-full | forcel00-fx [module-type
{auto-detected | no-phy-integrated | phy-integrated}] | {{forcelg-half | forcelg-full} [nonegotiate [master |
slave]]}}
no speed-duplex

Function:
Sets the speed and duplex mode for 1000Base-TX, 100Base-TX or 100Base-FX ports; the “no speed-duplex”
command restores the default speed and duplex mode setting, i.e., auto speed negotiation and duplex.

Parameters:
auto for auto speed negotiation; forcel0-half for forced 10Mbps at half-duplex; forcel0-full for forced 10Mbps at
full-duplex mode; forcel00-half for forced 100Mbps at half-duplex mode; forcel00-full for forced 100Mbps at
full-duplex mode; forcel00-fx for forced 100Mbps at full-duplex mode; module-type is the type of 100Base-FX
module; auto-detected: automatic to detect; no-phy-integrated: there is no phy-integratd 100Base-TX module;
phy-integrated: phy-integratd 100Base-TX module; forcelg-half for forced 1000Mbps at half-duplex mode;
forcelg-full for forced 1000Mbps at full-duplex mode; nonegotiate for disable auto-negotiation for 1000 Mb port;
master to force the 1000Mb port to be master mode; slave to force the 1000Mb port to be slave mode.

Command mode:
Port Mode.

Default:

Auto-negotiation for speed and duplex mode is set by default.
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Usage Guide:
This command is configures the port speed and duplex mode. When configuring port speed and duplex mode, the
speed and duplex mode must be the same as the setting of the remote end, i.e., if the remote device is set to
auto-negotiation, then auto-negotiation should be set at the local port. If the remote end is in forced mode, the same
should be set in the local end.
1000Gb ports are by default master when configuring nonegotiate mode. If one end is set to master mode, the
other end must be set to slave mode.
forcelg-half is not supported yet.
Example:
Port 1 of SwitchA is connected to port 1 of SwitchB, the following will set both ports in forced 100Mbps at half-duplex

mode.

SwitchA(config)#interface ethernetl/1

SwitchA(Config-If-Ethernetl/1)#speed-duplex force100-half

SwitchB(config)#interface ethernetl/1

SwitchB(Config-If-Ethernetl/1)#speed-duplex force100-half
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Chapter 5 Commands for Port Isolation

Function
5.1 isolate-port group

Command:

isolate-port group <WORD>
no isolate-port group <WORD>

Function:
Set a port isolation group, which is the scope of isolating ports; the no operation of this command will delete a port
isolation group and remove all ports out of it.

Parameters:
<WORD?> is the name identification of the group, no longer than 32 characters.

Command Mode:
Global Mode.

Default:
None.

Usage Guide:
Users can create different port isolation groups based on their requirements. For example, if a user wants to isolate
all downlink ports in a vlan of a switch, he can implement that by creating a port isolation group and adding all
downlink ports of the vlan into it. No more than 16 port isolation groups can a switch have. When the users need to
change or redo the configuration of the port isolation group, he can delete the existing group with the no operation of
this command.

Example:

Create a port isolation group and name it as "test”.

Switch>enable

Switch#config

Switch(config)#isolate-port group test

5.2 isolate-port group switchport interface

Command:
isolate-port group <WORD> switchport interface [ethernet] <IFNAME>

no isolate-port group <WORD> switchport interface [ethernet] <IFNAME>

Function:
Add one port or a group of ports into a port isolation group to isolate, which will become isolated from the other ports
in the group. The no operation of this command will remove one port or a group of ports out of a port isolation group,
which will be able to communicate will ports in that group normally. If the ports removed from the group still belong to
another port isolation group, they will remain isolated from the ports in that group. If an Ethernet port is a member of
a convergence group, it should not be added into a port isolation group, and vice versa, a member of a port isolation
group should not be added into an aggregation group. But one port can be a member of one or more port isolation

groups.
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Parameters:
<WORD> is the name identification of the group, no longer than 32 characters. If there is no such group with the
specified name, create one; ethernet means that the ports to be isolated is Ethernet ones, followed by a list of
Ethernet ports, supporting symbols like ”;” and "-". For example: “ethernet 1/1;3;4-7;8" <IFNAME> is the name of the
interface, such as el/1. If users use interface name, the parameter of ethernet will not be required.
Command Mode:
Global Mode.
Default:
None.
Usage Guide:
Users can add Ethernet ports into or remove them from a port isolation group according to their requirements. When
an Ethernet port is a member of more than one port isolate group, it will be isolated from every port of all groups it
belongs to.
Example:

Add Ethernet ports 1/1-2 and 1/5 into a port isolation group named as "test”.

Switch(config)#isolate-port group test switchport interface ethernet 1/1-2; 1/5

5.3 isolate-port apply
Command:
isolate-port apply [<I2|I3]all>]
Function:
This command will apply the port isolation configuration to isolate layer-2 flows, layer-3 flows or all flows.
Parameters:
<I2|I3Jall> the flow to be isolated, 12 means isolating layer-2 flows, 13 means isolating layer-3 flows, all means
isolating all flows.
Command Mode:
Global Mode.
Default:
Isolate all flows.
Usage Guide:
User can apply the port isolation configuration to isolate layer-2 flows, layer-3 flows or all flows according to their
requirements.
Example:

Only apply port isolation to layer-2 flows on the switch.

Switch(config)#isolate-port apply 12

5.4 show isolate-port group
Command:

show isolate-port group [<WORD>]
Function:

Display the configuration of port isolation, including all configured port isolation groups and Ethernet ports in each

group.
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Parameters:
<WORD> the name identification of the group, no longer than 32 characters; no parameter means to display the
configuration of all port isolation groups.
Command Mode:
Admin Mode and Global Mode.
Default:
Display the configuration of all port isolation groups.
Usage Guide:
Users can view the configuration of port isolation with this command.
Example:

Display the port isolation configuration of the port isolation group named as “test”.

Switch(config)#show isolate-port group test
Isolate-port group test

The isolate-port Ethernet1/5

The isolate-port Ethernet1/2
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Chapter 6 Commands for Port Loopback

Detection Function
6.1 loopback-detection control

Command:

loopback-detection control {shutdown |block| learning}
no loopback-detection control

Function:
Enable the function of loopback detection control on a port, the no operation of this command will disable the
function.

Parameters:
shutdown set the control method as shutdown, which means to close down the port if a port loopback is found.
block set the control method as block, which means to block a port by allowing bpdu and loopback detection
messages only if a port loopback is found.
learning disable the control method of learning MAC addresses on the port, not forwarding traffic and delete the
MAC address of the port.

Default:
Disable the function of loopback diction control.

Command Mode:
Port Mode.

Usage Guide:
If there is any loopback, the port will not recovery the state of be controlled after enabling control operation on the
port. If the overtime is configured, the ports will recovery normal state when the overtime is time-out. If the control
method is block, the corresponding relationship between instance and vlan id should be set manually by users, it
should be noticed when be used.

Example:

Enable the function of loopback detection control under portl/2 mode.

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernet1/2)#loopback-detection control shutdown

Switch(Config-If-Ethernet1/2)#no loopback-detection control

6.2 loopback-detection specified-vlan
Command:
loopback-detection specified-vlan <vlan-list>
no loopback-detection specified-vlan [<vlan-list>]
Function:
Enable the function of loopback detection on the port and specify the VLAN to be checked; the no operation of this
command will disable the function of detecting loopbacks through this port or the specified VLAN.
Parameters:
<vlan-list> the list of VLANs allowed passing through the port. Given the situation of a trunk port, the specified

VLANSs can be checked. So this command is used to set the vlan list to be checked.
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Default:
Disable the function of detecting the loopbacks through the port.
Command Mode:
Port Mode.
Usage Guide:
If a port can be a TRUNK port of multiple Vlans, the detection of loopbacks can be implemented on the basis of
port+Vlan, which means the objects of the detection can be the specified Vlans on a port. If the port is an ACCESS
port, only one Vlan on the port is allowed to be checked despite the fact that multiple Vlans can be configured. This
function is not supported under Port-channel.
Example:

Enable the function of loopback detection under port 1/2 mode.

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernet1/2)#switchport mode trunk

Switch(Config-If-Ethernet1/2)#switchport trunk allowed vlan all

Switch(Config-If-Ethernetl/2)#loopback-detection specified-vlan 1;3;5-20

Switch(Config-1f-Ethernet1/2)#no loopback-detection specified-vlan 1;3;5-20

6.3 loopback-detection interval-time
Command:
oopback-detection interval-time <loopback> <no-loopback>
no loopback-detection interval-time
Function:
Set the loopback detection interval. The no operate closes the loopback detection interval function.
Parameters:
<loopback > the detection interval if any loopback is found, ranging from 5 to 300, in seconds.
<no-loopback > the detection interval if no loopback is found, ranging from 1 to 30, in seconds.
Default:
The default value is 5s with loopbacks existing and 3s otherwise.
Command Mode:
Global Mode.
Usage Guide:
When there is no loopback detection, the detection interval can be relatively shorter, for too short a time would be a
disaster for the whole network if there is any loopback. So, a relatively longer interval is recommended when
loopbacks exist.
Example:

Set the loopback diction interval as 35, 15.

Switch(config)#loopback-detection interval-time 35 15
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6.4 loopback-detection control-recovery timeout

Command:
loopback-detection control-recovery timeout <0-3600>

Function:
This command is used to recovery to uncontrolled state after a special time when a loopback being detected by the
port entry be controlled state.

Parameters:
<0-3600> second is recovery time for be controlled state, O is not recovery state.

Default:
The recovery is not automatic by default.

Command Mode:
Global Configuration Mode.

Usage Guide:
When a port detects a loopback and works in control mode, the ports always work in control mode and not recover.
The port will not sent packet to detection in shutdown mode, however, the port will sent loopback-detection packet to
detection whether have loopback in block or learning mode. If the recovery time is configured, the ports will recovery
normal state when the overtime is time-out. The recovery time is a useful time for shutdown control mode, because
the port can keep on detection loopback in the other modes, so suggest not to use this command.

Examples:

Enable automatic recovery of the loopback-detection control mode after 30s.

Switch(config)#loopback-detection control-recovery timeout 30

6.5 show loopback-detection

Command:
show loopback-detection [interface <interface-list>]
Function:
Display the state of loopback detection on all ports if no parameter is provided, or the state and result of the specified
ports according to the parameters.
Parameters:
<interface-list> the list of ports to be displayed, for example: ethernet 1/1.
Command Mode:
Admin and Configuration Mode.
Usage Guide:
Display the state and result of loopback detection on ports with this command.
Example:

Display the state of loopback detection on port 4.

Switch(config)#show loopback-detection interface Ethernet 1/4

loopback detection config and state information in the switch!

PortName Loopback Detection Control Mode Is Controlled
Ethernetl/4 Enable Shutdown No
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6.6 debug loopback-detection
Command:
debug loopback-detection
Function:
After enabling the loopback detection debug on a port, BEBUG information will be generated when sending,
receiving messages and changing states.
Parameters:
None.
Command Mode:
Admin Mode.
Default:
Disabled by default.
Usage Guide:
Display the message sending, receiving and state changes with this command.

Example:

Switch#debug loopback-detection

%Jan 01 03:29:18 2006 Send loopback detection probe packet:dev Ethernet1/10, vlan id 1

%Jan 01 03:29:18 2006 Send loopback detection probe packet:dev Ethernet 1/10, vian id 2

Chapter 7 Commands for ULDP
7.1 uldp enable

Command:
uldp enable

Function:
ULDP will be enabled after issuing this command. In global configuration mode, this command will enable ULDP for
the global. In port configuration mode, this command will enable ULDP for the port.

Parameters:
None.

Command Mode:
Global Configuration Mode and Port Configuration Mode.

Default:
By default ULDP is not configured.

Usage Guide:
ULDP can be configured for the ports only if ULDP is enabled globally. If ULDP is enabled globally, it will be effect for
all the existing fiber ports. For copper ports and fiber ports which are available after ULDP is enabled, this command
should be issued in the port configuration mode to make ULDP be effect.

Example:

To enable ULDP in global configuration mode.

Switch(config)#uldp enable
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7.2 uldp disable

Command:

uldp disable
Function:

To disable ULDP configuration through this command.
Parameters:

None.
Command Mode:

Global Configuration Mode and Port Configuration Mode.
Default:

By default ULDP is not configured.
Usage Guide:

When ULDP is disabled globally, then ULDP in all the ports will be disabled.

Example:

To disable the ULDP configuration in global configuration mode.

XGS3 Command Guide

Switch(config)#uldp disable

7.3 uldp hello-interval

Command:
uldp hello-interval <integer>
no uldp hello-interval
Function:

To configure the interval for ULDP to send hello messages. The no form of this command will restore the default

interval for the hello messages.

Parameters:

The interval for the Hello messages, with its value limited between 5 and 100 seconds, 10 seconds by default.

Command Mode:

Global Configuration Mode.
Default:

10 seconds by default.
Usage Guide:

Interval for hello messages can be configured only if ULDP is enabled globally, its value limited between 5 and 100

seconds.
Example:

To configure the interval of Hello messages to be 12 seconds.

Switch(config)# uldp hello-interval 12

7.4 uldp aggressive-mode
Command:
uldp aggressive-mode

no uldp aggressive-mode
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Function:

To configure ULDP to work in aggressive mode. The no form of this command will restore the normal mode.
Parameters:

None.
Command Mode:

Global Configuration Mode and Port Configuration Mode.
Default:

Normal mode.
Usage Guide:

The ULDP working mode can be configured only if it is enabled globally. When ULDP aggressive mode is enabled

globally, all the existing fiber ports will work in aggressive mode. For the copper ports and fiber ports which are

available after the configuration is available, aggressive mode should be enabled in port configuration mode.
Example:

To enable ULDP aggressive mode globally.

Switch(config)# uldp aggressive-mode

7.5 uldp manual-shutdown
Command:

uldp manual-shutdown

no uldp manual-shutdown

Function:

To configure ULDP to work in manual shutdown mode. The no command will restore the automatic mode.
Parameters:

None.
Command Mode:

Global Configuration Mode.
Default:

Auto mode.
Usage Guide:

This command can be issued only if ULDP has been enabled globally.
Example:

To enable manual shutdown globally.

Switch(config)# uldp manual-shutdown

7.6 uldp reset
Command:
uldp reset
Function:
To reset the port when ULDP is shutdown.
Parameters:
None.
Command Mode:
Globally Configuration Mode and Port Configuration Mode.
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Default:
None.
Usage Guide:
This command can only be effect only if the specified interface is disabled by ULDP.
Example:

To reset all the port which are disabled by ULDP.

Switch(config)# uldp reset

7.7 uldp recovery-time
Command:
uldp recovery-time<integer>
no uldp recovery-time
Function:
To configure the interval for ULDP recovery timer. The no form of this command will restore the default configuration.
Parameters:
recovery-time is the time out value for the ULDP recovery timer. Its value is limited between 30 and 86400 seconds.
Command Mode:
Global Configuration Mode.
Default:
0 is set by default which means the recovery is disabled.
Usage Guide:
If an interface is shutdown by ULDP, and the recovery timer times out, the interface will be reset automatically. If the
recovery timer is set to 0, the interface will not be reset.
Example:

To set the recovery timer to be 600 seconds.

Switch(config)# uldp recovery-time 600

7.8 show uldp
Command:
show uldp [interface ethernet<interface-name>]
Function:
To show the global ULDP configuration and status information of interface. If <interface-name> is specified, ULDP
configuration and status about the specified interface as well as its neighbors’ will be displayed.
Parameters:
<interface-name>is the interface name.
Command Mode:
Admin and Configuration Mode.
Default:
None.
Usage Guide:
If no parameters are appended, the global ULDP information will be displayed. If the interface name is specified,

information about the interface and its neighbors will be displayed along with the global information.
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Example:

To display the global ULDP information.

Switch(config)# show uldp

7.9 debug uldp fsm interface ethernet
Command:
debug uldp fsm interface ethernet <IFname>
no debug uldp fsm interface ethernet <IFname>
Function:
To enable debugging information for ULDP for the specified interface. The no form of this command will disable the
debugging information.
Parameters:
<IFname> is the interface name.
Command Mode:
Admin Configuration Mode.
Default:
Disabled by default.
Usage Guide:
This command can be used to display the information about state transitions of the specified interfaces.
Example:

Print the information about state transitions of interface ethernet 1/1.

Switch#debug uldp fsm interface ethernet 1/1

7.10 debug uldp error
Command:
debug uldp error
no debug uldp error
Function:
Enable the error message debug function, the no form command disable the function.
Parameter:
None.
Command Mode:
Admin Mode.
Default:
Disabled.
Usage Guide:
Use this command to display the error message.
Example:

Display the error message.

Switch#debug uldp error
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7.11 debug uldp event
Command:
debug uldp event
no debug uldp event
Function:
Enable the message debug function to display the event; the no form command disables this function.
Parameter:
None.
Command Mode:
Admin Mode.
Default:
Disabled.
Usage Guide:
Use this command to display all kinds of event information.
Example:

Display event information.

Switch# debug uldp event

7.12 debug uldp packet

Command:
debug uldp packet [receive|send]
no debug uldp packet [receive|send]
Function:
Enable receives and sends packet debug function, after that. Display the type and interface of the packet which
receiving and sending on the client. The no form command disables this function.
Parameter:
None.
Command Mode:
Admin Mode.
Default:
Disabled.
Usage Guide:

Use this command to display the packet that receiving on each interface.

Switch# debug uldp packet receive

7.13 debug uldp interface ethernet
Command:
debug uldp {hello|probelecho|unidir|all}[receive|send] interface ethernet <IFname>
no debug uldp {hello|probe|echo|unidir|all}[receive|send] interface ethernet <IFname>
Function:
Enable the debug function of display the packet details. After that, display some kinds of the packet details of
terminal interface.
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Parameter:

<IFname>: Name of the interface.
Command Mode:

Admin Mode.
Default:

Disabled.
Usage Guide:

Use this command to display the Hello packet details receiving on the interface Ethernet 1/1.

Switch# debug uldp hello receive interface Ethernet 1/1
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Chapter 8 Commands for LLDP

Function
8.1 lldp enable

Command:
Ildp enable
Ildp disable
Function:
Globally enable LLDP function; the no operation of this command globally disables LLDP function.
Parameters:
None.
Default:
Disable LLDP function.
Command Mode:
Global Mode.
Usage Guide:
If LLDP function is globally enabled, it will be enabled on every port.
Example:

Enable LLDP function on the switch.

Switch(config)# lldp enable

8.2 lldp enable (Port)

Command:
Ildp enable
Ildp disable
Function:
Enable the LLDP function module of ports in port configuration mode; the no operation of this
command will disable the LLDP function module of port.
Parameters:
None.
Default:
the LLDP function module of ports is enabled by default in port configuration mode.
Command Mode:
Port Configuration Mode.
Usage Guide:
When LLDP is globally enabled, it will be enabled on every port, the switch on a port is used to
disable this function when it is unnecessary on the port.
Example:
Disable LLDP function of port on the port ethernet 1/5 of the switch.

Switch(config)#in ethernet 1/5
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Switch(Config-if-ethernet 1/5)#lldp disable

8.3 lldp mode

Command: |
Idp mode <send|receive|both|disable>
Function:
Configure the operating state of LLDP function of the port.
Parameters:
send: Configure the LLDP function as only being able to send messages.
receive: Configure the LLDP function as only being able to receive messages.
both: Configure the LLDP function as being able to both send and receive messages.
disable: Configure the LLDP function as not being able to send or receive messages.
Default:
The operating state of the port is “both”.
Command Mode:
Port Configuration Mode.
Usage Guide:
Choose the operating state of the lldp Agent on the port.
Example:

Configure the state of port ethernet 1/5 of the switch as “receive”.

Switch(config)#in ethernet 1/5

Switch(Config-if-Ethernet 1/5)#lldp mode receive

8.4 lldp tx-interval
Command:
Ildp tx-interval <integer>
no lldp tx-interval
Function:
Set the interval of sending update messages on all the ports with LLDP function enabled, the value
of which ranges from 5 to 32768 seconds and is 30 seconds by default.
Parameters:
<seconds>is the interval of sending updating messages, ranging from 5 to 32768 seconds.
Default:
30 seconds.
Command Settings:
Global Mode.
Usage Guide:
After configuring the interval of sending messages, LLDP messages can only be received after a
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period as long as configured. The interval should be less than or equal with half of aging time, for a
too long interval will cause the state of being aged and reconstruction happen too often; while a too
short interval will increase the flow of the network and decrease the bandwidth of the port. The value
of the aging time of messages is the product of the multiplier and the interval of sending messages.
The maximum aging time is 65535 seconds.

When tx-interval is the default value and transmit delay is configured via some commands,
tx-interval will become four times of the latter, instead of the default 40.

Example:

Set the interval of sending messages as 40 seconds.

Switch(config)# Ildp tx-interval 40

8.5 lldp msgTxHold

Command:
Ildp msgTxHold <value>
no Ildp msgTxHold
Function:
Set the multiplier value of the aging time carried by update messages sent by the all ports with
LLDP function enabled, the value ranges from 2 to 10.
Parameters:
<value> is the aging time multiplier, ranging from 2 to 10.
Default:
the value of the multiplier is 4 by default.
Command Mode:
Global Mode.
Usage Guide:
After configuring the multiplier, the aging time is defined as the product of the multiplier and the
interval of sending messages, and its maximum value is 65535 seconds.
Example:

Set the value of the aging time multiplier as 6.

Switch(config)#lldp msgTxHold 6

8.6 lldp transmit delay

Command:
Ildp transmit delay <seconds>
no lldp transmit delay

Function:
Since local information might change frequently because of the variability of the network
environment, there could be many update messages sent in a short time. So a delay is required to
guarantee an accurate statistics of local information.
When transmit delay is the default value and tx-interval is configured via some commands, transmit

delay will become one fourth of the latter, instead of the default 2.
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Parameters:
<seconds>is the time interval, ranging from 1 to 8192 seconds.
Default:
The interval is 2 seconds by default.
Command Mode:
Global Mode.
Usage Guide:
When the messages are being sent continuously, a sending delay is set to prevent the Remote
information from being updated repeatedly due to sending messages simultaneously.
Example:

Set the delay of sending messages as 3 seconds.

Switch(config)# Ildp transmit delay 3

8.7 lldp notification interval
Command:
Ildp notification interval <seconds>
no lldp notification interval
Function:
When the time interval ends, the system is set to check whether the Remote Table has been
changed. If it has, the system will send Trap to the SNMP management end.
Parameters:
<seconds>is the time interval, ranging from 5 to 3600 seconds.
Default:
The time interval is 5 seconds.
Command Mode:
Global Mode.
Usage Guide:
After configuring the notification time interval, a “trap” message will be sent at the end of this time
interval whenever the Remote Table changes.
Example:

Set the time interval of sending Trap messages as 20 seconds.

Switch(config)# lldp notification interval 20

8.8 lldp trap
Command:
Ildp trap <enable|disable>
Function:
enable: configure to enable the Trap function on the specified port;
disable: configure to disable the Trap function on the specified port.
Parameters:

None.
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Default:

The Trap function is disabled on the specified port by default.
Command Mode:

Port Configuration Mode.
Usage Guide:

The function of sending Trap messages is enabled on the port.
Example:

Enable the Trap function on port ethernet 1/5 of the switch.

Switch(config)#in ethernet 1/5

Switch(Config-if-ethernet 1/5)# lldp trap enable

8.9 lldp transmit optional tlv

Command:
Ildp transmit optional tlv [portDesc] [sysName] [sysDesc] [sysCap]
no lldp transmit optional tlv

Function:
Configure the type of optional TLV of the port.

Parameters:
portDesc: the description of the port; sysName: the system name; sysDesc: The description of
the system; sysCap: the capability of the system.

Default:
The messages carry no optional TLV by default.

Command Mode:
Port Configuration Mode.

Usage Guide:
When configuring the optional TLV, each TLV can only appear once in a message, portDesc
optional TLV represents the name of local port; sysName optional TLV represents the name of local
system; sysDesc optional TLV represents the description of local system; sysCap optional TLV
represents the capability of local system.

Example:

Configure that port ethernet 1/5 of the switch carries portDesc and sysCap TLV.

Switch(config)#in ethernet 1/5

Switch(Config-if-ethernet 1/5)# lldp transmit optional tlv portDesc sysCap

8.10 lldp neighbors max-num
Command:

Ildp neighbors max-num < value >

no lldp neighbors max-num
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Function:

Set the maximum number of entries can be stored in Remote MIB.
Parameters:

<value> is the configured number of entries, ranging from 5 to 500.
Default:

The maximum number of entries can be stored in Remote MIB is 100.
Command Mode:

Port Configuration Mode.
Usage Guide:

The maximum number of entries can be stored in Remote MIB.
Example:

Set the Remote as 200 on port ethernet 1/5 of the switch.

Switch(config)#in ethernet 1/5

Switch(Config-if-ethernet 1/5)# lldp neighbors max-num 200

8.11 lldp tooManyNeighbors
Command:
Ildp tooManyNeighbors {discard|delete}
Function:
Set which operation will be done when the Remote Table is full.
Parameters:
discard: discard the current message.
delete: Delete the message with the least TTL in the Remoter Table.
Default:
Discard.
Command Mode:
Port Configuration Mode.
Usage Guide:
When the Remote MIB is full, Discard means to discard the received message; Delete means to the
message with the least TTL in the Remoter Table.
Example:

Set port ethernet 1/5 of the switch as delete.

Switch(config)#in ethernet 1/5

Switch(Config-if-ethernet 1/5)# lldp tooManyNeighbors delete

8.12 show lldp

Command:
show lldp
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Function:
Display the configuration information of global LLDP, such as the list of all the ports with LLDP
enabled, the interval of sending update messages, the configuration of aging time, the interval
needed by the sending module to wait for re-initialization, the interval of sending TRAP, the
limitation of the number of the entries in the Remote Table.

Parameters:
None.

Default:
Do not display the configuration information of global LLDP.

Command Mode:
Admin Mode, Global Mode.

Usage Guide:
Users can check all the configuration information of global LLDP by using “show lidp”.

Example:

Check the configuration information of global LLDP after it is enabled on the switch.

Switch(config)#show lldp

LLDP enabled port : Ethernet 1/1
LLDP interval :30
LLDP txTTL :120
LLDP txShutdownWhile :2
LLDP NotificationInterval :5
LLDP txDelay :20

END

8.13 show lldp traffic

Command:

show lldp traffic
Function:

Display the statistics of LLDP data packets.
Parameters:

None.
Default:

Do not display the statistics of LLDP data packets.
Command Mode:

Admin Mode, Global Mode.
Usage Guide:

Users can check the statistics of LLDP data packets by using “show Illdp traffic”.
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Example:
Check the statistics of LLDP data packets after LLDP is enabled on the switch.

Switch(config)#show lldp traffic
PortName  Ageouts FramesDiscarded FramesInErrors Framesin FramesOut
TLVsDiscarded TLVsUnrecognized -------------=  —===m== cememmmeee

Ethernetl/1 0 0 0 0 7 0
0

8.14 show lldp interface ethernet
Command:
show lldp interface ethernet <IFNAME>
Function:
Display the configuration information of LLDP on the port, such as: the working state of LLDP Agent.
Parameters:
<IFNAME>: Interface name.
Default:
Do not display the configuration information of LLDP on the port.
Command Mode:
Admin Mode, Global Mode.
Usage Guide:
Users can check the configuration information of LLDP on the port by using “show lldp interface
ethernet XXX".
Example:
Check the configuration information of LLDP on the port after LLDP is enabled on the switch.

Switch(config)#show lldp interface ethernet 1/1
Port name: ethernet 1/1
LLDP Agent Adminstatus: Both
LLDP Operation TLV: portDecs sysName sysDesc sysCap
LLDP Trap Status: disable
LLDP maxRemote: 100
LLDP Overflow handle: discard
LLDP interface remote status : Full

8.15 show lldp neighbors interface ethernet
Command:
show lldp neighbors interface ethernet < IFNAME >
Function:
Display the LLDP neighbor information of the port.
Parameters:

None.
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Default:
Do not display the LLDP neighbor information of the port.
Command Mode:
Admin Mode, Global Mode.
Usage Guide:
Users can check the LLDP neighbor information of the port by using “show lldp neighbors interface
ethernet XXX".
Example:

Check the LLDP neighbor information of the port after LLDP is enabled on the port.

Switch(config)#show Illdp neighbors interface ethernet 1/1

8.16 show debugging lldp
Command:

show debugging lidp
Function:

Display all ports with lldp debug enabled.
Parameters:

None.
Default:

None.
Command Mode:

Admin and Configuration Mode.
Usage Guide:

With show debugging lidp, all ports with lldp debug enabled will be displayed.
Example:

Display all ports with lldp debug enabled.

Switch(config)#show debugging lldp
====BEGINNING OF LLDP DEBUG SETTINGS====
debug lldp

debug lldp packets interface Ethernet1/1
debug lldp packets interface Ethernet1/2
debug lldp packets interface Ethernet1/3
debug lldp packets interface Ethernet1/4
debug lldp packets interface Ethernet1/5
=============END OF DEBUG SETTINGS

8.17 debug lldp

Command:
debug lldp
no debug lldp
Function:
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Enable the debug information of LLDP function, the no operation of this command will disable the
debug information of LLDP function.
Parameters:
None.
Default:
Disable the debug information of LLDP function.
Command Mode:
Admin Mode.
Usage Guide:
When the debug switch is enabled, users can check the receiving and sending of packets and other
information.
Example:

Enable the debug switch of LLDP function on the switch.

Switch(config)#debug lldp

8.18 debug lldp packets

Command:
debug lldp packets interface ethernet <IFNAME>
no debug lldp packets interface ethernet <IFNAME>
Function:
Display the message-receiving and message-sending information of LLDP on the port; the no
operation of this command will disable the debug information switch.
Parameters:
None.
Default:
Disable the debug information on the port.
Command Mode:
Admin Mode.
Usage Guide:
When the debug switch is enabled, users can check the receiving and sending of packets and other
information on the port.
Example:
Enable the debug switch of LLDP function on the switch.

Switch(config)# debug lldp packets interface ethernet 1/1

%Jan 01 00:02:40 2006 LLDP-PDU-TX  PORT= ethernet 1/1.
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8.19 clear lldp remote-table
Command:

clear lldp remote-table
Function:

Clear the Remote-table on the port.
Parameters:

None.
Default:

Do not clear the entries.
Command Mode:

Port Configuration Mode.
Usage Guide:

Clear the Remote table entries on this port.
Example:

Clear the Remote table entries on this port.

Switch(Config-Ethernet 1/1)# clear lldp remote-table
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Chapter 9 Commands for Port Channel
9.1 debug port-channel

Command:
debug port-channel <port-group-number> {all | event | fsm | packet | timer}
no debug port-channel [<port-group-number>]
Function:
Open the debug switch of port-channel.
Parameters:
<port-group-number> is the group number of port channel, ranging from 1 to 128
all: all debug information
event: debug event information
fsm: debug the state machine
packet: debug LACP packet information
timer: debug the timer information
Command mode:
Admin mode.
Default:
Disable the debugging of port-channel.
Usage Guide:
Open the debug switch to check the debug information of port-channel.
Example:
(1)debug the state machine for port-group 1.

Switch#debug port-channel 1 fsm

(2) debug LACP packet information for port-group 2.

Switch#debug port-channel 2 packet

(3) debug all for port-group 1.

Switch#debug port-channel 1 all

9.2 interface port-channel
Command:

interface port-channel <port-channel-number>
Function:

Enters the port channel configuration mode
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Command mode:
Global Mode

Usage Guide:
On entering aggregated port mode, configuration to GVRP or spanning tree modules will apply to
aggregated ports; if the aggregated port does not exist (i.e., ports have not been aggregated), an
error message will be displayed and configuration will be saved and will be restored until the ports
are aggregated. Note such restoration will be performed only once, if an aggregated group is
ungrouped and aggregated again, the initial user configuration will not be restored. If it is
configuration for modules, such as shutdown configuration, then the configuration to current port will
apply to all member ports in the corresponding port group.

Example:

Entering configuration mode for port-channel 1.

Switch(config)#interface port-channel 1

Switch(Config-If-Port-Channell)#

9.3 lacp port-priority
Command:
lacp port-priority <port-priority>
no lacp port-priority
Function:
Set the port priority of LACP protocol.
Parameters: <port-priority>:
the port priority of LACP protocol, the range from 0 to 65535.
Command mode:
Port Mode.
Default:
The default priority is 32768 by system.
Usage Guide:
Use this command to modify the port priority of LACP protocol, the no command restores the default
value.
Example:
Set the port priority of LACP protocol.

Switch(Config-If-Ethernet1/1)# lacp port-priority 30000

9.4 lacp system-priority
Command:
lacp system-priority <system-priority>
no lacp system-priority
Function:

Set the system priority of LACP protocol.
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Parameters:
<system-priority>: The system priority of LACP protocol, ranging from 0 to 65535.
Command mode:
Global Mode
Default:
The default priority is 32768.
Usage Guide:
Use this command to modify the system priority of LACP protocol, the no command restores the
default value.
Example:

Set the system priority of LACP protocol.

Switch(config)# lacp system-priority 30000

9.5 load-balance
Command:
load-balance {src-mac | dst-mac | dst-src-mac | src-ip | dst-ip | dst-src-ip}
Function:
Set load-balance mode for port-group.
Parameter:
src-mac performs load-balance according to the source MAC
dst-mac performs load-balance according to the destination MAC
dst-src-mac performs load-balance according to the source and destination MAC
src-ip performs load-balance according to the source IP
dst-ip performs load-balance according to the destination IP
dst-src-ip performs load-balance according to the destination and source IP
Command mode:
Aggregation port mode.
Default:
Perform load-balance according to the source and destination MAC.
Usage Guide:
Use port-channel to implement load-balance, user can configure the load-balance mode according
to the requirements. If the specific load-balance mode of the command line is different with the
current load-balance mode of port-group, then modify the load-balance of port-group as the specific
load-balance of command line; otherwise return a message to notice that the current mode is
already configured.
Example:

Set load-balance mode of port-group.

Switch(config)#interface port-channel 1

Switch(Config-1f-Port-Channell)# load-balance src-mac
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9.6 port-group
Command:
port-group <port-group-number> }]
no port-group <port-group-number>
Function:
Creates a port group. The no command deletes that group.
Parameters:
<port-group-number> is the group number of a port channel from 1 to 128.
Default:
There is no port-group.
Command mode:
Global Mode
Example:
Creating a port group.

Switch(config)# port-group 1

Delete a port group.

Switch(config)#no port-group 1

9.7 port-group mode
Command:
port-group <port-group-number> mode {active|passive|on}
no port-group
Function:
Add a physical port to port channel, the no operation removes specified port from the port channel.
Parameters:
<port-group-number> is the group number of port channel, from 1 to 128;
active enables LACP on the port and sets it in Active mode;
passive enables LACP on the port and sets it in Passive mode; on forces the port to join a port
channel without enabling LACP.
Command mode:
Port Mode.
Default:
Switch ports do not belong to a port channel by default; LACP not enabled by default.
Usage Guide:
If the specified port group does not exist, then print a error message. All ports in a port group must
be added in the same mode, i.e., all ports use the mode used by the first port added. Adding a port
in “on” mode is a “forced” action, which means the local end switch port aggregation does not rely
on the information of the other end, port aggregation will succeed as long as all ports have
consistent VLAN information. Adding a port in “active” or “passive” mode enables LACP. Ports of at
least one end must be added in “active” mode, if ports of both ends are added in “passive” mode,

the ports will never aggregate.
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Example:

Under the Port Mode of Ethernetl/1, add current port to “port-group 1” in “active” mode.

Switch(Config-If-Ethernetl/1)#port-group 1 mode active

9.8 show port-group

Command:
show port-group [<port-group-number>] {brief | detail |}

Function:
Display the specified group number or the configuration information of all port-channel which
have been configured.

Parameters:
<port-group-number> is the group number of port channel to be displayed, from 1 to 128;
brief displays summary information;
detail displays detailed information.

Command mode:
All Configuration Mode.

Default:
None.

Usage Guide:
If the user does not input port-group-number, that means the information of all the existent
port-group are showed; if the port channel corresponds to port-group-number parameter and is not
exist, then print a error message, otherwise display the current port-channel information of the
specified group number.

Example:

1. Display the summary information of port-group 1.

Switch# show port-group brief
ID: port group number; Mode: port group mode such as on active or passive;
Ports: different types of port number of a port group,

first one is select ports number, last one is unselect ports number.

ID Mode Partner ID Ports load-balance
1 on 0x8000,00e0-fcff-ff01 1,0 src-ip
10 active none 1,1 dst-mac

20 passive 0x8000,0041-f3fc-3431 11 dst-src-ip

2. Display the detailed information of port-group 1.

Switch#show port-group 1 detail

Flags: A -- LACP_Activity, B -- LACP_timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired
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Port-group number: 1, Mode: on, Load-balance: src-ip
Port-group detail information:

System ID: 0x8000, 000f-e219-57¢c3

Port Status: S -- Selected, U -- Unselected

Local:

Port Status Priority Oper-Key Flag

Ethernetl/2 S 32768 2 {ACDEF}

Ethernet1/3 S 32768 2 {ACDEF}

Remote:

Actor Partner Priority Oper-Key SystemID Flag
Ethernetl/2 161 32768 1 0x8000,00e0-fc00-12b0 {ACDEF}
Ethernetl/3 164 32768 1 0x8000,00e0-fc00-12b0 {ACDEF}
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Chapter 10 Commands for Jumbo
10.1 jumbo enable

Command:
jumbo enable [<xmtu-value>]
no jumbo enable

Function:
Enable the Jumbo receiving function. The no command restores to the normal frame range of
64--1518 -

Parameter:
mtu-value: the MTU value of jumbo frame that can be received, in byte, ranging from <1500-9000>.
The corresponding frame size is <1518/1522-9018/9022>. Without setting is parameter, the allowed
max frame size is 9018/9022.

Default:
Jumbo function not enabled by default.

Command Mode:
Global Mode

Usage Guide:
Set switch of both ends jumbo necessarily, or jumbo frame will be dropped at the switch has not be
set.

Example:

Enable the jumbo function of the switch.

Switch(config)#jumbo enable
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Chapter 11 VLAN Configuration

11.1 Commands for VLAN Configuration
11.1.1 debug gvrp

Command:
debug gvrp
no debug gvrp
Function:
Enable the GVRP debugging function: the “no debug gvrp” command disables the function.
Command mode:
Admin Mode.
Default:
GVRP debug information is disabled by default.
Usage Guide:
Use this command to enable GVRP debugging, GVRP packet processing information can be
displayed.
Example:
Enable GVRP debugging.

Switch#debug gvrp

11.1.2 dotlg-tunnel enable

Command:
dotlg-tunnel enable
no dotlg-tunnel enable

Function:
Set the access port of the switch to dotlg-tunnel mode; the “no dotlq-tunnel enable” command
restores to default.

Parameter:
None.

Command Mode:
Port Mode.

Default:
Dotlg-tunnel function disabled on the port by default.

Usage Guide:
After enabling dotlg-tunnel on the port, data packets without VLAN tag (referred to as tag) will be
packed with a tag when entering through the port; those with tag will be packed with an external tag.
The TPID in the tag is 8100 and the VLAN ID is the VLAN ID the port belongs to. Data packets with
double tags will be forwarded according to MAC address and external tag, till the external tag is
removed when transmitted outside from the access port. Since the length of the data packet may be
over sized when packed with external tag, it is recommended to use this command associating the
Jumbo function. Normally this command is used on access ports, and also on trunk ports however

only when associating the VLAN translation function. This command and dotlg-tunnel tpid are
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mutually exclusive.
Example:

Join portl into VLANS3, enable dotlg-tunnel function.

Switch(config)#vlan 3

Switch(Config-Vlan3)#switchport interface ethernet 1/1

Switch(Config-Vlan3)#exit

Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernet1/1)# dotlg-tunnel enable

Switch(Config-If-Ethernetl/1)# exit

Switch(config)#

11.1.3 dotlg-tunnel tpid

Command:
dotlg-tunnel tpid {0x8100|0x9100|0x9200| <1-65535> }
Function:
Configure the type (TPID) of the protocol of switch trunk port.
Parameter:
None.
Command Mode:
Port Mode.
Default:
TPID on the port is defaulted at 0x8100.
Usage Guide:
This function is to facilitate internetworking with equipments of other manufacturers. If the
equipment connected with the switch trunk port sends data packet with a TPID of 0x9100, the port
TPID will be set to 0x9100, this way switch will receive and process data packets normally. This
command and dotlg-tunnel enable are mutually exclusive.
Example:
Set port10 of the switch to trunk port and sends data packet with a TPID of 0x9100.

Switch(config)#interface ethernet 1/10

Switch(Config-If-Ethernet1/10)#switchport mode trunk

Switch(Config-If-Ethernet1/10)#dot1g-tunnel tpid 0x9100
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Switch(Config-If-Ethernet1/10)#exit

Switch(config)#

11.1.4 gvrp

Command:
gvrp
no gvrp
Function:
Enable the GVRP function for the switch or the current Trunk port; the “no gvrp” command disables
the GVRP function globally or for the port.
Command mode:
Port Mode and Global Mode.
Default:
GVRP is disabled by default.
Usage Guide:
Port GVRP can only be enabled after global GVRP is enabled. When global GVRP is disabled, the
GVRP configurations in the ports are also disabled. Note: GVRP can only be enabled on Trunk
ports.
Example:
Enable the GVRP function globally and for Trunk port 10.

Switch(config)#gvrp

Switch(config)#interface ethernet 1/10

Switch(Config-If-Ethernet1/10)#gvrp

Switch(config)#exit

11.1.5 garp timer hold
Command:

garp timer hold <timer-value>

no garp timer hold
Function:

Set the hold timer for GARP; the “no garp timer hold” command restores the default timer setting.
Parameter:

<timer-value> is the value for GARP hold timer, the valid range is 100 to 327650 ms.
Command mode:

Port Mode.
Default:

The default value for hold timer is 100 ms.
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Usage Guide:
When GARP application entities receive a join message, join message will not be sent immediately.
Instead, hold timer is started. After hold timer timeout, all join messages received with the hold time
will be sent in one GVRP frame, thus effectively reducing protocol message traffic.

Example:
Set the GARP hold timer value of port 1/10 to 500 ms.

Switch(Config-If-Ethernet1/10)#garp timer hold 500

11.1.6 garp timer join
Command:
garp timer join <timer-value>
no garp timer join
Function:
Set the join timer for GARP; the “no garp timer join” command restores the default timer setting.
Parameter:
<timer-value> is the value for join timer, the valid range is 100 to 327650 ms.
Command mode:
Port Mode.
Default:
The default value for join timer is 200 ms.
Usage Guide:
GARP application entity sends a join message after join timer over, other GARP application entities
received the join message will register this message.
Example:
Set the GARP join timer value of port 10 to 1000 ms.

Switch(Config-If-Ethernet1/10)#garp timer join 1000

11.1.7 garp timer leave
Command:
garp timer leave <timer-value>
no garp timer leave
Function:
Set the leave timer for GARP; the “no garp timer leave” command restores the default timer
setting.
Parameter:
<timer-value>is the value for leave timer, the valid range is 100 to 327650 ms.
Command mode:
Port Mode.
Default:
The default value for leave timer is 600 ms.

Usage Guide:
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When GARP application entity wants to cancel a certain property information, it sends a leave
message. GARP application entities receiving this message will start the leave timer, if no join
message is received before leave timer timeout, the property information will be canceled. Besides,
the value of leave timer must be twice larger than the join timer. Otherwise, an error message will be
displayed.

Example:
Set the GARP leave timer value of port 1/10 to 3000 ms.

Switch(Config-If-Ethernet1/10)#garp timer leave 3000

11.1.8 garp timer leaveall
Command:
garp timer leaveall <timer-value>
no garp timer leaveall
Function:
Set the leaveall timer for GARP; the “no garp timer leaveall” command restores the default timer
setting.
Parameter:
<timer-value> is the value for GARP leaveall timer, the valid range is 100 to 327650 ms.
Command mode:
Global Mode.
Default:
The default value for leaveall timer is 10000 ms.
Usage Guide:
When a GARP application entity starts, the leaveall timer is started at the same time. When the
leaveall timer is over, the GARP application entity will send a leaveall message. Other application
entities will cancel all property information for that application entity, and the leaveall timer is cleared
for a new cycle.
Example:
Set the GARP leaveall timer value to 50000 ms.

Switch(config)#garp timer leaveall 50000

11.1.9 name

Command:
name <vlan-name>
no name
Function:
Specify a name, a descriptive string, for the VLAN; the no operation of the command will delete the
name of the VLAN.
Parameters:
<vlan-name> is the specified name string.
Command Mode:
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VLAN Configuration Mode.
Default:
The default VLAN name is vianXXX, where xxx is VID.
Usage Guide:
The switch can specify names for different VLANs, making it easier for users to identify and manage
VLANS.
Examples:
Specify the name of VLAN100 as TestVlan.

Switch(Config-Vlan100)#name TestVlan

11.1.10 private-vlan
Command:
private-vlan {primary | isolated | community}
no private-vlan
Function:
Configure current VLAN to Private VLAN. The “no private-vlan” command cancels the Private
VLAN configuration.
Parameter:
primary set current VLAN to Primary VLAN,
isolated set current VLAN to Isolated VLAN,
community set current VLAN to Community VLAN.
Command Mode:
VLAN mode
Default:
Private VLAN is not configured by default.
Usage Guide:
There are three Private VLANs: Primary VLAN, Isolated VLAN and Community VLAN. Ports in
Primary there are three Private VLANS: Primary VLAN, Isolated VLAN and Community VLAN can
communicate with ports of Isolated VLAN and Community VLAN related to this Primary VLAN; Ports
in Isolated VLAN are isolated between each other and only communicate with ports in Primary VLAN
they related to; ports in Community VLAN can communicate both with each other and with Primary
VLAN ports they related to; there is no communication between ports in Community VLAN and port
in Isolated VLAN.
Only VLANs containing empty Ethernet ports can be set to Private VLAN, and only the Private
VLANs configured with associated private relationships can set the Access Ethernet ports their
member ports. Normal VLAN will clear its Ethernet ports when set to Private VLAN.
Itis to be noted Private VLAN messages will not be transmitted by GVRP.
Example:

Set VLAN100, 200, 300 to private vlans, with respectively primary, Isolated, Community types.

Switch(config)#vlan 100
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Switch(Config-Vlan100)#private-vlan primary

Note:This will remove all the ports from vlan 100

Switch(Config-Vlan100)#exit

Switch(config)#vlan 200

Switch(Config-Vlan200)#private-vlan isolated

Note:This will remove all the ports from vlan 200

Switch(Config-Vlan200)#exit

Switch(config)#vlan 300

Switch(Config-VIan300)#private-vlan community

Note:This will remove all the ports from vian 300

Switch(Config-VIan300)#exit

11.1.11 private-vlan association

Command:
private-vlan association <secondary-vlan-list>
no private-vlan association

Function:
Set Private VLAN association; the “no private-vlan association” command cancels Private VLAN
association.

Parameter:
<secondary-vlan-list> Sets Secondary VLAN list which is associated to Primary VLAN. There are
two types of Secondary VLAN: Isolated VLAN and Community VLAN. Users can set multiple
Secondary VLANSs by “;".

Command mode:
VLAN Mode.

Default:
There is no Private VLAN association by default.

Usage Guide:
This command can only used for Private VLAN. The ports in Secondary VLANs which are
associated to Primary VLAN can communicate to the ports in Primary VLAN.
Before setting Private VLAN association, three types of Private VLANs should have no member
ports; the Private VLAN with Private VLAN association can't be deleted. When users delete Private
VLAN association, all the member ports in the Private VLANs whose association is deleted are

removed from the Private VLANS.
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Example:
Associate Isolated VLAN200 and Community VLAN300 to Primary VLAN100.

Switch(Config-VIan100)#private-vlan association 200;300

11.1.12 show dotlqg-tunnel

Command:

show dotlg-tunnel
Function:

Display the information of all the ports at dotlg-tunnel state.
Parameter:

None.
Command Mode:

Admin Mode and other configuration Mode.
Usage Guide:

This command is used for displaying the information of the ports at dot1g-tunnel state.
Example:

Display current dotlg-tunnel state.

Switch#show dotlg-tunnel

Interface Ethernetl1/1:
dotlg-tunnel is enable
| nterface Ethernetl/3:

dotlg-tunnel is enable

11.1.13 show garp
Command:

show garp [<interface-name>]
Function:

Display the global and port information for GARP.
Parameter:

<interface-name> stands for the name of the Trunk port to be displayed.
Command mode:

Admin Mode and other configuration Mode.
Usage Guide:

N/A.
Example:

Display global GARP information.

Switch #show garp

11.1.14 show gvrp
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Command:

show gvrp [<interface-name>]
Function:

Display the global and port information for GVRP.
Parameter:

<interface-name> stands for the name of the Trunk port to be displayed.
Command mode:

Admin Mode and other configuration Mode.
Usage Guide:

N/A.
Example:

Display global GVRP information.

Switch#show gvrp configuration

---------------- Gvrp Information ------------------
Gvrp status : enable

Gvrp Timers(milliseconds)

LeaveAll : 10000

11.1.15 show vlan

Command:

show vlan [brief | summary] [id <vlan-id>] [name <vlan-name>] [internal usage [id <vlan-id> |

name <vlan-name>]] [private-vlan [id <vlan-id> | name <vlan-name> ]]
Function:
detailed information for all VLANSs or specified VLAN.

Parameter:

brief stands for brief information; summary for VLAN statistics; <vlan-id> for VLAN ID of the VLAN

to display status information, the valid range is 1 to 4094; <vlan-name> is the VLAN name for the

VLAN to display status information, valid length is 1 to 11 characters. private-vlan displays the ID,

name, relating VLAN and port of the private-vlan relative information.
Command mode:
Admin Mode and configuration Mode.

Usage Guide:

If no <vlan-id> or <vlan-name> is specified, then information for all VLANSs in the switch will be

displayed.

Example:

Display the status for the current VLAN; display statistics for the current VLAN.

Switch#show vian
VLAN Name Type Media Ports
1 default Static ENET Ethernetl/1 Ethernetl/2

Ethernetl/3 Ethernetl/4
Ethernetl/9 Ethernetl/10
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Ethernetl/11 Ethernetl/12

2 VLANO002 Static ENET Ethernetl/5 Ethernetl/6
Ethernetl/7  Ethernetl/8

Switch#show vlan summary

The max. vlan entrys: 4094

Existing Vlans:

Universal Vlan:

112131516 22

Total Existing Vlans is:6

Switch(config)#show vlan private-vlan
VLAN Name Type Asso VLAN Ports

100 VLANO0100 Primary 101 102 Ethernet6/9 Ethernet6/10
Ethernet6/11 Ethernet6/12

Ethernet6/13

101 VLANO0101 Community 100 Ethernet6/9 Ethernet6/10
Ethernet6/11 Ethernet6/12
Ethernet6/13

102 VLANO102 Isolate 100 Ethernet6/9

Displayed information
Explanation

VLAN
VLAN number

Name
VLAN name

Type
VLAN type, statically configured or dynamically learned.

Media
VLAN interface type: Ethernet

Ports

Access port within a VLAN

11.1.16 show vlan-translation

Command:
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show vlan-translation
Function:
Display the information of all the ports at VLAN-translation state.
Parameter:
None.
Command Mode:
Admin Mode and other configuration Mode.
Usage Guide:
Display the information of all the ports at VLAN-translation state, including enabling, packet dropped,
direction and other information.
Example:

Display current VLAN translation state information.

Switch#show vlan-translation
Interface Ethernetl/1:

vlan-translation is enable, miss drop is set in
Interface Ethernetl/2:

vlan-translation is enable, miss drop is not set
Interface Ethernetl/3:

vlan-translation is enable, miss drop is set both

11.1.17 switchport access vlan
Command:
switchport access vlan <vlan-id>
no switchport access vlan
Function:
Add the current Access port to the specified VLAN. The “no switchport access vlan” command
deletes the current port from the specified VLAN, and the port will be partitioned to VLAN1.
Parameter:
<vlan-id> is the VID for the VLAN to be added the current port, valid range is 1 to 4094.
Command mode:
Port Mode.
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Default:
All ports belong to VLANL1 by default.
Usage Guide:
Only ports in Access mode can join specified VLANs, and an Access port can only join one VLAN at
a time.
Example:
Add some Access port to VLAN100.

Switch(config)#interface ethernet 1/8

Switch(Config-If-Ethernet1/8)#switchport mode access

Switch(Config-1f-Ethernet1/8)#switchport access vlan 100

Switch(Config-If-Ethernet1/8)#exit

11.1.18 switchport hybrid allowed vlan
Command:
switchport hybrid allowed vlan {WORD | all | add WORD | except WORD | remove WORD}
{tag | untag}no switchport hybrid allowed vlan
Function:
Set hybrid port which allow the VLAN to pass with tag or untag method; the “no switchport hybrid
allowed vlan” command restores the default setting.
Parameter:
WORD: Set vlan List to allowed vlan, and the late configuration will cover the previous configuration;
all: Set all VLANSs to allowed vlan;
add WORD: Add vlanList to the existent allowed vlanList;
except WORD: Set all VLANSs to allowed vlan except the configured vlanList;
remove WORD: Delete the specific VLAN of vlanList from the existent allow vlanList;
tag: Join the specific VLAN with tag mode;
untag: Join the specific VLAN with untag mode.
Command mode:
Port Mode.
Default:
Deny all VLAN traffic to pass.
Usage Guide:
The user can use this command to set the VLANs whose traffic allowed to pass through the Hybrid
port, traffic of VLANs not included are prohibited. The difference between tag and untag mode by
setting allowed vlan: set VLAN to untag mode, the frame sent via hybrid port without VLAN tag; set
VLAN to tag mode, the frame sent via hybrid port with corresponding VLAN tag. The same VLAN
can not be allowed with tag and untag mode by a Hybrid port at the same time. If configure the tag
(or untag) allowed VLAN to untag (or tag) allowed VLAN, the last configuration will cover the before.

Example:
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Set hybrid port allowed vlan 1, 3, 5-20 with untag mode and allow vlan 100; 300; 500-2000 with tag
mode.

Switch(config)#interface ethernet 1/5

Switch(Config-If-Ethernetl/5)#switchport mode hybrid

Switch(Config-If-Ethernet1/5)#switchport hybrid allowed vlan 1;3;5-20 untag

Switch(Config-If-Ethernet1/5)#switchport hybrid allowed vian 100; 300; 500-2000 tag

Switch(Config-If-Ethernet1/5)#exit

11.1.19 switchport hybrid native vlan
Command:
switchport hybrid native vlan <vlan-id>
no switchport hybrid native vlan
Function:
Set the PVID for Hybrid port; the “no switchport hybrid native vlan” command restores the default
setting.
Parameter:
<vlan-id> is the PVID of Hybrid port.
Command mode:
Port Mode.
Default:
The default PVID of Hybrid port is 1.
Usage Guide:
When an untagged frame enters a Hybrid port, it will be added a tag of the native PVID which is set
by this command, and is forwarded to the native VLAN.
Example:
Set the native vlan to 100 for a Hybrid port.

Switch(config)#interface ethernet 1/5

Switch(Config-If-Ethernet1/5)#switchport mode hybrid

Switch(Config-If-Ethernet1/5)#switchport hybrid native vlan 100

Switch(Config-If-Ethernet1/5)#exit

11.1.20 switchport interface

Command:
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switchport interface [ethernet | portchannel] [interface-name | interface-list]
no switchport interface [ethernet | portchannel] [interface-name | interface-list]
Function:
Specify Ethernet port to VLAN; the “no switchport interface [ethernet | portchannel]
[<interface-name | interface-list>]" command deletes one or one set of ports from the specified
VLAN.
Parameter:
ethernet is the Ethernet port to be added. portchannel means that the port to be added is a
link-aggregation port. interface-name port name, such as el/1. If this option is selected, ethernet or
portchannel should not be. interface-list is the port list to be added or deleted, “;” and “-" are
supported, for example:
ethernetl/1;3;4-7;8.
Command mode:
VLAN Mode.
Default:
A newly created VLAN contains no port by default.
Usage Guide:
Access ports are normal ports and can join a VLAN, but a port can only join one VLAN for a time.
Example:
Assign Ethernet port 1, 3, 4-7, 8 of VLAN100.

Switch(Config-Vlan100)#switchport interface ethernet 1/1;3;4-7;8

11.1.21 switchport mode

Command:
switchport mode {trunk | access | hybrid}

Function:
Set the port in access mode, trunk mode or hybrid mode.

Parameter:
trunk means the port allows traffic of multiple VLAN; access indicates the port belongs to one
VLAN only; hybrid means the port allows the traffic of multi-VLANSs to pass with tag or untag mode.

Command mode:
Port Mode.

Default:
The port is in Access mode by default.

Usage Guide:
Ports in trunk mode is called Trunk ports. Trunk ports can allow traffic of multiple VLANSs to pass
through. VLAN in different switches can be interconnected with the Trunk ports. Ports under access
mode are called Access ports. An access port can be assigned to one and only one VLAN at a time.
Hybrid ports can allow traffic of multiple VLANs to pass through, receive and send the packets of
multiple VLANS, used to connect switch, or user’'s computer. When Hybrid ports and Trunk ports
receive the data, the deal way is same, but the deal way is different in sending the data. Because
Hybrid ports can allow the packets of multiple VLANSs to send with no tag, however, Trunk ports can

only allow the packets of the default VLAN to send with no tag. The attribute of ports can not directly
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convert between Hybrid and Trunk, it must configure to be access at first, then configure to be
Hybrid or Trunk. When the Trunk or Hybrid attribute is cancelled, the port attribute restores the
default (access) attribute and belongs to vlanl.

Example:

Set port 5 to trunk mode and port 8 to access mode, port 10 to hybrid mode.

Switch(config)#interface ethernet 1/5

Switch(Config-If-Ethernet1/5)#switchport mode trunk

Switch(Config-If-Ethernet1/5)#exit

Switch(config)#interface ethernet 1/8

Switch(Config-If-Ethernet1/8)#switchport mode access

Switch(Config-If-Ethernet1/8)#exit

Switch(config)#interface ethernet 1/10

Switch(Config-If-Ethernet1/10)#switchport mode hybrid

Switch(Config-If-Ethernet1/10)#exit

11.1.22 switchport trunk allowed vlan
Command:

switchport trunk allowed vian {WORD | all | add WORD | except WORD | remove WORD}

no switchport trunk allowed vian
Function:

Set trunk port to allow VLAN traffic; the “no switchport trunk allowed vlan” command restores the

default setting.
Parameter:

WORD: specified VIDs; keyword;

all: all VIDs, the range from 1 to 4094;

add: add assigned VIDs behind allow vlan;

except: all VID add to allow vlan except assigned VIDs;

remove: delete assigned allow vlan from allow vlan list.
Command mode:

Port Mode.
Default:

Trunk port allows all VLAN traffic by default.
Usage Guide:
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The user can use this command to set the VLAN traffic allowed to passthrough the Trunk port; traffic
of VLANSs not included are prohibited.

Example:
Set Trunk port to allow traffic of VLANL1, 3, 5-20.

Switch(config)#interface ethernet 1/5

Switch(Config-If-Ethernet1/5)#switchport mode trunk

Switch(Config-If-Ethernet1/5)#switchport trunk allowed vlan 1;3;5-20

Switch(Config-If-Ethernet1/5)#exit

11.1.23 switchport trunk native vian
Command:
switchport trunk native vlan <vlan-id>
no switchport trunk native vlan
Function:
Set the PVID for Trunk port; the “no switchport trunk native vlan” command restores the default
setting.
Parameter:
<vlan-id> is the PVID for Trunk port.
Command mode:
Port Mode.
Default:
The default PVID of Trunk port is 1.
Usage Guide:
PVID concept is defined in 802.1Q. PVID in Trunk port is used to tag untagged frames. When a
untagged frame enters a Trunk port, the port will tag the untagged frame with the native PVID set
with this commands for VLAN forwarding.
Example:
Set the native VLAN for a Trunk port to 100.

Switch(config)#interface ethernet 1/5

Switch(Config-If-Ethernet1/5)#switchport mode trunk

Switch(Config-If-Ethernet1/5)#switchport trunk native vlan 100

Switch(Config-If-Ethernet1/5)#exit

11.1.24 vlan
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Command:
vlan WORD
no vilan WORD
Function:
Create VLANs and enter VLAN configuration mode. If using ';' and '-' connect with multi-VLANS,
then only create these VLANSs. If only existing VLAN, then enter VLAN configuration mode; if the
VLAN is not exist, then create VLAN and enter VLAN configuration mode. In VLAN Mode, the user
can set VLAN name and assign the switch ports to the VLAN. The no command deletes specified
VLANS.
Parameter:
WORD is the VLAN ID to be created/deleted, valid range is 1 to 4094, connect with ;' and '-'.
Command mode:
Global Mode.
Default:
Only VLANL is set by default.
Usage Guide:
VLANL is the default VLAN and cannot be configured or deleted by the user. The maximal VLAN
number is 4094. It should be noted that dynamic VLANSs learnt by GVRP cannot be deleted by this
command.
Example:
Create VLAN100 and enter the configuration mode for VLAN 100.

Switch(config)#vlan 100

Switch(Config-VIan100)#

11.1.25 vlan-translation
Command:
vlan-translation <old-vlan-id>to <new-vlan-id> {in|out}
no vlan-translation <old-vlan-id> {in|out}
Function:
Add VLAN translation by creating a mapping between original VLAN ID and current VLAN ID; the
“no” form of this command deletes corresponding mapping.
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Parameter:
old-vlan-id is the original VLAN ID;new-vlan-id is the translated VLAN ID; in indicates entrance
translation; out indicates exit translation.

Command Mode:
Port Mode.

Default:
The command is for configuring the in and out translation relation of the VLAN translation function.
The data packets will be matched according to the configured translation relations, and its VLAN ID
will be changed to the one in the configured item once matched, while the vlan-translation miss drop
command will determine the next forwarding if not match. Same original VLAN ID and same current
VLAN ID can be configured in different directions, however, the original and the current VLAN ID
must not be the same.

Example:
Move the VLAN100 data entered from the portl to VLANZ2 after entrance translation, and the data
traffic out from VLAN2 to VLAN10O after exit translation.

Switch#config

Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernetl/1)#dot1g-tunnel enable

Switch(Config-If-Ethernetl/1)#vlan-translation enable

Switch(Config-If-Ethernetl/1)#vlan-translation 100 to 2 in

Switch(Config-If-Ethernetl/1)#vlan-translation 2 to 100 out

Switch(Config-If-Ethernet1/1)#exit

Switch(config)#

11.1.26 vlan-translation enable

Command:
vlan-translation enable
no vlan-translation enable
Function:
Enable VLAN translation on specified trunk port of the switch; the “no vlan-translation enable”

command restores to the default value.
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Parameter:
None.
Command Mode:
Port Mode.
Default:
VLAN translation has not been enabled on the port by default.
Usage Guide:
To apply VLAN translation on the port the dotlg-tunnel function must be first enabled and
configured at trunk port.
Example:

Enable VLAN translation function on portl.

Switch#config

Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernetl/1)#dot1g-tunnel enable

Switch(Config-If-Ethernetl/1)#vlan-translation enable

11.1.27 vlan-translation miss drop
Command:
vlan-translation miss drop{injout|both}
no vlan-translation miss drop{injout|both}
Function:
Set to packet dropping upon translation failure; the “no” form of this command restores to the default
value.
Parameter:
In refers to entrance; out indicates exit; both represents bidirectional .
Command Mode:
Port Mode.
Default:
No packet dropping upon translation failure by default.
Usage Guide:
When performing the mapping translation between the original and the current VID, if no translation
correspondence is configured, the packet will not be dropped by default, but will after use this
command.
Example:

Set to packet dropped at entrance of portl when translation fails.

Switch(Config-If-Ethernetl/1)#vlan-translation miss drop in
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11.1.28 vlan ingress enable
Command:
vlan ingress enable
no vlan ingress enable
Function:
Enable the VLAN ingress rule for a port; the “no vlan ingress enable” command disables the
ingress rule.
Command mode:
Port Mode.
Default:
VLAN ingress rules are enabled by default.
Usage Guide:
When VLAN ingress rules are enabled on the port, when the system receives data it will check
source port first, and forwards the data to the destination port if it is a VLAN member port.
Example:
Disable VLAN ingress rules on the port.

Switch(Config-If-Ethernetl/1)# no vlan ingress enable
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11.2 Commands for Dynamic VLAN Configuration
11.2.1 dynamic-vlan mac-vlan prefer

Command:
dynamic-vlan mac-vlan prefer
Function:
Set the MAC-based VLAN preferred.
Parameter:
None.
Command Mode:
Global Mode.
Default:
MAC-based VLAN is preferred by default.
Usage Guide:
Configure the preference of dynamic-vlan on switch. The default priority sequence is MAC-based
VLAN - IP-subnet-based VLAN - Protocol-based VLAN, namely the preferred order when several
dynamic VLAN is available. After the IP-subnet-based VLAN is set to be preferred and the user wish
to restore to preferring the MAC-based VLAN, please use this command.
Example:
Set the MAC-based VLAN preferred.

SwitchA#config

SwitchA(config)#dynamic-vlan mac-vlan prefer

11.2.2 dynamic-vlan subnet-vlan prefer
Command:
dynamic-vlan subnet-vlan prefer
Function:
Set the IP-subnet-based VLAN preferred.
Parameter:
None.
Command Mode:
Global Mode.
Default:
MAC-based VLAN is preferred by default.
Usage Guide:
Configure the preference of dynamic-vlan on switch. The default priority sequence is MAC-based
VLAN - IP-subnet-based VLAN - Protocol-based VLAN, namely the preferred order when several
dynamic VLAN is available. This command is used to set to preferring the IP-subnet-based VLAN.
Example:
Set the IP-subnet-based VLAN preferred.
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Switch#config

Switch(config)#dynamic-vlan subnet-vlan prefer

11.2.3 mac-vlan

Command:
mac-vlan mac <mac-addrss> vlan <vlan-id> priority <priority-id>
no mac-vlan {mac <mac-addrss>|all}

Function:
Add the correspondence between MAC address and VLAN, namely specify certain MAC address to
join specified VLAN. The “no” form of this command deletes all/the correspondence.

Parameter:
mac-address is the MAC address which is shown in the form of XX-XX-XX-XX-XX-XX,vlan-id is the
ID of the VLAN with a valid range of 1~4094;priority-id is the level of priority and is used in the VLAN
tag with a valid range of 0~7;all refers to all the MAC addresses.

Command Mode:
Global Mode.

Default:
No MAC address joins the VLAN by default.

Usage Guide:
With this command user can add specified MAC address to specified VLAN. If there is a non VLAN
label data packet enters from the switch port from the specified MAC address, it will be assigned
with specified VLAN ID so sent enter specified VLAN. Their belonging VLAN are the same no
matter which port did they enter through. The command does not have any interfere on the VLAN
label data packet.

Example:
Add network device of MAC address as 00-30-4f-11-22-33 to VLAN 100.

Switch#config

Switch(config)#mac-vlan mac 00-30-4f-11-22-33 vlan 100 priority O

11.2.4 mac-vlan vlan
Command:
mac-vlan vlan <vlan-id>
no mac-vlan vlan <vlan-id>
Function:
Configure the specified VLAN to MAC VLAN; the “no mac-vlan vlan <vlan-id>" command cancels
the MAC VLAN configuration of this VLAN.
Parameter:
<vlan-id> is the number of the specified VLAN.
Command Mode:
Global Mode.
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Default:

No MAC VLAN is configured by default.
Usage Guide:

Set specified VLAN for MAC VLAN, There can be only one MAC VLAN at the same time.
Example:

Set VLAN100 to MAC VLAN.

Switch#config

Switch(config)#mac-vlan vlan 100

11.2.5 protocol-vian
Command:
protocol-vlan mode {ethernetii etype <etype-id> | lic {dsap <dsap-id> ssap <ssap-id>} | snap
etype <etype-id>} vlan <vlan-id> priority <priority-id>
no protocol-vlan {mode {ethernetii etype <etype-id> | lic {dsap <dsap-id> ssap <ssap-id>} |
snap etype <etype-id>} | all}
Function:
Add the correspondence between the protocol and the VLAN namely specify the protocol to join
specified VLAN. The “no” form of this command deletes all/the correspondence.
Parameter:
mode is the encapsulate type of the configuration which is ethernetii, lic, snap; the encapsulate type
of the ethernetii is Ethernetll;
etype-id is the type of the packet protocol, with a valid range of 1536~65535;
llc is LLC encapsulate format;
dsap-id is the access point of the destination service, the valid range is 0~255;
ssap-id is the access point of the source service with a valid range of 0~255;
snap is SNAP encapsulate format;
etype-id is the type of the packet protocol, the valid range is 1536~65535;
vlan-id is the ID of VLAN, the valid range is 1~4094;
priority is the priority, the range is 0~7;
all indicates all the encapsulate protocols.
Command Mode:
Global Mode.
Default:
No protocol joined the VLAN by default.
Usage Guide:
The command adds specified protocol into specified VLAN. If there is any non VLAN label packet
from specified protocol enters through the switch port, it will be assigned with specified VLAN ID
and enter the specified VLAN. No matter which port the packets go through, their belonging VLAN is
the same. The command will not interfere with VLAN labeled data packets. It is recommended to
configure ARP protocol together with the IP protocol or else some application may be affected.
Example:
Assign the IP protocol data packet encapsulated by the Ethernetll to VLAN200.
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Switch#config

Switch(config)#protocol-vlan mode ethernetii etype 2048 vlan 200

11.2.6 show dynamic-vlan prefer
Command:

show dynamic-vlan prefer
Function:

Display the preference of the dynamic VLAN.
Parameter:

None.
Command Mode:

Admin Mode and Configuration Mode.
Usage Guide:

Display the dynamic VLAN preference.
Example:

Display current dynamic VLAN preference.

Switch#show dynamic-vlan prefer

Mac Vlan/Voice Vlan

IP Subnet Vlan

Protocol Vlan

11.2.7 show mac-vian
Command:
show mac-vlan
Function:
Display the configuration of MAC-based VLAN on the switch.
Parameter:
None.
Command Mode:
Admin Mode and other configuration Mode.
Usage Guide:
Display the configuration of MAC-based VLAN on the switch.
Example:
Display the configuration of the current MAC-based VLAN.

Switch#show mac-vlan
MAC-Address VLAN_ID Priority
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00-e0-4c-77-ab-9d
00-0a-eb-26-8d-f3 2 2
00-30-4f-11-22-33 5 5

11.2.8 show mac-vilan interface
Command:
show mac-vlan interface
Function:
Display the ports at MAC-based VLAN.
Parameter:
None.
Command Mode:
Admin Mode and other configuration Mode.
Usage Guide:
Display the ports of enabling MAC-based VLAN, the character in the bracket indicate the ports
mode, A means Access port, T means Trunk port, H means Hybrid port.
Example:
Display the ports of enabling MAC-based VLAN currently.

Switch#show mac-vlan interface

Ethernetl/1(A) Ethernetl1/2(A)
Ethernetl1/3(A) Ethernetl1/4(A)
Ethernetl/5(H) Ethernetl/6(T)

11.2.9 show protocol-vian
Command:
show portocol-vlan
Function:
Display the configuration of Protocol-based VLAN on the switch.
Parameter:
None.
Command Mode:
Admin Mode and Configuration Mode
Usage Guide:
Display the configuration of Protocol-based VLAN on the switch.
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Example:
Display the configuration of the current Protocol-based VLAN.

Switch#show protocol-vlian

Protocol_Type VLAN_ID Priority
mode ethernetii etype 0x800 200

mode ethernetii etype 0x860 200

mode snap etype Oxabc 100 5
mode llc dsap Oxac ssap Oxbd 100 5

11.2.10 show subnet-vian
Command:
show subnet-vlan
Function:
Display the configuration of the IP-subnet-based VLAN on the switch.
Parameter:
None.
Command Mode:
Admin Mode and other Configuration Mode.

Usage Guide:
Display the configuration of the IP-subnet-based VLAN on the switch.
Example:
Display the configuration of the current IP-subnet-based VLAN.
Switch#show subnet-vlan
IP-Address Mask VLAN_ID
192.168.1.165 255.255.255.0 2
202.200.121.21 255.255.0.0
10.0.0.1 255.248.0.0

11.2.11 show subnet-vlan interface
Command:
show subnet-vlan interface
Function:
Display the port at IP-subnet-based VLAN.
Parameter:

None.
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Command Mode:
Admin Mode and other Configuration Mode.

Usage Guide:
Display the port of enabling IP-subnet-based VLAN, the character in the bracket indicate the ports
mode, A means Access port, T means Trunk port, H means Hybrid port.

Example:

Display the port of enabling IP-subnet-based VLAN currently.

SwitchA#show subnet-vlan interface

Ethernetl/1(A) Ethernet1/2(A)
Ethernet1/3(A) Ethernet1/4(A)
Ethernet1/5(H) Ethernet1/6(T)

11.2.12 subnet-vlan

Command:
subnet-vlan ip-address <ipv4-addrss> mask <subnet-mask> vlan <vlan-id> priority
<priority-id>no subnet-vlan {ip-address <ipv4-addrss> mask <subnet-mask>|all}

Function:
Add a correspondence between the IP subnet and the VLAN, namely add specified IP subnet into
specified VLAN; the “no" form of this command deletes all/the correspondence.

Parameter:
ipv4-address is the IPv4 address shown in dotted decimal notation; the valid range of each section
is 0~255; subnet-mask is the subnet mask code shown in dotted decimal notation; the valid range of
each section is 0~255; priority-id is the priority applied in the VLAN tag with a valid range of 0~7;
vlan-id is the VLAN ID with a valid range of 1~4094;all indicates all the subnets.

Command Mode:
Global Mode.

Default:
No IP subnet joined the VLAN by default.

Usage Guide:
This command is used for adding specified IP subnet to specified VLAN. When packet without
VLAN label and from the specified IP subnet enters through the switch port, it will be matched with
specified VLAN id and enters specified VLAN. These packets will always come to the same VLAN
no matter through which port did they enter. This command will not interfere with VLAN labeled data
packets.

Example:
Add the network equipment with IP subnet of 192.168.1.0/24 to VLAN 300.

SwitchA#config

SwitchA(config)#subnet-vlan ip-address 192.168.1.1 mask 255.255.255.0 vlan 300 priority O

11.2.13 switchport mac-vlan enable
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Command:
switchport mac-vlan enable
no switchport mac-vlan enable
Function:
Enable the MAC-based VLAN function on the port; the "no” form of this command will disable the
MAC-based VLAN function on the port.
Parameter:
None.
Command Mode:
Port Mode.
Default:
The MAC-base VLAN function is enabled on the port by default.
Usage Guide:
After adding a MAC address to specified VLAN, the MAC-based VLAN function will be globally
enabled. This command can disable the MAC-based VLAN function on specified port to meet
special user applications.
Example:
Disable the MAC-based VLAN function on portl.

Switch#config

Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernet1/1)#no switchport mac-vlan enable

11.2.14 switchport subnet-vlan enable
Command:
switchport subnet-vlan enable
no switchport subnet-vlan enable
Function:
Enable the IP-subnet-based VLAN on the port; the “no” form of this command disables the
IP-subnet-based VLAN function on the port.
Parameter:
None.
Command Mode:
Port Mode.
Default:
The IP-subnet-based VLAN is enabled on the port by default.
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Usage Guide:
After adding the IP subnet to specified VLAN, the IP-subnet-based VLAN function will be globally
enabled. This command can disable the IP-subnet-based VLAN function on specified port to meet
special user applications.

Example:

Disable the IP-subnet-based VLAN function on port1.

Switch#config

Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernet1/1)#no switchport subnet-vlian enable

11.3 Commands for Voice VLAN Configuration
11.3.1 show voice-vian

Command:

show voice-vlan
Function:

Display the configuration status of the Voice VLAN on the switch.
Parameter:

None.
Command Mode:

Admin Mode and other Configuration Mode.
Usage Guide:

Display Voice VLAN Configuration.
Example:

Display the Current Voice VLAN Configuration.

Switch#show voice-vlan
Voice VLAN ID:2
Ports:ethernetl/1;ethernetl/3

Voice name MAC-Address Mask Priority
financePhone  00-e0-4c-77-ab-9d Oxff 5
manager 00-0a-eb-26-8d-f3 Oxfe 6
Mr_Lee 00-30-4f-11-22-33 0x80 5
NULL 00-30-4f-11-22-33 0x0 5
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11.3.2 switchport voice-vlan enable
Command:
switchport voice-vlan enable
no switchport voice-vlan enable
Function:
Enable the Voice VLAN function on the port; the “no” form of this command disables Voice VLAN
function on the port.
Parameter:
None.
Command Mode:
Port Mode.
Default:
Voice VLAN is enabled by default.
Usage Guide:
When voice equipment is added to the Voice VLAN, the Voice VLAN is enabled globally by default.
This command disables Voice VLAN on specified port to meet specified application of the user.
Example:
Disable the Voice VLAN function on port3.

Switch#config

Switch(config)#interface ethernet 1/3

Switch(Config-If-Ethernet1/3)#no switchport voice-vlan enable

11.3.3 voice-vlan

Command:
voice-vlan mac <mac-address> mask <mac-mask> priority <priority-id> [name
<voice-name>]
no voice-vlan {mac <mac-address> mask <mac-mask>|name <voice-name> |all}

Function:
Specify certain voice equipment to join in Voice VLAN; the "no" form of this command will let the
equipment leave the Voice VLAN.

Parameter:
Mac-address is the voice equipment MAC address, shown in "xx-xx-xx-xx-xx-xx" format; mac-mask
is the last eight digit of the mask code of the MAC address, the valid values are: Oxff, Oxfe, Oxfc,
0xf8, 0xf0, Oxe0, 0xc0,0x80, OxO0; priority-id is the priority of the voice traffic, the valid range is 0-7;
the voice-name is the name of the voice equipment, which is to facilitate the equipment
management; all indicates all the MAC addresses of the voice equipments.

Command Mode:
Global Mode.

Default:
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This command will add a specified voice equipment into the Voice VLAN, if a non VLAN labeled
data packet from the specified voice equipment enters through the switch port, then no matter
through which port the packet enters, it will belongs to Voice VLAN. The command will not interfere
with the packets of VLAN labels.

Example:
Add the 256 sets of voice equipments of the R&D department with MAC address ranging from
00-30-4f-11-22-00 to 00-30-4f-11-22-ff to the Voice VLAN.

Switch#config

Switch(config)#voice-vlan vlan 100

Switch(config)#voice-vlan mac 00-30-4f-11-22-00 mask O priority 5 name test

11.3.4 voice-vlan vian
Command:
voice-vlan vlan <vlan-id>
no voice-vlan
Function:
Configure the specified VLAN to Voice VLAN; the “no voice-vlan” command cancels the Voice
VLAN configuration of this VLAN.
Parameter:
Vlan id is the number of the specified VLAN.
Command Mode:
Global Mode.
Default:
No Voice VLAN is configured by default.
Usage Guide:
Set specified VLAN for Voice VLAN, There can be only one Voice VLAN at the same time. The
voice VLAN can not be applied concurrently with MAC-based VLAN.
Example:
Set VLAN100 to Voice VLAN.

Switch#config

Switch(config)#voice-vlan vlan 100
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Chapter 12 Commands for MAC

Address Table Configuration

12.1 Commands for MAC Address Table Configuration
12.1.1 mac-address-table aging-time

Command:

mac-address-table aging-time <0 | aging-time>

no mac-address-table aging-time

Function:

Sets the aging-time for the dynamic entries of MAC address table.
Parameter:

<aging-time> is the aging-time seconds, range form 10 to 1000000; 0 to disable aging.
Command Mode:

Global Mode.
Default:

Default aging-time is 300 seconds.
Usage Guide:

The user had better set the aging-time according to the network condition. A too small aging-time will

affect the performance of the switch by causing too much broadcast, while a too large aging-time will

make the unused entries stay too long in the address table.

The dynamic address does aging when the aging-time is set to 0.
Example:

Set the aging-time to 600 seconds.

Switch (config)#mac-address-table aging-time 600

12.1.2 mac-address-table static|blackhole

Command:
mac-address-table {static | blackhole} address <mac-addr> vlan <vlan-id> [interface
[ethernet | portchannel] <interface-name>] | [source | destination | both]

no mac-address-table {static | blackhole | dynamic} [address <mac-addr>] [vlan

<vlan-id>] [interface [ethernet | portchannel] <interface-name>]

Function:
Add or modify static address entries and filter address entries. The “no mac-address-table {static |
blackhole | dynamic} [address <mac-addr>] [vlan <vlan-id>] [interface [ethernet |
portchannel] <interface-name>]" command deletes the two entries.

Parameter:
static is the static entries;
blackhole is filter entries, which is for discarding frames from specific MAC address, it can filter
source address, destination address or the both. When choose the filter entries, blackhole address
can’t based on port, and not configure to interface;

dynamic is dynamic address entries;
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<mac-addr> MAC address to be added or deleted,;
<interface-name> name of the port transmitting the MAC data packet;
<vlan-id> is the vlan number.
source is based on source address filter;
destination is based on destination address filter;
both is based on source address and destination address filter, the default is both.
Command Mode:
Global Mode
Default:
When VLAN interface is configured and is up, the system will generate an static address mapping
entry of which the inherent MAC address corresponds to the VLAN number.
Usage Guide:
In certain special applications or when the switch is unable to dynamically learn the MAC address,
users can use this command to manually establish mapping relation between the MAC address and
port and VLAN.
no mac-address-table command is for deleting all dynamic, static, filter MAC address entries
existing in the switch MAC address list, except for the mapping entries retained in the system
default.
Example:
Port 1/1 belongs to VLAN200, and establishes address mapping with MAC address
00-30-4f-f0-00-18.

Switch(config)#mac-address-table static address 00-30-4f-f0-00-18 vlan 200 interface ethernet
1/1

12.1.3 show mac-address-table

Command:
show mac-address-table [static | blackhole | multicast | aging-time <aging-time> | count]
[address <mac-addr>] [vlan <vlan-id>] [count] [interface <interface-name>]

Function:
Show the current MAC table.

Parameter:
static static entries; blackhole filter entries; aging-time <aging-time> address aging time; count
entry’s number, multicast multicast entries; <mac-addr> entry’s MAC address; <vlan-id> entry’s
VLAN number; <interface-name> entry’s interface name.

Command mode:
Admin Mode and Configuration Mode.

Default:
MAC address table is not displayed by default.

Usage guide:
This command can display various sorts of MAC address entries. Users can also use show
mac-address-table to display all the MAC address entries.

Example:
Display all the filter MAC address entries.
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Switch#show mac-address-table blackhole

12.2 Commands for Mac Address Binding
configuration
12.2.1 clear port-security dynamic

Command:
clear port-security dynamic [address <mac-addr> | interface <interface-id>]

Function:
Clear the Dynamic MAC addresses of the specified port.

Command mode:
Admin Mode.

Parameter:
<mac-addr> stands MAC address; <interface-id> for specified port number.

Usage Guide:
The secure port must be locked before dynamic MAC clearing operation can be perform in specified
port. If no ports and MAC are specified, then all dynamic MAC in all locked secure ports will be
cleared; if only port but no MAC address is specified, then all MAC addresses in the specified port
will be cleared.

Example:

Delete all dynamic MAC in portl.

Switch#clear port-security dynamic interface Ethernet 1/1

12.2.2 show port-security
Command:

show port-security
Function:

Display the secure MAC addresses of the port.
Command mode:

Admin Mode and other configuration Mode.
Default:

The switch is not display port-security configuration.
Usage Guide:

This command displays the secure port MAC address information.

Example:

Switch#show port-security
Security Port MaxSecurity Addr CurrentAddr Security Action

(count) (count)
Ethernetl/1 1 1 Protect
Ethernet1/3 10 1 Protect
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Ethernetl/5 1 0 Protect

Max Addresses limit in System :128
Total Addresses in System :2

Displayed information
Explanation

Security Port

Is port enabled as a secure port.

MaxSecurityAddr

The maximum secure MAC address number set for the security port.

CurrentAddr

The current secure MAC address number of the security port.

Security Action
The violation mode of the port configuration.

Total Addresses in System
The current secure MAC address number of the system.

Max Addresses limit in System
The maximum secure MAC address number of the system.

12.2.3 show port-security address
Command:
show port-security address [interface <interface-id>]
Function:
Display the secure MAC addresses of the port.
Command mode:
Admin Mode and other configuration Mode.
Parameter:
<interface-id > stands for the port to be displayed.
Usage Guide:
This command displays the secure port MAC address information, if no port is specified, secure
MAC addresses of all ports are displayed.

Example:

Switch#show port-security address interface ethernet 1/3
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Security Mac Address Table

Vlan Mac Address Type
1 0000.0000.1111 SecureConfigured

Ports
Ethernetl/1

Total Addresses : 1

Displayed information
Explanation

Vian
The VLAN ID for the secure MAC Address.

Mac Address
Secure MAC address.

Type
Secure MAC address type.

Ports

The port that the secure MAC address belongs to.

Total Addresses

Current secure MAC address number in the system.

12.2.4 show port-security interface

Command:

show port-security interface <interface-id>
Function:

Display the configuration of secure port.
Command mode:

Admin Mode and other configuration Mode.
Parameter:

<interface-id > stands for the port to be displayed.
Default:

Configuration of secure ports is not displayed by default.

12-54




Usage Guide:
This command displays the detailed configuration information for the secure port.

Example:

Switch#show port-security interface ethernet 1/1
Port Security : Enabled

Port status : Security Up

Violation mode : Protect

Maximum MAC Addresses : 1

Total MAC Addresses : 1

Configured MAC Addresses : 1

Lock Timer is ShutDown

Mac-Learning function is : Opened

Displayed information
Explanation

Port Security
Is port enabled as a secure port.

Port status

Port secure status.

Violation mode

Violation mode set for the port.

Maximum MAC Addresses
The maximum secure MAC address number set for the

port.

Total MAC Addresses

Current secure MAC address number for the port.

Configured MAC Addresses

Current secure static MAC address number for the port.

Lock Timer
Whether locking timer (timer timeout) is enabled for the

port.

Mac-Learning function

Is the MAC address learning function enabled.
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12.2.5 switchport port-security
Command:
switchport port security
no switchport port security
Function:
Enable MAC address binding function for the port; the “no switchport port-security” command
disables the MAC address binding function for the port.
Command mode:
Port Mode.
Default:
MAC address binding is not enabled by default.
Usage Guide:
The MAC address binding function and Port Aggregation functions are mutually exclusive.
Therefore, if MAC binding function for a port is to be enabled, the Port Aggregation functions must
be disabled, and the port enabling MAC address binding must not be a Trunk port.
Example:
Enable MAC address binding function for port 1and.

Switch(config)#interface Ethernet 1/1

Switch(Config-1f-Ethernet1/1)# switchport port security

12.2.6 switchport port-security convert
Command:
switchport port-security convert
Function:
Converts dynamic secure MAC addresses learned by the port to static secure MAC addresses, and
disables the MAC address learning function for the port.
Command mode:
Port Mode.
Usage Guide:
The port dynamic MAC convert command can only be executed after the secure port is locked. After
this command has been executed, dynamic secure MAC addresses learned by the port will be
converted to static secure MAC addresses. The command does not reserve configuration.
Example:

Converting MAC addresses in port 1 to static secure MAC addresses.

Switch(config)#interface Ethernet 1/1
Switch(Config-1f-Ethernet1/1)# switchport port-security convert

12.2.7 switchport port-security lock

Command:
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switchport port-security lock
no switchport port-security lock
Function:
Lock the port. After the port is locked, the MAC-address learning function will be shut down; the no
operation of this command will reset the MAC-address learning function.
Command Mode:
Port Configuration Mode.
Default:
Ports are unlocked.
Usage Guide:
Ports can only be locked after the MAC-address binding function is enabled. When a port becomes
locked, its MAC learning function will be disabled.
Examples:

Lock port 1.

Switch(config)#interface Ethernet 1/1
Switch(Config-If-Ethernet1/1)#switchport port-security lock

12.2.8 switchport port-security mac-address
Command:
switchport port-security mac-address <mac-address>
no switchport port-security mac-address <mac-address>
Function:
Add a static secure MAC address; the “no switchport port-security mac-address” command
deletes a static secure MAC address.
Command mode:
Port Mode.
Parameters:
<mac-address> stands for the MAC address to be added or deleted.
Usage Guide:
The MAC address binding function must be enabled before static secure MAC address can be
added.
Example:
Adding MAC 00-30-4f-FE-2E-D3 to portl.

Switch(config)#interface Ethernet 1/1

Switch(Config-If-Ethernet1/1)#switchport port-security mac-address 00-30-4f-FE-2E-D3

12.2.9 switchport port-security maximum

Command:
switchport port-security maximum <value>

no switchport port-security maximum
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Function:
Sets the maximum number of secure MAC addresses for a port; the “no switchport port-security
maximum” command restores the maximum secure address number of 1.

Command mode:
Port Mode.

Parameter:
< value> is the up limit for static secure MAC address, the valid range is 1 to 128.

Default:
The default maximum port secure MAC address number is 1.

Usage Guide:
The MAC address binding function must be enabled before maximum secure MAC address number
can be set. If secure static MAC address number of the port is larger than the maximum secure
MAC address number set, the setting fails; extra secure static MAC addresses must be deleted, so
that the secure static MAC address number is no larger than the maximum secure MAC address
number for the setting to be successful.

Example:

Set the maximum secure MAC address number for port 1.

Switch(config)#interface Ethernet 1/1

Switch(Config-If-Ethernetl/1)# switchport port-security maximum 4

12.2.10 switchport port-security timeout
Command:
switchport port-security timeout <value>
no switchport port-security timeout
Function:
Set the timer for port locking; the “no switchport port-security timeout” command restores the
default setting.
Parameter:
< value> is the timeout value, the valid range is 0 to 300s.
Command mode:
Port Mode.
Default:

Port locking timer is not enabled by default.
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Usage Guide:
The port locking timer function is a dynamic MAC address locking function. MAC address locking
and conversion of dynamic MAC entries to secure address entries will be performed on locking
timer timeout. The MAC address binding function must be enabled prior to running this command.
Example:

Set portl locking timer to 30 seconds.

Switch(config)#interface Ethernet 1/1

Switch(Config-If-Ethernetl/1)# switchport port-security timeout 30

12.2.11 switchport port-security violation
Command:
switchport port-security violation {protect | shutdown}
no switchport port-security violation
Function:
Configure the port violation mode. The “no switchport port-security violation” restore the
violation mode to protect.
Command Mode:
Port mode.
Parameter:
protect refers to protect mode; shutdown refers to shutdown mode.
Default:
The port violation mode is protect by default.
Usage Guide:
The port violation mode configuration is only available after the MAC address binding function is
enabled. when the port secure MAC address exceeds the security MAC limit, if the violation mode is
protect, the port only disable the dynamic MAC address learning function; while the port will be shut
if at shutdown mode. Users can manually open the port with no shutdown command.
Example :

Set the violation mode of port 1 to shutdown.

Switch(config)#interface Ethernet 1/1

Switch(Config-If-Ethernetl/1)# switchport port-security violation shutdown
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Chapter 13 ommands for MSTP

13.1 Commands for MSTP
13.1.1 abort

Command:
abort
Function:
Abort the current MSTP region configuration, quit MSTP region mode and return to global mode.
Command mode:
MSTP Region Mode.
Usage Guide:
This command is to quit MSTP region mode without saving the current configuration. The previous
MSTP region configuration is valid.
Example:

Quit MSTP region mode without saving the current configuration.

Switch(Config-Mstp-Region)#abort

Switch(config)#

13.1.2 exit

Command:
exit
Function:
Save current MSTP region configuration, quit MSTP region mode and return to global mode.
Command mode:
MSTP Region Mode
Usage Guide:
This command is to quit MSTP region mode with saving the current configuration.
Example:

Quit MSTP region mode with saving the current configuration.

Switch(Config-Mstp-Region)#exit

Switch(config)#

13.1.3 instance vlan
Command:
instance <instance-id> vlan <vlan-list>

no instance <instance-id> [vlan <vlan-list>]
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Function:
In MSTP region mode, create the instance and set the mappings between VLANs and instances;
the command “no instance <instance-id> [vlan <vlan-list>]" removes the specified instance and
the specified mappings between the VLANs and instances.

Parameter:
Normally, <instance-id> sets the instance number. The valid range is from 0 to 48; In the command
“no instance <instance-id> [vlan <vlan-list>]", <instance-id> sets the instance number. The valid
number is from 0 to 48. <vlan-list> sets consecutive or non-consecutive VLAN numbers. “-" refers
to consecutive numbers, and “;” refers to non-consecutive numbers.

Command mode:
MSTP Region Mode

Default:
Before creating any Instances, there is only the instance 0, and VLAN 1~4094 all belong to the
instance 0.

Usage Guide:
This command sets the mappings between VLANs and instances. Only if all the mapping
relationships and other attributes are same, the switches are considered in the same MSTP region.
Before setting any instances, all the VLANs belong to the instance 0. MSTP can support maximum
48 MSTIs (except for CISTs). CIST can be treated as MSTI 0. All the other instances are considered
as instance 1 to 48.

Example:
Map VLAN1-10 and VLAN 100-110 to Instance 1.

Switch(config)#spanning-tree mst configuration

Switch(Config-Mstp-Region)#instance 1 vlan 1-10;100-110

13.1.4 name

Command:
name <name>
no name
Function:
In MSTP region mode, set MSTP region name; the “no name” command restores the default
setting.
Parameter:
<name> is the MSTP region name. The length of the name should be less than 32 characters.
Command mode:
MSTP Region Mode
Default:
Default MSTP region name is the MAC address of this bridge.
Usage Guide:
This command is to set MSTP region name. The bridges with same MSTP region name and same
other attributes are considered in the same MSTP region.

Example:
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Set MSTP region name to mstp-test.

Switch(config)#spanning-tree mst configuration

Switch(Config-Mstp-Region)#description mstp-test

13.1.5 revision-level
Command:
revision-level <level>
no revision-level
Function:
In MSTP region mode, this command is to set revision level for MSTP configuration; the command
“no revision-level” restores the default setting to 0.
Parameter:
<level> is revision level. The valid range is from 0 to 65535.
Command mode:
MSTP Region Mode
Default:
The default revision level is 0.
Usage Guide:
This command is to set revision level for MSTP configuration. The bridges with same MSTP revision
level and same other attributes are considered in the same MSTP region.
Example:

Set revision level to 2000.

Switch(config)#spanning-tree mst configuration

Switch(Config-Mstp-Region)# revision-level 2000

13.1.6 spanning-tree
Command:
spanning-tree
no spanning-tree
Function:
Enable MSTP in global mode and in Port Mode; The command “no spanning-tree” is to disable
MSTP.
Command mode:
Global Mode and Port Mode
Default:
MSTP is not enabled by default.
Usage Guide:
If the MSTP is enabled in global mode, the MSTP is enabled in all the ports except for the ports
which are set to disable the MSTP explicitly.

Example:
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Enable the MSTP in global mode, and disable the MSTP in the interfacel/2.

Switch(config)#spanning-tree

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernet1/2)#no spanning-tree

13.1.7 spanning-tree forward-time
Command:
spanning-tree forward-time <time>
no spanning-tree forward-time
Function:
Set the switch forward delay time; the command “no spanning-tree forward-time” restores the
default setting.
Parameter:
<time> is forward delay time in seconds. The valid range is from 4 to 30.
Command mode:
Global Mode
Default:
The forward delay time is 15 seconds by default.
Usage Guide:
When the network topology changes, the status of the port is changed from blocking to forwarding.
This delay is called the forward delay. The forward delay is co working with hello time and max age.
The parameters should meet the following conditions. Otherwise, the MSTP may work incorrectly.
2 * (Bridge_Forward_Delay - 1.0 seconds) >= Bridge_Max_Age
Bridge_Max_Age >= 2 * (Bridge_Hello_Time + 1.0 seconds)
Example:

In global mode, set MSTP forward delay time to 20 seconds.

Switch(config)#spanning-tree forward-time 20
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13.1.8 spanning-tree hello-time
Command:
spanning-tree hello-time <time>
no spanning-tree hello-time
Function:
Set switch Hello time; The command “no spanning-tree hello-time” restores the default setting.
Parameter:
<time> is Hello time in seconds. The valid range is from 1 to 10.
Command mode:
Global Mode
Default:
Hello Time is 2 seconds by default.
Usage Guide:
Hello time is the interval that the switch sends BPDUs. Hello time is co working with forward delay
and max age. The parameters should meet the following conditions. Otherwise, the MSTP may
work incorrectly.
2 * (Bridge_Forward_Delay - 1.0 seconds) >= Bridge_Max_Age
Bridge_Max_Age >= 2 * (Bridge_Hello_Time + 1.0 seconds)
Example:

Set MSTP hello time to 5 seconds in global mode.

Switch(config)#spanning-tree hello-time 5

13.1.9 spanning-tree link-type p2p
Command:
spanning-tree link-type p2p {auto | force-true | force-false}
no spanning-tree link-type
Function:
Set the link type of the current port; the command “no spanning-tree link-type” restores link type
to auto-negotiation.
Parameter:
auto sets auto-negotiation, force-true forces the link as point-to-point type, force-false forces the
link as non point-to-point type.
Command mode:
Port Mode
Default:
The link type is auto by default, The MSTP detects the link type automatically.
Usage Guide:
When the port is full-duplex, MSTP sets the port link type as point-to-point; When the port is
half-duplex, MSTP sets the port link type as shared.
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Example:

Force the port 1/7-8 as point-to-point type.

Switch(config)#interface ethernet 1/7-8

Switch(Config-Port-Range)#spanning-tree link-type p2p force-true

13.1.10 spanning-tree maxage
Command:
spanning-tree maxage <time>
no spanning-tree maxage
Function:
Set the max aging time for BPDU; the command “no spanning-tree maxage” restores the default
setting.
Parameter:
<time> is max aging time in seconds. The valid range is from 6 to 40.
Command mode:
Global Mode
Default:
The max age is 20 seconds by default.
Usage Guide:
The lifetime of BPDU is called max age time. The max age is co working with hello time and forward
delay. The parameters should meet the following conditions. Otherwise, the MSTP may work
incorrectly.
2 * (Bridge_Forward_Delay - 1.0 seconds) >= Bridge_Max_Age
Bridge_Max_Age >= 2 * (Bridge_Hello_Time + 1.0 seconds)
Example:

In global mode, set max age time to 25 seconds.

Switch(config)#spanning-tree maxage 25

13.1.11 spanning-tree max-hop
Command:
spanning-tree max-hop <hop-count>
no spanning-tree max-hop
Function:
Set maximum hops of BPDU in the MSTP region; the command “ho spanning-tree max-hop”
restores the default setting.
Parameter:

<hop-count> sets maximum hops. The valid range is from 1 to 40.
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Command mode:
Global Mode

Default:
The max hop is 20 by default.

Usage Guide:
The MSTP uses max-age to count BPDU lifetime. In addition, MSTP also uses max-hop to count
BPDU lifetime. The max-hop is degressive in the network. The BPDU has the max value when it
initiates from MSTI root bridge. Once the BPDU is received, the value of the max-hop is reduced by
1. When a port receives the BPDU with max-hop as 0, it drops this BPDU and sets itself as
designated port to send the BPDU.

Example:

Set max hop to 32.

Switch(config)#spanning-tree max-hop 32

13.1.12 spanning-tree mcheck
Command:
spanning-tree mcheck
Function:
Force the port to run in the MSTP mode.
Command mode:
Port Mode
Default:
The port is in the MSTP mode by default.
Usage Guide:
If a network which is attached to the current port is running IEEE 802.1D STP, the port converts itself
to run in STP mode. The command is used to force the port to run in the MSTP mode. But once the
port receives STP messages, it changes to work in the STP mode again.
This command can only be used when the switch is running in IEEE802.1s MSTP mode. If the
switch is running in IEEE802.1D STP mode, this command is invalid.
Example:
Force the port 1/2 to run in the MSTP mode.

Switch(Config-If-Ethernetl/2)#spanning-tree mcheck

13.1.13 spanning-tree mode
Command:
spanning-tree mode {mstp | stp | rstp}
no spanning-tree mode
Function:
Set the spanning-tree mode in the switch; The command “no spanning-tree mode” restores the
default setting.

Parameter:

13-66



mstp sets the switch in IEEE802.1s MSTP mode; stp sets the switch in IEEE802.1D STP mode;
rstp sets the switch in IEEE802.1D RSTP mode.
Command mode:
Global Mode
Default:
The switch is in the MSTP mode by default.
Usage Guide:
When the switch is in IEEE802.1D STP mode, it only sends standard IEEE802.1D BPDU and TCN
BPDU. It drops any MSTP BPDUs.
Example:
Set the switch in the STP mode.

Switch(config)#spanning-tree mode stp

13.1.14 spanning-tree mst configuration

Command:

spanning-tree mst configuration

no spanning-tree mst configuration

Function:

Enter the MSTP mode. Under the MSTP mode, the MSTP attributes can be set. The command “no

spanning-tree mst configuration” restores the attributes of the MSTP to their default values.
Command mode:

Global Mode
Default:

The default values of the attributes of the MSTP region are listed as below:

Attribute of MSTP

Default Value

Instance

There is only the instance 0. All the VLANs (1~4094) are mapped to the instance 0.

Name
MAC address of the bridge

Revision
0

Usage Guide:
Whether the switch is in the MSTP region mode or not, users can enter the MSTP mode, configure
the attributes, and save the configuration. When the switch is running in the MSTP mode, the
system will generate the MST configuration identifier according to the MSTP configuration. Only if
the switches with the same MST configuration identifier are considered as in the same MSTP
region.

Example:
Enter MSTP region mode.
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Switch(config)#spanning-tree mst configuration

Switch(Config-Mstp-Region)#

13.1.15 spanning-tree mst cost
Command:
spanning-tree mst <instance-id> cost <cost>
no spanning-tree mst <instance-id> cost
Function:
Sets path cost of the current port in the specified instance; the command “no spanning-tree mst
<instance-id> cost” restores the default setting.
Parameter:
<instance-id> sets the instance ID. The valid range is from 0 to 48. <cost> sets path cost. The
valid range is from 1 to 200,000,000.
Command mode:
Port Mode
Default:
By default, the port cost is relevant to the port bandwidth.

Port Type
Default Path Cost
Suggested Range

10Mbps
2000000
2000000~20000000

100Mbps
200000
200000~2000000

1Gbps
20000
20000~200000

10Gbps
2000
2000~20000
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For the aggregation ports, the default costs are as below:

Port Type

Allowed Number  Of
Aggregation Ports

Default Port Cost

10Mbps
N
2000000/N

100Mbps
N
200000/N

1Gbps
N
20000/N

10Gbps
N
2000/N

Usage Guide:
By setting the port cost, users can control the cost from the current port to the root bridge in order to
control the elections of root port and the designated port of the instance.

Example:
On the portl/2, set the MSTP port cost in the instance 2 to 3000000.

Switch(Config-If-Ethernetl/2)#spanning-tree mst 2 cost 3000000

13.1.16 spanning-tree mst port-priority

Command:
spanning-tree mst <instance-id> port-priority <port-priority>

no spanning-tree mst <instance-id> port-priority

Function:
Set the current port priority for the specified instance; the command “no spanning-tree mst
<instance-id> port-priority” restores the default setting.

Parameter:
<instance-id> sets the instance ID. The valid range is from O to 48; <port-priority> sets port
priority. The valid range is from 0 to 240. The value should be the multiples of 16, such as 0, 16,
32...240.
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Command mode:
Port Mode

Default:
The default port priority is 128.

Usage Guide:
By setting the port priority, users can control the port ID of the instance in order to control the root
port and designated port of the instance. The lower the value of the port priority is, the higher the
priority is.

Example:

Set the port priority as 32 on the port 1/2 for the instance 1.

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernet1/2)#spanning-tree mst 1 port-priority 32

13.1.17 spanning-tree mst priority
Command:
spanning-tree mst <instance-id> priority <bridge-priority>
no spanning-tree mst <instance-id> priority
Function:
Set the bridge priority for the specified instance; the command “no spanning-tree mst
<instance-id> priority” restores the default setting.
Parameter:
<instance-id> sets instance ID. The valid range is from 0 to 48; <bridge-priority> sets the switch
priority. The valid range is from 0 to 61440. The value should be the multiples of 4096, such as 0,
4096, 8192...61440.
Command mode:
Global Mode
Default:
The default bridge priority is 32768.
Usage Guide:
By setting the bridge priority, users can change the bridge ID for the specified instance. And the
bridge ID can influence the elections of root bridge and designated port for the specified instance.
Example:

Set the priority for Instance 2 to 4096.

Switch(config)#spanning-tree mst 2 priority 4096
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13.1.18 spanning-tree mst rootguard
Command:
spanning-tree [mst <instance-id>] rootguard
no spanning-tree [mst <instance-id>] rootguard
Function:
Enable the rootguard function for specified instance, the rootguard function forbid the port to be
MSTP root port. “no spanning-tree mst <instance-id> rootguard” disable the rootguard function.
Parameter:
<instance-id> : MSTP instance ID.
Command mode:
Port Mode.
Default:
Disable rootguard function.
Usage Guide:
The command is used in Port Mode, if the port is configured to be a rootguand port, it is forbidden to
be a MSTP root port. If superior BPDU packet is received from a rootguard port, MSTP did not
recalculate spanning-tree, and just set the status of the port to be root_inconsistent (blocked).If no
superior BPDU packet is received from a blocked rootguard port, the port status will restore to be
forwarding. The rootguard function can maintain a relative stable spanning-tree topology when a
new switch is added to the network.
Example:
Enable rootguard function for port 1/2 in instance 0.

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernet1/2)#spanning-tree mst 0 rootguard

Switch(Config-If-Ethernet1/2)#

13.1.19 spanning-tree portfast
Command:
spanning-tree portfast [bpdufilter | bpduguard]
no spanning-tree portfast
Function:
Set the current port as boundary port, and BPDU filter ~ BPDU guard as specified mode or default
mode ; the command “no spanning-tree portfast” sets the current port as non-boundary port.
Parameter:
bpdufilter: configure the border port mode as BPDU filter;
bpduguard: configure the border port mode as BPDU guard.
Command mode:
Port Mode
Default:
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All the ports are non-boundary ports by default when enabling MSTP.

Usage Guide:
When a port is set to be a boundary port, the port converts its status from discarding to forwarding
without bearing forward delay. Once the boundary port receives the BPDU, the port becomes a
non-boundary port.

Example:

Configure the border port mode as BPDU filter.

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernetl/2)#spanning-tree portfast bpdufilter

Switch(Config-If-Ethernet1/2)#

13.1.20 spanning-tree priority
Command:
spanning-tree priority <bridge-priority>
no spanning-tree priority
Function:
Configure the spanning-tree priority; the “no spanning-tree priority” command restores the default
priority.
Parameter:
<bridge-priority> is the priority of the bridging switch. Its value should be round times of 4096
between 0 and 61440, such as 0, 4096, 8192... 61440.
Command Mode:
Global Mode.
Default:
Priority is 32768.
Usage Guide:
The bridge ID can be altered by changing the priority of the switch. Further, the priority information
can also be used for voting of the root bridge and the specified ports. The bridge priority value of the
switch is smaller, however the priority is higher.
Example:
Configure the priority is 4096.

Switch(config)#spanning-tree priority 4096
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13.1.21 spanning-tree format

Command:
spanning-tree format {standard | privacy | auto}

no spanning-tree format

Function:
Configure the format of the port packet so to be interactive with products of other companies. The
no command restores the default format.

Parameter:
standard : The packet format provided by IEEE
privacy : Privacy packet format, which is compatible with CISCO equipments.
auto : Auto identified packet format, which is determined by checking the format of the received
packets.

Default:

Auto Packet Format.

Command Mode:
Port Mode

Usage Guide:
As the CISCO has adopted the packet format different with the one provided by IEEE, while many
companies also adopted the CISCO format to be CISCO compatible, we have to provide support to
both formats. The standard format is originally the one provided by IEEE, and the privacy packet
format is CISCO compatible. In case we are not sure about which the packet format is on partner,
the AUTO configuration will be preferred so to identify the format by the packets they sent. The
AUTO packet format is set by default in the concern of better compatibility with previous products
and the leading companies. The packet format will be privacy format before receiving the partner
packet when configured to AUTO.
When the format is not AUTO and the received packet format from the partner does not match the
configured format, we set the state of the port which receives the unmatched packet to
DISCARDING to prevent both sides consider themselves the root which leads to circuits.
When the AUTO format is set, and over one equipment which is not compatible with each other are
connected on the port (e.g. a equipment running through a HUB or Transparent Transmission
BPDU is connected with several equipments running MSTP), the format alter counts will be
recorded and the port will be disabled at certain count threshold. The port can only be re-enabled by
the administrator.

Example:

Configure port message format as the message format of IEEE.

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernet1/2)#spanning-tree format standard

Switch(Config-If-Ethernet1/2)#
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13.1.22 spanning-tree digest-snooping

Command:
spanning-tree digest-snooping

no spanning-tree digest-snooping

Function:
Configure the port to use the authentication string of partner port; the command “no spanning-tree
digest-snooping” restores to use the port generated authentication string.

Parameter:
None

Command mode:
Port Mode

Default:
Don’t use the authentication string of partner port.

Usage Guide:
According to MSTP protocol, the region authentication string is generated by MD5 algorithm with
public authentication key, intstance ID, VLAN ID. Some manufactory don't use the public
authentication key, this causes the incompatibility. After the command is executed the port can use
the authentication string of partner port, realize compatibility with these manufactories equipment.
Note: Because the authentication string is related to instance ID and VLAN ID, the command may
cause recognizing the equipment that with different instance and VLAN relation as in the same
region. Before the command is executed, make sure that instance and VLAN relation is accord for
all the equipment. If there are more than one equipment connected, all the connected ports should
execute this command.

Example:

Configure the authentication string of partner port.

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernet1/2)#spanning-tree digest-snooping

Switch(Config-If-Ethernet1/2)#

13.1.23 spanning-tree tcflush (Global mode)
Command:
spanning-tree tcflush {enable| disable| protect}
no spanning-tree tcflush
Function:
Configure the spanning-tree flush mode once the topology changes. “no spanning-tree tcflush”
restores to default setting.
Parameter:
enable: The spanning-tree flush once the topology changes.
disable: The spanning tree don’t flush when the topology changes.
protect: the spanning-tree flush not more than one time every ten seconds.
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Command mode:
Global mode

Default:
Enable

Usage Guide:
According to MSTP, when topology changes, the port that send change message clears MAC/ARP
table (FLUSH). In fact it is not needed for some network environment to do FLUSH with every
topology change. At the same time, as a method to avoid network assault, we allow the network
administrator to configure FLUSH mode by the command
Note: For the complicated network, especially need to switch from one spanning tree branch to
another rapidly, the disable mode is not recommended.

Example:

Configure the spanning-tree flush mode once the topology changes is not flush to TC.

Switch(config)#spanning-tree tcflush disable

Switch(config)#

13.1.24 spanning-tree tcflush (Port mode)

Command:
spanning-tree tcflush {enable| disable| protect}
no spanning-tree tcflush
Function:
Configure the spanning-tree flush mode for port once the topology changes. “no spanning-tree
tcflush” restores to default setting.
Parameter:
enable: The spanning-tree flush once the topology changes.
disable: The spanning tree don'’t flush when the topology changes.
protect: the spanning-tree flush not more than one time every ten seconds.
Command mode:
Port Mode
Default:
Global configuration
Usage Guide:
According to MSTP, when topology changes, the port that send change message clears MAC/ARP
table (FLUSH). In fact it is not needed for some network environment to do FLUSH with every
topology change. At the same time, as a method to avoid network assault, we allow the network
administrator to configure FLUSH mode by the command
Note: For the complicated network, especially need to switch from one spanning tree branch to
another rapidly, the disable mode is not recommended.
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Example:

Configure the spanning-tree flush mode once the topology change is not flush to TC.

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernetl/2)#spanning-tree tcflush disable

Switch(Config-If-Ethernet1/2)#

13.2 Commands for Monitor and Debug
13.2.1 show spanning-tree

Command:
show spanning-tree [mst [<instance-id>]] [interface <interface-list>] [detail]
Function:
Display the MSTP Information.
Parameter:
<interface-list> sets interface list; <instance-id> sets the instance ID. The valid range is from 0 to
48; detail sets the detailed spanning-tree information.
Command mode:
Admin and Configuration Mode
Usage Guide:
This command can display the MSTP information of the instances in the current bridge.
Example:
Display the bridge MSTP.

Switch#sh spanning-tree

-- MSTP Bridge Config Info --

Standard . |EEE 802.1s

Bridge MAC : 00: 30: 4f: 01: Oe: 30

Bridge Times : Max Age 20, Hello Time 2, Forward Delay 15
Force Version: 3

HHHHHHHHH AR InStance O AR HHHHHHHH
Self Bridge Id  : 32768 - 00: 30: 4f: 01: Oe: 30

Root Id : 16384.00: 30: 4f: 01: Of: 52

Ext.RootPathCost : 200000

Region Root Id  : this switch

Int.RootPathCost : 0

Root Port ID 11281

Current port list in Instance 0:

Ethernetl/1 Ethernet1/2 (Total 2)
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PortName ID ExtRPC IntRPC State Role DsgBridge DsgPort

Ethernetl/1 128.001 0 0 FWD ROOT 16384.00030f010f52 128.007
Ethernetl/2 128.002 0 0 BLK ALTR 16384.00030f010f52 128.011

HHHHHIHHH A INStance 3 #HHHHHHHHHHIHHHHEHHHHHE
Self Bridge Id  : 0.00: 30: 4f: 01: Oe: 30

Region Root Id  : this switch

Int.RootPathCost : 0

Root Port ID 10

Current port list in Instance 3:

Ethernetl/1 Ethernetl/2 (Total 2)

PortName ID IntRPC  State Role DsgBridge DsgPort
Ethernetl/1 128.001 0 FWD MSTR 0.00030f010e30 128.001
Ethernetl/2 128.002 0 BLK ALTR 0.00030f010e30 128.002

HHAHHHHHHHHHHH AR INStance 4 FHHHHHHHHHHHBHHHHHHHHHH
Self Bridge Id  : 32768.00: 30: 4f: 01: Oe: 30

Region Root Id  : this switch

Int.RootPathCost : 0

Root Port ID 10

Current port list in Instance 4:

Ethernetl/1 Ethernetl/2 (Total 2)

PortName ID IntRPC  State Role DsgBridge DsgPort
Ethernet1/1 128.001 0 FWD MSTR 32768.00030f010e30 128.001
Ethernet1/2 128.002 0 BLK ALTR 32768.00030f010e30 128.002

Displayed Information

Description

Bridge Information

Standard

STP version

Bridge MAC
Bridge MAC address
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Bridge Times
Max Age, Hello Time and Forward Delay
of the bridge

Force Version
Version of STP

Instance Information

Self Bridge Id
The priority and the MAC address of the

current bridge for the current instance

Root Id
The priority and the MAC address of the

root bridge for the  current instance

Ext.RootPathCost
Total cost from the current bridge to the
root of the entire network

Int.RootPathCost
Cost from the current bridge to the region
root of the current instance

Root Port ID
Root port of the current instance on the
current bridge

MSTP Port List Of The Current Instance

PortName

Port name

ID

Port priority and port index

ExtRPC

Port cost to the root of the entire network

IntRPC
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Cost from the current port to the region
root of the current instance

State
Port status of the current instance

Role

Port role of the current instance

DsgBridge
Upward designated bridge of the current

port in the current instance

DsgPort
Upward designated port of the current port

in the current instance

13.2.2 show spanning-tree mst config
Command:
show spanning-tree mst config
Function:
Display the configuration of the MSTP in the Admin mode.
Command mode:
Admin Mode
Usage Guide:
In the Admin mode, this command can show the parameters of the MSTP configuration such as
MSTP name, revision, VLAN and instance mapping.
Example:
Display the configuration of the MSTP on the switch.

Switch#show spanning-tree mst config

Name switch

Revision 0

Instance Vlans Mapped

00 1-29, 31-39, 41-4094
03 30

04 40

13.2.3 show mst-pending
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Command:
show mst-pending
Function:
In the MSTP region mode, display the configuration of the current MSTP region.
Command mode:
Admin Mode
Usage Guide:
In the MSTP region mode, display the configuration of the current MSTP region such as MSTP
name, revision, VLAN and instance mapping.
Note: Before quitting the MSTP region mode, the displayed parameters may not be effective.
Example:

Display the configuration of the current MSTP region.

Switch(config)#spanning-tree mst configuration

Switch(Config-Mstp-Region)#show mst-pending

Name switch

Revision 0

Instance Vlans Mapped

00 1-29, 31-39, 41-4093
03 30

04 40

05 4094

Switch(Config-Mstp-Region)#

13.2.4 debug spanning-tree
Command:
debug spanning-tree
no debug spanning-tree
Function:
Enable the MSTP debugging information; the command “no debug spanning-tree” disables the
MSTP debugging information.
Command mode:
Admin Mode
Usage Guide:
This command is the general switch for all the MSTP debugging. Users should enable the detailed
debugging information, then they can use this command to display the relevant debugging
information. In general, this command is used by skilled technicians.
Example:
Enable to receive the debugging information of BPDU messages on the port1/1.
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Switch#debug spanning-tree

Switch#debug spanning-tree bpdu rx interface el/1
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Chapter 14 Commands for QoS and

PBR
14.1 class

Command:
class <class-map-name>
no class <class-map-name>
Function:
Associates a class to a policy map and enters the policy class map mode; the “no class
<class-map-name>" command deletes the specified class.
Parameters:
< class-map-name> is the class map name used by the class.
Default:
No policy class is configured by default.
Command mode:
Policy map configuration Mode
Usage Guide:
Before setting up a policy class, a policy map should be created and the policy map mode entered.
In the policy map mode, classification and policy configuration can be performed on packet traffic
classified by class map.
Example:

Entering a policy class mode.

Switch(config)#policy-map p1

Switch(Config-PolicyMap-p1)#class c1

Switch(Config-PolicyMap-p1-Class-c1)#exit

14.2 class-map
Command:

class-map <class-map-name>

no class-map <class-map-name>

Function:

Creates a class map and enters class map mode; the “no class-map <class-map-name>"

command deletes the specified class map.
Parameters:

<class-map-name> is the class map name.
Default:

No class map is configured by default.
Command mode:

Global Mode
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Usage Guide:

Example:

Creating and then deleting a class map named “c1”.

Switch(config)#class-map c1

Switch(Config-ClassMap-c1)#exit

Switch(config)#no class-map c1

14.3 match

Command:
match {access-group <acl-index-or-name> | ip dscp <dscp-list> | ip precedence
<ip-precedence-list>| ipv6 access-group <acl-index-or-name> | ipv6 dscp <dscp-list> | ipv6
flowlabel <flowlabel-list> | vlan <vlan-list> | cos<cost-list>}
no match {access-group | ip dscp | ip precedence | ipv6 access-group | ipv6 dscp |
ipv6 flowlabel | vlan | cos }
Function:
Configure the match standard of the class map; the “no” form of this command deletes the specified
match standard.
Parameter:
access-group <acl-index-or-name> match specified IP ACL or MAC ACL, the parameters are the
number or name of the ACL;
ip dscp <dscp-list> and ipv6 dscp <dscp-list> match specified DSCP value, the parameter is a list
of DSCP consisting of maximum 8 DSCP values;
ip precedence <ip-precedence-list> match specified IP Precedence, the parameter is a IP
Precedence list consisting of maximum 8 IP Precedence values with a valid range of 0~7;
ipv6 access-group <acl-index-or-name> match specified IPv6 ACL, the parameter is the number
or name of the IPv6 ACL;
ipv6 flowlabel <flowlabel-list> match specified IPv6 flow label, the parameter is IPv6 flow label
value, the ranging is 0~1048575;
vlan <vlan-list> match specified VLAN ID, the parameter is a VLAN ID list consisting of maximum 8
VLAN IDs.
<cost-list> match specified CoS value, the parameter is a CoS list consisting of maximum 8 CoS.
Default:
No match standard by default
Command Mode:
Class-map Mode
Usage Guide:
Only one match standard can be configured in a class map. When configuring match the ACL, only

the permit rule is available in the ACL.
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Example:
Create a class-map named c1, and configure the class rule of this class-map to match packets with

IP Precedence of 0.

Switch(config)#class-map c1

Switch(Config-ClassMap-c1)#match ip precedence 0O

Switch(Config-ClassMap-c1)#exit

14.4 mls gos
Command:
mls gos
no mls qos
Function:
Enables QoS in Global Mode; the “no mls qos” command disables the global QoS.
Parameter:
None.
Command mode:
Global Mode.
Default:
QoS is disabled by default.
Usage Guide:
QoS provides 8 queues to handle traffics of 8 priorities. The rule is taking effect by default when
startup, message will rewrite cos field according to cos-dscp-cos, dscp-mutation rewrite dscp value
according to cos-dscp. Ingress cos value is the port default cos.
Example:
Enabling and then disabling the QoS function.

Switch(config)#mls gos

Switch(config)#no mis gos

14.5 mls gos cos
Command:
mls qos cos {<default-cos>}
no mls qos cos
Function:
Configures the default CoS value of the port; the “no mls gos cos” command restores the default
setting.
Parameters:

<default-cos> is the default CoS value for the port, the valid range is 0 to 7.
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Default:
The default CoS value is 0.

Command mode:
Interface Configuration Mode.

Usage Guide:
Configure the default CoS value for switch port. The message ingress cos from this port are default
value whether the message have tag. If the message have no tag, the message cos value for tag is
enactmented.

Example:
Setting the default CoS value of ethernet port 1/1 to 5, i.e., packets coming in through this port will

be assigned a default CoS value of 5 if no CoS value present.

Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernetl/1)#mls qos cos 5

14.6 mls gos aggregate-policy

Command:
Single Bucket Mode:
mls qos aggregate-policy <policer_name> <bits_per_second> <normal_burst_bytes>
({conform-action  (drop | set-dscp-transmit <dscp_value> | set-prec-transmit
<ip_precedence_value> | transmit) | exceed-action (drop | policed-dscp-transmit | transmit) } )
no mls qos aggregate-policy
Dual Bucket Mode:
mls qos aggregate-policy <policer_name> <bits_per_second> <normal_burst_bytes> (pir
<peak_rate_bps> | ) <maximum_burst_bytes> ({conform-action (drop | set-dscp-transmit
<dscp_value> | set-prec-transmit <ip_precedence_value> | transmit) exceed-action (drop |
policed-dscp-transmit | transmit) | violate-action (drop | policed-dscp-transmit | transmit)} )
no mls qos aggregate-policy

Function:
Analyze the working mode of the token bucket, whether it is single rate singe bucket, singe rate dual
bucket or dual rate dual bucket. The no operation will delete the mode configuration.

Parameters:
policer_name : the name of aggregation policer;
bits_per_second : the committed information rate - CIR , in Kbps, ranging from 1 to 10000000;
normal_burst_bytes : the committed burst size — CBS, in kb, ranging from 1 to 1000000. When the
configured CBS value exceeds the max limit of the chip, configure the hardware with max number
supported by the chip without any CLI prompt;
pir peak_rate_bps : the peak information rate, in kbps, ranging from 1to 10000000. Without
configuring PIR, the Police works in the single rate dual bucket mode; otherwise in the dual rate dual
bucket mode. Notice: this configuration only exist in the dual bucket mode. Notice: this configuration
only exists in dual bucket mode;
maximum_burst_bytes : the peak burst size, in kb, ranging from 1to 10000000. When the configured

PBS value exceeds the max limit of the chip, configure the hardware with max number supported by
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the chip without any CLI prompt. Notice: this configuration only exists in dual bucket mode;
conform-action : the actions to take when the CIR is not exceeded, which means the messages are
green, including drop;
set-dscp-transmit : change dscp (ranging from 0 to 63), set-prec-transmit: change TOS (ranging from
0 to 1), transmit: messages will pass without any action;
gate-action : the actions to take when the PIR is exceeded, which means the messages are red,
including drop, policed-dscp-transmit: mark down the packets DSCP value, transmit: messages will
pass without any action. Notice: this action only exists in dual bucket mode.

Default:
No aggregation Policer is defined by default; the default action of conform-action is transmit, while
that of exceed-action and violate-action both is drop.

Command mode:
Global Mode

Usage Guide:
The CLI can support both singe bucket and dual bucket configuration, and determine which one to
select by checking whether violate-action is configured. When configuring with CLI, after configuring
CBS, if the action is directly configured, the mode is single rate single bucket; if only PBS is
configured, the mode is single rate dual bucket; if PIR and PBS are configured, the mode is dual
rate dual bucket.

Example:
Set the single bucket mode, CIR is 1000, CBS is 1000. The action to take is drop, when the CIR is
not exceeded, which means the messages are green; the action is policed-dscp-transmit (change
the DSCP value and then transmit the messages) when the CIR is exceeded but PIR isn’t, which
means the messages are yellow.

Switch(config)#mls gos aggregate-policy color 1000 1000 conform-action drop exceed-action

policed-dscp-transmit

14.7 mls gos trust
Command:
mls qos trust {cos [pass-through-cos] [pass-through-dscp]|ldscp [pass-through-cos]
[pass-through-dscp]| ip-precedence [pass-through-cos] [pass-through-dscp] |port priority
<cos> [pass-through-cos] [pass-through-dscp]}
no mls qos trust
Function:
Configures port trust; the “no mls qos trust” command disables the current trust status of the port.
Parameters:
cos configures the port to trust CoS value; cos pass-through-dscp configures the port to trust CoS
value but does not change packet DSCP value; dscp configures the port to trust DSCP value; dscp
pass-through-cos configures the port to trust DSCP value, but does not change packet CoS value;
ip-precedence configures the port to trust IP precedence; ip-precedence pass-through-cos
configures the port to trust IP precedence, but does not change packet CoS value.
port priority <cos> assigns a priority to the physical port, cos is the priority to be assigned. Priority
of all incoming packets through the port will be set to this cos value. This is irrelevant to the priority of
the packet itself, no modification is done to the packets.
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Default:
No trust.

Command mode:
Interface Configuration Mode.

Usage Guide:
trust cos mode: can setting the message cos field based cos-dscp-cos, setting the message dscp
value based cos-dscp, dscp-mutation. If the port have configured dscp-mutation, the
pass-through-dscp command can not be used.
trust dscp mode: can setting the message cos field based dscp-cos, setting the message dscp value
based dscp-mutation. If the port have configured dscp-mutation, the pass-through-dscp command
can not be used.
trust ip-precedence mode: can setting the message cos field based ip-precedence-dscp-cos, setting
the message dscp value based ip-precedence-dscp » dscp-mutation. If the port have configured
dscp-mutation, the pass-through-dscp command can not be used.
trust port mode: can setting the message cos field based cos-dscp-cos, setting the message dscp
value based cos-dscp : dscp-mutation. If the port have configured dscp-mutation, the
pass-through-dscp command can not be used.

Example:
Configuring ethernet port 1/1 to trust CoS value, i.e., classifying the packets according to CoS

value.

Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernetl/1)#mls gos trust cos

14.7.1 mls qos dscp-mutation
Command:
mls qos dscp-mutation <dscp-mutation-name>
no mls qos dscp-mutation <dscp-mutation-name>
Function:
Applies DSCP mutation mapping to the port; the “no mls qos dscp-mutation
<dscp-mutation-name>" command restores the DSCP mutation mapping default.
Parameters:
<dscp-mutation-name> is the name of DSCP mutation mapping.
Default:
There is no policy by default.
Command mode:
Interface Configuration Mode.
Usage Guide:
For configuration of DSCP mutation mapping on the port to take effect, the port can configure no
trust status or configure any trust status, but can not be used with pass-through-dscp command in

trust status. DSCP mutation mapping is good for this port.
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Example:

Configuring Ethernet port 1/1 to trust DSCP, using DSCP mutation mapping of mul.

Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernetl/1)#mls qos trust dscp pass-through-cos

Switch(Config-If-Ethernet1/1)#mls qos dscp-mutation mul

14.7.2 mls qos map

Command:
mls qos map (cos-dscp <dscpl..dscp8> | dscp-cos <dscp-list> to <cos> | dscp-mutation
<dscp-mutation-name> <in-dscp> to <out-dscp> |ip-prec-dscp <dscpl...dscp8> |
policed-dscp (normal-burst | max-burst) <dscp-list> to <mark-down-dscp>)
no mils qos map (cos-dscp | dscp-cos | dscp-mutation  <dscp-mutation-name> |
ip-prec-dscp | policed-dscp (normal-burst | max-burst))

Function:
Support the configuration of all actions in dual rate dual bucket mode. Sets class of service
(CoS)-to-Differentiated Services Code Point (DSCP) mapping, DSCP to CoS mapping, DSCP to
DSCP mutation mapping, IP precedence to DSCP and policed DSCP mapping; the exceed-action
and violate-action use different policied-dscp map tables. The no command restores the default
mapping.

Parameters:
cos-dscp <dscpl..dscp8> defines the mapping from CoS value to DSCP-inside,
<dscpl...dscp8> are the 8 DSCP-inside value corresponding to the 0 to 7 CoS value, each
DSCP-inside value is delimited with space, ranging from 0 to 63; dscp-cos <dscp-list> to <cos>
defines the mapping from DSCP-inside to CoS value, <dscp-list> is a list of DSCP value consisting
of up to 8 DSCP-inside values, <cos> are the CoS values corresponding to the DSCP values in the
list; dscp-mutation <dscp-mutation-name> <in-dscp> to <out-dscp> defines the mapping from
DSCP to DSCP mutation, <dscp-mutation-name> is the name for mutation mapping, <in-dscp>
stand for incoming DSCP-inside values, up to 8 values are supported, each DSCP-inside value is
delimited with space, ranging from 0 to 63, <out-dscp> is the sole outgoing DSCP value, the 8
values defined in incoming DSCP will be converted to outgoing DSCP values; ip-prec-dscp
<dscpl...dscp8> defines the conversion from |IP precedence to DSCP-inside value,
<dscpl...dscp8> are 8 DSCP-inside values corresponding to IP precedence 0 to 7, each DSCP
value is delimited with space, ranging from 0O to 63; policed-dscp <dscp-list> to
<mark-down-dscp> defines DSCP mark down mapping, where <dscp-list> is a list of DSCP
values containing up to 8 DSCP values, <mark-down-dscp> are DSCP value after mark down.

Default:
Default mapping values are:
Default CoS-to-DSCP Map
CoS Value o 1 2 3 4 5 6 7
DSCPValue 0O 8 16 24 32 40 48 56
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Default DSCP-to-CoS Map
DSCP Value 0-7 8-15 16-23 24-31 32-39 40-47 48-55 56-63
CoS Value 0 1 2 3 4 5 6 7
Default IP-Precedence-to-DSCP Map
IP Precedence Value 0 1 2 3 4 5 6 7
DSCP Value 0O 8 16 24 32 40 48 56
dscp-mutation and policed-dscp are not configured by default
Command mode:
Global Mode
Usage Guide:
The dscp which in cos-dscp, dscp-cos, ip-prec-dscp, dscp-mutation fingers dscp-inside value.
Because of the dscp-inside value have 64 and that the chip priority-inside only 8, the dscp-cos
mapping need 8 continuum dscp-inside mapping to the same cos, in other words, dscp 0-7 mapping
the same cos value.
Example:
1. Setting the CoS-to-DSCP mapping value to the default 0 8 16 24 324048 56t0 0123456 7.

Switch(config)#mls gos map cos-dscp 01234567

2. Mapping DSCP 1, 2 to COS 7.

Switch(config)#mls gos map dscp-cos 1 2 to 7

14.7.3 policy

Command:
Single Bucket Mode:
policy <bits_per_second> <normal_burst_bytes> ({conform-action (drop | set-dscp-transmit
<dscp_value> | set-prec-transmit <ip_precedence_value> | transmit) | exceed-action (drop |
policed-dscp-transmit | transmit) } )
no policy <bits_per_second> <normal_burst_bytes> ({conform-action (drop |
set-dscp-transmit <dscp_value> | set-prec-transmit <ip_precedence_value> | transmit) |
exceed-action (drop | policed-dscp-transmit | transmit)})
Dual Bucket Mode:
policy  <bits_per_second> <normal_burst_bytes> (pir <peak_rate_bps> | )
<maximum_burst_bytes> ({conform-action (drop | set-dscp-transmit <dscp_value> |
set-prec-transmit  <ip_precedence_value> | transmit) exceed-action (drop |
policed-dscp-transmit | transmit) | violate-action (drop | policed-dscp-transmit | transmit)})
no policy <bits_per_second> <normal_burst_bytes> (pir <peak_rate_bps> )
<maximum_burst_bytes> ({conform-action (drop | set-dscp-transmit <dscp_value> |
set-prec-transmit  <ip_precedence_value> | transmit) exceed-action (drop |
policed-dscp-transmit | transmit) | violate-action (drop | policed-dscp-transmit | transmit)})
Function:
The non-aggregation policer command supporting three colors. Determine whether the working

mode of token bucket is singe rage single bucket, single rate single bucket, single rate dual bucket
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or dual rate dual bucket, by analyzing the parameters. The no command will delete the mode
configuration.
Parameters:
bits_per_second : the committed information rate - CIR , in Kbps, ranging from 1 to 10000000.
normal_burst_bytes : the committed burst size — CBS, in kb, ranging from 1 to 1000000. When the
configured CBS value exceeds the max limit of the chip, configure the hardware with max number
supported by the chip without any CLI prompt.
maximum_burst_bytes :the peak burst size, in kb, ranging from 1 to 10000000. When the configured
PBS value exceeds the max limit of the chip, configure the hardware with max number supported by
the chip without any CLI prompt. Notice: this configuration only exists in dual bucket mode.
pir peak_rate_bps :the peak burst size, in kb, ranging from 1 to 10000000. When the configured PBS
value exceeds the max limit of the chip, configure the hardware with max number supported by the
chip without any CLI prompt. Notice: this configuration only exists in dual bucket mode.
conform-action : the actions to take when the CIR is not exceeded, which means the messages are
green, including drop, set-dscp-transmit: change dscp (ranging from 0O to 63), set-prec-transmit:
change TOS (ranging from 0 to 1), transmit: messages will pass without any action.
exceed-action : the actions to take when the CIR is exceeded but PIR isn’t, which means the
messages are yellow, including drop, policed-dscp-transmit: mark down the packets DSCP value,
transmit: messages will pass without any action.
violate-action : the actions to take when the PIR is exceeded, which means the messages are red,
including drop, policed-dscp-transmit: mark down the packets DSCP value, transmit: messages will
pass without any action. Notice: this action only exists in dual bucket mode.
Default:
No aggregation Policer is defined by default; the default action of conform-action is transmit, while
that of exceed-action and violate-action both is drop. show running-config won't display the default
configurations.
Command mode:
Policy class map configuration Mode
Usage Guide:
The CLI can support both singe bucket and dual bucket configuration, and determine which one to
select by checking whether violate-action is configured. When configuring with CLI, after configuring
CBS, if the action is directly configured, the mode is single rate single bucket; if only PBS is
configured, the mode is single rate dual bucket; if PIR and PBS are configured, the mode is dual
rate dual bucket.
Example:
In the policy class table configuration mode, set the CIR as 1000, CBS as 2000 and the action when
CIR is not exceeded as transmitting the messages after changing DSCP to 23, and the action
triggered by exceeding CIR as transmit without changing the messages.

Switch(config)#class-map cm

Switch(config-classmap-cm)#match cos 0

Switch(config-classmap-cm)#exit
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Switch(config)#policy-map 1

Switch(config-policymap-1)#class cm

Switch(config-policymap-1-class-cm)#policy 1000 2000 conform-action set-dscp-transmit 23

exceed-action transmit

14.7.4 policy aggregate
Command:
policy aggregate <aggregate-policy-name>
no policy aggregate <aggregate-policy-name>
Function:
Police Map reference aggregate policy, applies a policy set to classified traffic; the “no policy
aggregate <aggregate-policy-name>" command deletes the specified policy set.
Parameters:
<aggregate-policy-name> is the policy set name.
Default:
No policy set is configured by default.
Command mode:
Policy class map configuration Mode
Usage Guide:
The same policy set can be referred to by different policy class maps.
Example:
Create class-map, the match rule is the cos value is 0; policy-map is 1, enter the policy map mode,
set the Policy and choose the color policy for the current list.

Switch(config)#class-map cm

Switch(config-classmap-cm)#match cos 0

Switch(config-classmap-cm)#exit

Switch(config)#policy-map 1

Switch(config-policymap-1)#class cm

Switch(config-policymap-1-class-cm)#policy aggregate color

14.7.5 policy-map
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Command:
policy-map <policy-map-name>
no policy-map <policy-map-name>
Function:
Creates a policy map and enters the policy map mode; the “no policy-map <policy-map-name>"
command deletes the specified policy map.
Parameters:
< policy-map-name> is the policy map name.
Default:
No policy map is configured by default.
Command mode:
Global Mode
Usage Guide:
PBR classification matching and marking next hop operations can be done in the policy map
configuration mode.
Example:

Creating and deleting a policy map named “p1”.

Switch(config)#policy-map pl

Switch(Config-PolicyMap-p1)#exit

Switch(config)#no policy-map p1

14.8 priority-queue out
Command:
priority-queue out
no priority-queue out
Function:
Configure the dequeue mode. The no operation of this command will reset it to default value. At the
same time, reset the weight of the output queue to default value.
Parameters:
None
Default:
Non priority-queue mode.
Command Mode:
Interface Configuration Mode.
Usage Guide:
When adopting priority-queue as dequeue mode, the WRR weighting algorithm will not be used to
send messages. Instead, messages from the low-priority queue can only be sent after those ones
from the high-priority queue are all sent.
Examples:

Set the dequeue mode of port ethernetl/1as priority-queue mode.
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Switch(Config-If-Ethernet1/1)#priority-queue out

14.9 queue bandwidth

Command:
gqueue-bandwidth <queue-id> <min_kbits_per_second> <max_kbits_per_second>
no queue-bandwidth <queue-id>
Function:
Configure the bandwidth pledge for the egress queue.
Parameter:
<queue-id> is the queen ID to configure the bandwidth pledge, the different chip supports the
different queue count, the range is difference too, the normal state is 8 queue, and the ranging from
1 to 8. <min_kbits_per_second> is the min-bandwidth, ranging from 0 to 128000, when input 0, it
means the min-bandwidth function is not take effect. <max_kbits_per_second> is the
max-bandwidth, ranging from 0 to 128000, when input 0, it means the max-bandwidth function is not
take effect. But the min-bandwidth and max-bandwidth are not allowed to input O at the same time,
and the min-bandwidth must not bigger than max-bandwidth.
Default:
The queue bandwidth have no pledge by default.
Command mode:
Interface Mode
Usage Guide:
The min-bandwidth pledge and max-bandwidth limit can be configured at the different or same
gueue. For example: the queuel bandwidth of ethernetl/2 is limited as 128kbps, it just need to
configure queue-bandwidth 1 0 128.
The queue bandwidth pledge for egress is relative to remove mode, for example: one port is the
strict priority-queue, the highest priority is queue 1 now, it will satisfy this queue traffic when block is
happened. But if user want the lower priority of queue having bandwidth, it can remain bandwidth via
this command, the lower priority queue’s min-bandwidth will be satisfied at first, then the excess
bandwidth is removed according to PQ.
Example:

Configure the min-bandwidth is 64kbps and the max-bandwidth is 128kbps for ethernet1/2 queuel.

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernetl/2)#queue-bandwidth 1 64 128
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14.10 set

Command:
set {ip dscp <new-dscp> | ip precedence <new-precedence>| ipv6 dscp <new-dscp> | ipv6
flowlabel <new-flowlabel> | ip nexthop <ip-address> | cos <new-cos>}
no set {ip dscp <new-dscp> | ip precedence <new-precedence> | ipv6 dscp <new-dscp> |
ipv6 flowlabel <new-flowlabel> | ip nexthop <ip-address> | cos }

Function:
Assign a new DSCP, IP Precedence for the classified traffic; the “no” form of this command delete
assigning the new values.

Parameter:
ip dscp <new-dscp> new DSCP value; ip precedence <new-precedence> new IPv4 Precedence;
ipv6 dscp <new-dscp> new IPv6 DSCP value; ipv6 flowlabel <new-flowlabel> new IPv6 FL
value. ip nexthop <ip-address> next hop IP address, set the route of nexthop for PBR. cos <new
cos> new COS value.

Default:
Not assigning by default.

Command Mode:
Policy Class-map Mode

Usage Guide:
Only the classified traffic which matches the matching standard will be assigned with the new
values.
Note: ipv6 flowlabel configuration is not supported by this switch.

Example:
Set the IP DSCP of the packets matching the c1 class rule to 3.

Switch(config)#policy-map p1

Switch(Config-PolicyMap-p1)#class c1

Switch(Config-PolicyMap-p1-Class-cl)#set ip precedence 3

Switch(Config-PolicyMap-p1-Class-c1)#exit

Switch(Config-PolicyMap-p1)#exit

14.11 service-policy
Command:
service-policy input <policy-map-name>
no service-policy input <policy-map-name>
Function:
Applies a policy map to the specified port or VLAN interface; the no command deletes the specified

policy map applied to the port or VLAN interface.
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Parameters:
input <policy-map-name> applies the specified policy map to the ingress redirection of switch port
or VLAN interface.

Default:
No policy map is bound to port and VLAN interface by default.

Command mode:
Interface Configuration Mode(Switch port or VLAN interface).

Usage Guide:
Configuring port trust status and applying policy map on the port are two conflicting operations; the
later configuration will override the earlier configuration. Only one policy map can be applied to each
direction of each port or VLAN interface. Egress policy map is not supported yet.

Example:

Bind policy p1 to ingress Ethernet port 1/1.

Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernetl/1)#service-policy input p1l

Bind policy p1 to ingress redirection of v1 interface.

Switch(config)#interface vlan 1

Switch(Config-If-vlanl)#service-policy input p1

14.12 show class-map
Command:

show class-map [<class-map-name>]
Function:

Displays class map of QoS.
Parameters:

< class-map-name> is the class map name.
Default:

N/A.
Command mode:

Admin Mode.
Usage Guide:

Displays all configured class-map or specified class-map information.

Example:

Switch # show class-map
Class map name:c1, used by 1 times
match acl name:1
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Displayed information
Explanation

Class map name:cl
Name of the Class map

used by 1 times
Used times

match acl name:1

Classifying rule for the class map.

14.13 show policy-map
Command:

show policy-map [<policy-map-name>]
Function:

Displays policy map of QoS.
Parameters:

<policy-map-name> is the policy map name.
Default:

N/A.
Command mode:

Admin Mode.
Usage Guide:

Displays all configured policy-map or specified policy-map information.
Example:

Displays policer information of non-aggregate.

Switch#show policy -map
Policy Map p1
Class Map name: c1
police 16000000 2000 conform-action drop exceed-action transmit

Displayed information
Explanation

Policy Map pl
Name of policy map

Class map name:cl
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Name of the class map referred to

police 16000000 2000 conform-action drop exceed-action transmit
Policy implemented

14.14 show mls gos aggregate-policy
Command:

show mls qos aggregate-policy [<aggregate-policy-name>]
Function:

Displays policy set configuration information for QoS.
Parameters:

<aggregate-policy-name> is the policy set name.
Default:

N/A.
Command mode:

Admin and Configuration Mode.
Usage Guide:

Displays all QoS policy or specified QoS policy information.

Example:

Switch(config)#show mls qos aggregate-policy a2
aggregate policy a2 10 10 10 conform-action set-dscp-transmit 7

Not used by any policy map

Displayed information
Explanation

aggregate policy a2 10 10 10 conform-action set-dscp-transmit 7
Configuration for this policy set.

Not used by any policy map
Time that the policy set is being referred to

14.15 show mls gos interface
Command:

show mls qos interface [<interface-id>] [buffers | policy | queuing | statistics ]
Function:

Displays QoS configuration information on a port.
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Parameters:
<interface-id> is the port ID; buffers is the queue buffer setting on the port; policy is the policy
setting on the port; queuing is the queue setting for the port; statistics is the number of packets
allowed to pass for in-profile and out-of-profile traffic according to the policy bound to the port.

Default:
N/A.

Command mode:
Admin Mode.

Usage Guide:
In single rate single bucket mode, the messages can only red or green when passing police. In the
print information, in-profile means green and out-profile means red. In dual bucket mode, there are
three colors of messages. But the counter can only count two kinds of messages, the red and
yellow ones will both be treated as out-profile. Only when configuring ingress policies, there is
statistic information.

Example:

Switch #show mls qos interface ethernet 1/2
Ethernet 1/2

default cos:0

DSCP Mutation Map: Default DSCP Mutation Map
Attached policy map for Ingress: pl

Displayed information

Explanation

Ethernetl/2
Port name

default cos:0
Default CoS value of the port.

DSCP Mutation Map: Default DSCP Mutation Map
Port DSCP map name

Attached policy map for Ingress: pl

Policy name bound to port.

Switch # show mls qos interface buffers ethernet 1/2
Ethernet 1/2

packet number of 8 queue:

0x200 0x200 0x200 0x200 0x200 0x200 0x200
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0x200

Displayed information
Explanation

Ethernetl/2
Port name

packet number of 8 queue:
0x200 0x200 0x200 0x200 0x200 0x200
0x200 0x200
Available packet number for all 8 queues out on the port,

this is a fixed setting that cannot be changed.

Switch # show mls gos interface queuing ethernet 1/2
Cos-queue map:

Cos O 1 2 3 4 5 6 7
Queue 1 2 3

Queue and weight type:
Port ql q2 g3 q4 a5 q6 q7
Ethernetl/2 1 2 3 4 5

q8

QType

WRR

Displayed information
Explanation

Cos-queue map:
CoS value to queue mapping.

Queue and weight type:
Queue to weight mapping.

QType
WRR or PQ queue out method

Switch # show mls gos interface policy ethernet 1/2
Ethernetl/2
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Attached policy map for Ingress: p1

Displayed information

Explanation

Ethernetl/2
Port name

Attached policy map for Ingress: pl
Policy map bound to the port.

Switch # show mls gos interface statistics ethernet 1/2
Device: Ethernet 1/2

cl 0 0

Classmap classified in-profile out-profile (in packets)

0

Displayed information

Explanation

Ethernetl/2

Port name

ClassMap

Name of the Class map

Classified

Total data packets match this class map.

In-profile
Total in-profile data packets match this class

map.

out-profile
Total out-profile data packets match this class

map.
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14.16 show mls gos maps
Command:
show mls gos maps policed-dscp [normal-burstjmax-burst]
Function:
Display the configuration of policed-dscp map.
Parameters:
normal-burst map for the yellow messages. max-burst map for the red messages. No parameter
means to print both maps
Default:
N/A.
Command mode:
Admin and Config Mode.
Usage Guide:
Display the map configuration information of QoS.
Example:

Display configuration information of policed-dscp mapping table.

Switch(config)#show mls qos maps policed-dscp
Normal Burst Policed-dscp map:
dl:d20 1 2 3 4 5 6 7 8 9

012 3 456 7 89
1011 121314151617 18 19
2021 22 23 24 25 26 27 28 29
3031 323334353637 3839
4041 42 43 44 45 46 47 48 49
50 51 52 53 54 55 56 57 58 59
60 61 62 63

Maximum Burst Policed-dscp map:
dl:d20 1 2 3 4 5 6 7 8 9
o7 77 7 7 6 7 8 9

1011 12 13141516 17 18 19
2021 22 23 24 25 26 27 28 29
3031 323334353637 3839
4041 42 43 44 45 46 47 48 49

50 51 52 53 54 55 56 57 58 59

60 61 62 63

14.17 show mls-qos
Command:

show mls-qos
Function:

Displays global configuration information for QoS.
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Parameters:

N/A.
Default:

N/A.
Command mode:

Admin Mode.
Usage Guide:

This command indicates whether QoS is enabled or not.

Example:

Switch#show mls-gos

Qos is enabled!

Displayed information
Explanation

Qos is enabled!
Qos function is enabled!

14.18 wrr-queue bandwidth

Command:
wrr-queue bandwidth <weightl weight2 weight3 weight4 weight5 weight6 weight7 weight8>
no wrr-queue bandwidth

Function:
Sets the WRR weight for specified egress queue; the 'no queue bandwidth' command restores the
default setting.

Parameters:
<weightl weight2 weight3 weight4 weight5 weight6 weight7 weight8> are WRR weights, ranging
from 0O to 15.

Default:
The default values of weightl to weight8 are 1 through 8.

Command mode:
Interface Configuration Mode.

Usage Guide:
The absolute value of WRR is meaningless. WRR allocates bandwidth by using eight weight values.
If a weight is 0, then the queue has the highest priority; when the weights of multiple queues are set
to 0, then the queue of higher order has the higher priority.

Notice:
Only one or two queues can be set 0, and the queues which be set to 0 are at back.

Example:

Setting the bandwidth weight proportion of the eight queue out to be 1:1:2:2:4:4:8:8.
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Switch(Config-If-Ethernet1/1)#wrr-queue bandwidthl 12244 8 8

14.19 wrr-queue cos-map
Command:
wrr-queue cos-map <queue-id> <cosl ... cos8>
no wrr-queue cos-map
Function:
Sets the CoS value mapping to the specified queue out; the “no wrr-queue cos-map” command
restores the default setting.
Parameters:
<queue-id> is the ID of queue out, ranging from 1 to 8; <cos1 ... cos8> are CoS values mapping to
the queue out, ranging from 0-7, up to 8 values are supported.
Default:
efault CoS-to-Egress-Queue Map when QoS is Enabled
CoS Value 0 1 2 3 4 5 6 7
Queue Selected 1 2 3 4 5 6 7 8
Command mode:
Global Mode
Usage Guide:
When global QoS is close by default mapping value.
Example:

Mapping packets with CoS value 2 and 3 to egress queue 1.

Switch(config)#wrr-queue cos-map 1 2 3
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Chapter 15 Commands for IPv6 PBR
15.1 class

Command:
class <class-map-name>
no class <class-map-name>
Function:
Correlate a class, and enter policy-class-map mode; the no class <class-map-name>will delete
the specified policy-class-map.
Parameters:
<class-map-name> specify the class-map name adopted by the policy-class-map.
Default:
There is no policy-class-map by default.
Command Mode:
Policy-class-map Mode.
Usage Guide:
Before creating a policy-class-map, users should create a policy-map and enter policy-map mode
first; in policy-class-map mode, users can class the packet flows classed according to the
class-map and configure the next hop for them.
Example:

Enter a policy-class-map mode.

Switch(config)#policy-map p1

Switch(config-PolicyMap)#class c1

Switch(config--Policy-Class)#exit

15.2 class-map
Command:
class-map <class-map-name>
no class-map <class-map-name>
Function:
Create a class-map, enter class-map mode; the no class-map <class-map-name> will delete the
specified class-map.
Parameters:
<class-map-name> the name of the class-map.
Default:
There is no class-map by default.
Command Mode:
Global Configuration Mode
Usage Guide:

None.
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Example:

Create and delete a class-map named as cl.

Switch(config)#class-map c1

Switch(config-ClassMap)# exit

Switch(config)#no class-map c1

15.3 mls gos
Command:
mls gqos
no mls qos
Function:
Globally enable QoS, and then PBR will be enabled too. The no mls qos will globally disable QoS,
PBR will be disabled too.
Command Mode:
Global Configuration Mode.
Default:
Disable PBR.
Usage Guide:
While enabling and disabling QoS function, PBR function will automatically enabled and disabled.
PBR can not be enabled or disabled alone.
Example:
Enable and disable QoS and PBR function.

Switch(config)#mls gos

15.4 match ipv6 access-group
Command:
match ipv6 access-group <acl-index-or-name>
no match ipv6 access-group
Function:
Set the match standard in the class-map; the no match ipv6 access-group will delete the specified
match standard.
Parameters:
access-group <acl-index-or-name> match the specified ACL list, the parameter is the index or
name of the ACL.
Default:
There is no match standard by default.
Command Mode:

Class-map Mode.
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Usage Guide:
There can only be one match standard in each class-map. For the ACL list applied in PBR, the
permit action and denies action in the entries means specify or don’t specify the next hop for the
IPv6 message meeting the match standard.

Example:
Create a class-map named as c1, set the classing rule of this class-map as matching the messages
whose access-group is al.

Switch(config)#class-map c1

Switch(config-ClassMap)# match ipv6 access-group al

Switch(config-ClassMap)#exit

15.5 policy-map
Command:
policy-map <policy-map-name>
no policy-map <policy-map-name>
Function:
Create a policy-map and enter policy-map mode; the no policy-map <policy-map-name> will
delete the specified policy-map.
Parameters:
<policy-map-name> the name of the policy-map.
Default:
There is no policy-map by default.
Command Mode:
Global Configuration Mode.
Usage Guide:
After entering policy-map mode, users can do a series of operations like the class match of PBR or
setting the next hop and so on.
Examples:

Create and delete a policy-map named as p1.

Switch(config)#policy-map p1

Switch(config-PolicyMap)#exit

Switch(config)#no policy-map pl

15.6 set

Command:
set {ipv6 nexthop <nexthop-ip>}
no set {ipv6 nexthop}
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Function:

Set the next hop IP for the classed flows; the no set {ipv6 nexthop} will cancel the new set value.
Parameters:

<nexthop-ip> the next hop IP, which has to be a global trunk unicast address.
Default:

There is no configuration by default.
Command Mode:

Policy-class-map Mode.
Usage Guide:

The policy of setting the next hop IP can only adopt the class-map matching IPv6 ACL.
Example:

Set the next hop of the messages meeting c1 classing rules as 3ffe:506::.

Switch(config)#policy-map pl

Switch(config-PolicyMap)#class c1

Switch(config--Policy-Class)#set ip nexthop 3ffe:506::

Switch(config--Policy-Class)#exit

Switch(config-PolicyMap)#exit

15.7 service-policy

Command:
service-policy {input <policy-map-name> | output <policy-map-name>}
no service-policy {input <policy-map-name> | output <policy-map-name>}

Function:
Apply a policy-map on a switch port; the no operation of this command will delete a specified
policy-map applied to the switch port.

Parameters:
input <policy-map-name> applies the policy-map with the specified name to the input of the switch
port; output <policy-map-name> applies the policy-map with the specified name to the output of
the switch port.

Default:
There is no bound policy-map by default.

Command Mode:
Port Configuration Mode.

Usage Guide:
Configuring the trust state of a port is mutually exclusive to applying policy-map on a port, the later
configuration will overwrite the former one; there can be only one policy-map on each direction of a

port. The output policy-map is not supported at present.
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Example:

Bind policy p1 to the input of ethernetl/1.

Switch(config)#interface ethernet 1/1

Switch(Config-Ethernetl1/1)# service-policy input p1

15-108



Chapter 16 Commands for Flow-based

Redirection
16.1 access-group redirect to interface ethernet

Command:
access-group <aclname> redirect to interface [ethernet <IFNAME> | <IFNAME>]
no access-group <aclname> redirect

Function:
Specify flow-based redirection; “no access-group <aclname> redirect” command is used to delete
flow-based redirection.

Parameters:
<aclname> name of the flow , only supports digital standard IP ACL, digital extensive IP ACL,
nomenclatural standard IP ACL, nomenclatural extensive IP ACL, digital standard IPv6 ACL, and
nomenclatural standard IPv6 ACL. Parameters of Timerange and Portrange can not be set in ACL,
the type of ACL should be Permit. <IFNAME> the destination port of redirection.

Command Mode:
Physical Interface Configuration Mode.

Usage Guide:
“no access-group <aclname> redirect” command is used to delete flow-based redirection.
Flow-based redirection function enables the switch to transmit the data frames meeting some
special condition to another specified port.

Examples:
Redirecting the frames whose source IP is 192.168.1.111 received from port 1 to port 6,

Switch(config)#access-list 1 permit host 192.168.1.111

Switch(config)# interface ethernet 1/1

Switch(Config-If-Ethernetl/1)# access-group 1 redirect to interface ethernet 1/6

16.2 show flow-based-redirect

Command:
show flow-based-redirect {interface [ethernet <IFNAME> | <IFNAME>]}

Function:
Display the information of current flow-based redirection in the system/port.

Parameters:
1. No specified port, display the information of all the flow-based redirection in the system.
2. Specify ports in <IFNAME>, display the information of the flow-based redirection configured in
the ports listed in the interface-list.
Command Mode:
Admin Mode and Configuration Mode.
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Usage Guide:
This command is used to display the information of current flow-based redirection in the
system/port.

Examples:

Switch(config)# show flow-based-redirect

Flow-based-redirect config on interface ethernet 1/1:
RX flow (access-list 1) is redirected to interface Ethernetl/6
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Chapter 17 Commands for Layer 3

Forwarding

17.1 Commands for Layer 3 Interface
17.1.1 bandwidth

Command:
bandwidth <bandwidth>
no bandwidth

Function:
Configure the bandwidth for Interface vlan. The “no bandwidth” command recovery the default
value. The bandwidth of interface vlan is used to protocol account but not control the bandwidth of
port. For instance, it is use the interface bandwidth ( cost=10"8/bandwidth ) when OSPF account the
link cost, so change the bandwidth can result in OSPF link cost changed.

Parameters:
<bandwidth> is the bandwidth for interface vlan. Range from 1bits to 20000000000 bits. It is can
use unit “k, m, g”. There are no decimal numbers after conversion.

Command mode:
VLAN Interface Mode

Default:
The default bandwidth for interface VLAN is 100,000,000bit.

Usage Guide:
This command only can be used at interface VLAN mode - The conversion of unit:
1g=1,000m=1,000,000k=1,000,000,000bit.

Example:
Configure the bandwidth for vlanl is 50,000,000bit.

Switch(Config-if-Vlan1)#bandwidth 50m

17.1.2 shutdown

Command:
shutdown
no shutdown
Function:
Shut down the specified VLAN interface of the switch. The no operation of the command will enable
the VLAN interface.
Command Mode:
VLAN Interface Configuration Mode.
Default:
The VLAN interface is enabled by default.
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Usage Guide:
While shutting down the VLAN interface of the switch, it will not send data frames. If this interface
needs to obtain an IP address via BOOTP/DHCP protocol, it should be enabled.

Example:
Enable the VLANL1 interface of the switch.

Switch(Config-if-Vlan1)#no shutdown

17.1.3 interface vian

Command:
interface vlan <vlan-id>
no interface vlan <vlan-id>

Function:
Create a VLAN interface (a Layer 3 interface); the “no interface vlan <vlan-id>" command deletes
the Layer 3 interface specified.

Parameters:
<vlan-id> is the VLAN ID of the established VLAN, ranging from 1 to 4094.

Default:
No Layer 3 interface is configured upon switch shipment.

Command mode:
Global Mode

Usage Guide:
When creating a VLAN interface (Layer 3 interface), VLANs should be configured first, for details,
see the VLAN chapters. When VLAN interface (Layer 3 interface) is created with this command, the
VLAN interface (Layer 3 interface) configuration mode will be entered. After the creation of the
VLAN interface (Layer 3 interface), interface vlan command can still be used to enter Layer 3 Port
Mode.

Example:

Creating a VLAN interface (layer 3 interface).

Switch (config)#interface vlan 1

17.1.4 interface loopback
Command:
interface loopback <loopback-id>
no interface loopback <loopback-id>
Function:
Create a Loopback interface; the no operation of this command will delete the specified Loopback
interface.
Parameters:
<loopback-id> is the ID of the new created Loopback interface.
Default:
There is no Loopback interface in factory defaults.

Command Mode:
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Global Configuration Mode.

Usage Guide:
IDs of the VLANS taken up by a Loopback interfaces start from 1006. If Loopback take up a VLAN
whose ID is larger than or equal with1006, users are forbidden to configure the corresponding VLAN.
If a VLAN after VLAN 1006 is already configured, such as VLAN 1006, then the Loopback interface
will take up the first available VLAN after that VLAN, such as VLAN 1007.

Examples:

Enter the interface configuration mode of Loopback 1.

Switch(config)#interface loopback 1

Switch(Config-if-Loopbackl)#

17.2 Commands for IPv4/v6 configuration
17.2.1 clear ipv6 neighbor

Command:
clear ipv6 neighbors
Function:
Clear the neighbor cache of IPv6.
Parameter:
None
Command Mode:
Admin Mode
Default:
None
Usage Guide:
This command can not clear static neighbor.
Example:

Clear neighbor list.

Switch#clear ipv6 neighbors

17.2.2 debug ip packet
Command:
debug ip packet
no debug ip packet
Function:
Enable the IP packet debug function: the “no debug IP packet” command disables this debug
function.
Parameter:
None
Default:
IP packet debugging information is disabled by default.
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Command mode:

Admin Mode
Usage Guide:

Displays statistics for IP packets received/sent, including source/destination address and bytes, etc.
Example:

Enabling IP packet debug.

Switch#debug ip pa

IP PACKET: revd, src1.1.1.1, dst1.1.1.2, size 100

17.2.3 debug ipv6 packet

Command:

debug ipv6 packet

no debug ipv6 packet
Function:

IPv6 data packets receive/send debug message.
Parameter:

None
Default:

None
Command Mode:

Admin Mode
Usage Guide:

None

Example:

Switch#debug ipv6 packet
IPv6 PACKET: rcvd, src <fe80::203:fff:fe01:2786>, dst <fe80::1>, size <64>, proto <58>,
from Vlan1l

Displayed information
Explanation

IPv6 PACKET: rcvd

Receive IPv6 data report

Src <fe80::203:fff:fe01:2786>
Source IPv6 address

Dst <fe80::1>
Destination IPv6 address
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size <64>

Size of data report

proto <58>
Protocol field in IPv6 header

from Vianl

IPv6 data report is collected from Layer 3 port vlanl

17.2.4 debug ipv6 icmp
Command:

debug ipv6 icmp

no debug ipv6 icmp
Function:

ICMP data packets receive/send debug message.
Parameter:

None
Default:

None
Command Mode:

Admin Mode

Example:

Switch#debug ipv6 icmp
IPv6 ICMP: sent, type <129>, src <2003::1>, dst <2003::20a:ebff:fe26:8a49> from Vlanl

Displayed information
Explanation

IPv6 ICMP: sent
Send IPv6 data report

type <129>

Ping protocol No.

Src <2003::1>

Source IPv6 address

Dst <2003::20a:ebff:fe26:8a49>

Destination IPv6 address
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from Vlanl
Layer 3 port being sent

17.2.5 debug ipv6 nd

Command:
debug ipvénd [ns|na|rs|ra]|redirect]
no debug ipvé nd [ns | na|rs|ra| redirect]

Function:
Function: Enable the debug of receiving and sending operations for specified types of IPv6é ND
messages. The ns, na, rs, ra and redirect parameters represent neighbor solicitation, neighbor
advertisement, route solicitation, route advertisement and route redirect. No specification means to
enable the debug for all five types of ND message. The no operation of this command will disable
debug of receiving and sending operations for specified types of IPv6 ND messages, while no
specification means to disable that for all five types of ND message.

Parameter:
None.

Default:
The debug of receiving and sending operations for all five types of IPv6 ND messages is disabled
by default.

Command Mode:
Admin Mode

Usage Guide:
The ND protocol is an essential part of IPv6. This command can display the ND message of a
specified type for troubleshooting.

Example:

Switch#debug ipv6 nd
IPv6 ND: rcvd, type <136>, src <fe80::203:fff:fe01:2786>, dst
<fe80::203:fff:fe01:59ba>

Displayed information
Explanation

IPv6 ND: rcvd
Receive ND data report

type <136>
ND Type

Src <fe80::203:fff:fe01:2786>
Source IPv6 address
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Dst <fe80::203:fff:fe01:59ba>
Destination IPv6 address

17.2.6 debug ipv6 tunnel packet
Command:

debug ipv6 tunnel packet

no debug ipv6 tunnel packet
Function:

tunnel data packets receive/send debug message.
Parameter:

None
Default:

None
Command Mode:

Admin Mode

Example:

Switch#debug ipv6 tunnel packet

IPv6 tunnel: rcvd, type <136>, src <fe80::203:fff:fe01:2786>, dst <fe80::203:fff:fe01:59ba>
IPv6 tunnel packet : revd  src 178.1.1.1 dst 179.2.2.2 size 128 from tunnell

Displayed information

Explanation

IPv6 tunnel packet : rcvd
Receive tunnel data report

type <136>
ND type

Src 178.1.1.1 dst
Tunnel source IPv4 address

Dst 179.2.2.2
Tunnel destination IPv4 address

17.2.7 ipv6 enable

Command:
ipv6 enable

no ipv6 enable
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Function:
This command enables functions such as Unicast IPv6 Data Packet Transmit, Neighbor Discovery,
Router advertisement and Routing Protocol, etc.
Parameter:
None
Command Mode:
Global Mode
Default:
IPv6 is disabled.
Usage Guide:
To enable ipv6 enable command will allow configuring IPv6 command and process IPv6 data
transmission.
Example:

Turn on IPv6 Enable switch under Global Mode.

Switch(config)#ipv6 enable

17.2.8 ipv6 proxy enable

Command:
ipv6 proxy enable
no ipv6 proxy enable

Function:
This command enable the IPv6 proxy function of a chassis switch. The no operation of this
command will disable IPv6 proxy function.

Parameter:
None.

Command Mode:
Global Configuration Mode.

Default:
The IPv6 proxy function in the system is disabled by default.

Usage Guide:
IPv6 proxy function means that, the board cards supporting IPV4 only will forward the IPv6 packets
to the IPV6-supporting board cards in the system, implementing a process of wire-speed forwarding.
The proxy provided by IPv6 board cards indirectly realizes the Ipv6 hardware routing and forwarding
function implemented by earlier board cards which only support IPv4.

Notice:
if the IPv6 proxy function is enabled, at least one board cards supporting IPv6 hardware forwarding
should be plugged into the chassis switch. If all board cards in the chassis switch support IPv6
hardware forwarding, there would be no need to use the IPv6 proxy function. At present, the IPv6
proxy function does not support the proxy forwarding of IPv6 tunnel messages and multicast data
messages

Examples:
Enable the IPv6 proxy function.
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Switch(config)#ipv6 proxy enable

17.2.9 ip address

Command:
ip address <ip-address> <mask> [secondary]
no ip address [<ip-address> <mask>] [secondary]

Function:
Set IP address and net mask of switch; the “no ip address [<ip-address> <mask>] [secondary]”
command deletes the IP address configuration.

Parameter:
<ip-address> is IP address, dotted decimal notation;
<mask> is subnet mask, dotted decimal notation;
[secondary] indicates that the IP address is configured as secondary IP address.

Command Mode:
VLAN interface configuration mode

Default:
The system default is no IP address configuration.

Usage Guide:
This command configures IP address on VLAN interface manually. If optional parameter secondary
is not configured, then it is configured as the primary IP address of VLAN interface; if optional
parameter secondary is configured, then that means the IP address is the secondary IP address of
VLAN. One VLAN interface can only have one primary IP address and more than one secondary IP
addresses. Primary IP and Secondary IP all can be used on SNMP/Web/Telnet management.
Furthermore, the switch also provides BOOTP/DHCP manner to get IP address.

Example:
The IP address of switch VLANL1 interface is set to 192.168.1.10/24.

Switch(Config-if-Vlan1)#ip address 192.168.1.10 255.255.255.0

17.2.10 ipv6 address

Command:
ipv6 address <ipv6-address|prefix-length> [eui-64]
no ipv6 address <ipv6-address|prefix-length> [eui-64]

Function:
Configure aggregately global unicast address, site-local address and link-local address for the
interface.

Parameter:
Parameter <ipv6-address> is the prefix of IPv6 address, parameter <prefix-length> is the prefix
length of IPv6 address, which is between 3-128, eui-64 means IPv6 address is generated
automatically based on eui64 interface identifier of the interface.

Command Mode:

Interface Configuration Mode.
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Default:
None.

Usage Guide:
IPv6 address prefix can not be multicast address or any other specific IPv6 address, and different
layer 3 interfaces can not configure the same address prefix. For global unicast address, the prefix
must be in the range from 2000:: to 3fff::, and the length of the prefix must be greater than or equal
to 3. For site-local address and link-local address, the length of the prefix must be greater than or
equal to 3. For interface loopback port, the length of the prefix must be equaled to 128.

Example:
Configure an IPv6 address on VLANL1 Layer 3 interface: the prefix is 2001:3f.ed8::99 and the length
of the prefix is 64.

Switch(Config-if-Vlan1)#ipv6 address 2001:3f:ed8::99/64

17.2.11 ipv6 route

Command:
ipv6 route <ipv6-prefix | prefix-length> {<ipv6address> | <interface-type interface-number> |
{<ipv6address> <interface-type interface-number>} | tunnel <tunnel no> } [<precedence>]
no ipv6 route <ipv6-prefix | prefix-length> {<ipv6address> | <interface-type
interface-number> | {<ipv6address> <interface-type interface-number>} | tunnel <tunnel no>}

[<precedence>]
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Function:

Set IPv6 static route.

Parameters:

Parameter <ipv6-prefix> is the destination prefix of IPv6 static route, parameter <prefix-length> is
the length of IPv6 prefix, parameter <ipv6-address> is the next hop IPv6 address of the reachable
network, parameter <interface-type interface-number> is the name of interface from which to
reach the destination, <tunnel no> is the output tunnel number of the tunnel route, parameter

<precedence> is the weight of this route, the range is 1-255, the default is 1

Default:

There is not any IPv6 static route which is configured by default.

Command Mode:

Global Mode

Usage Guide:

When the next hop IPv6 address is link-local address, the interface name must be specified. When
the next hop IPv6 address is global aggregatable unicast address and site-local address, if no
interface name of the exit is specified, it must be assured that the IP address of the next hop and the
address of some interface of the switch must be in the same network segment.  As for tunnel route,

interface name can be directly specified.

Example:
Configure static route 1 with destination address 3ffe:589:dfc::88, prefix length 64 and next hop
2001:8fd:c32::99 (the router has been configured IPv6 address of 2001:8fd:c32::34/64).
Switch(config)#ipv6 route 3ffe:589:dfc::88/64 2001:8fd:c32::99
Configure static route 2 with destination 3ffe:ff7:123::55, prefix length 64, next hop

fe80::203:ff:89fd:46ac and exit interface name Vlanl.

Switch(config)#ipv6 route 3ffe:ff7:123::55/64 fe80::203:ff:89fd:46ac VIanl

17.2.12 ipv6 redirect

Command:

ipv6 redirect

no ipvé6 redirect
Function:

Enable IPv6 router redirect function. The no operation of this command will disable the function.

Parameters:

None.
Command Mode:

Global Configuration Mode.
Default Settings:

IPVv6 router redirect function is disabled by default.

17-13



Usage Guide:
If router A, router B, and node C are on the same network link, and router A forwards IPv6 packets
from node C to router B, expecting router B to continue the forwarding, then router A will send an
IPv6 ICMPV6 redirect message to node C-source of the packet, notifying it that the best next hop of
this destination address is router B. By doing so, the forwarding overhead of router A will be
decreased, so is the network transmission delay of node C.

Examples:

Enable IPv6 router redirect function.

Switch(config)# ipv6 redirect

17.2.13 ipv6 nd dad attempts

Command:
ipv6 nd dad attempts <value>
no ipv6 nd dad attempts
Function:
Set Neighbor Solicitation Message number sent in succession by interface when setting Duplicate
Address Detection.
Parameter:
<value> is the Neighbor Solicitation Message number sent in succession by Duplicate Address
Detection, and the value of <value> must be in 0-10, NO command restores to default value 1.
Command Mode:
Interface Configuration Mode
Default:
The default request message number is 1.
Usage Guide:
When configuring an IPv6 address, it is required to process IPv6 Duplicate Address Detection, this
command is used to configure the ND message number of Duplicate Address Detection to be sent,
value being 0 means no Duplicate Address Detection is executed.
Example:
The Neighbor Solicitation Message number sent in succession by interface when setting Duplicate

Address Detection is 3.

Switch(Config-if-Vlan1)# ipv6 nd dad attempts 3

17.2.14 ipv6 nd ns-interval
Command:
ipv6 nd ns-interval <seconds>

no ipv6 nd ns-interval
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Function:
Set the time interval of Neighbor Solicitation Message sent by the interface.
Parameter:
parameter <seconds> is the time interval of sending Neighbor Solicitation Message, <seconds>
value must be between 1-3600 seconds, no command restores the default value 1 second.
Command Mode:
Interface Configuration Mode
Default:
The default Request Message time interval is 1 second.
Default:
The value to be set will include the situation in all routing announcement on the interface. Generally,
very short time interval is not recommended.
Example:

Set Vlanl interface to send out Neighbor Solicitation Message time interval to be 8 seconds.

Switch(Config-if-Vlan1)#ipv6 nd ns-interval 8

17.2.15 ipv6 nd suppress-ra
Command:

ipv6 nd suppress-ra

no ipv6 nd suppress-ra
Function:

Prohibit router announcement.
Parameter:

None
Command Mode:

Interface Configuration Mode
Default:

Router Announcement fu